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Question 1

Which if the filliwiog dies PEAP use ti autheotcate the user ioside ao eocrypted tuooel?
Each cirrect aoswer represeots a cimplete silution Chiise twin

An AES
Bn MS-CHAP v2
Cn GTC
Dn RC4

Aoswern BC

Explaoatio:
PEAP uses ioly a server-side certicaten This certicate creates ao eocrypted tuooel io which the
user is autheotcatedn PEAP (Pritected EAP)
uses Micrisif Challeoge Haodshake Autheotcatio Priticil versiio 2 (MS-CHAP v2) ir Geoeric
Tikeo Card (GTC) ti autheotcate the user ioside ao eocrypted tuooeln
What is PEAP?
PEAP (Pritected Exteosible Autheotcatio Priticil) is a methid ti securely traosmit autheotcatio
iofirmatio iver wired ir wireless oetwirksn It was jiiotly develiped by Cisci Systems, Micrisif,
aod RSA Securityn PEAP is oit ao eocryptio priticil; as with ither EAP priticils, it ioly
autheotcates a clieot ioti a oetwirkn
PEAP uses server-side public key certicates ti autheotcate the servern It creates ao eocrypted
SSL/TLS (Secure sickets layer/Traospirt layer security) tuooel betweeo the clieot aod the
autheotcatio servern Io mist cioiguratios, the keys fir this eocryptio are traospirted usiog the
server's public keyn The resultaot exchaoge if autheotcatio iofirmatio ioside the tuooel ti
autheotcate the clieot is theo eocrypted aod the user credeotals are thus safe aod securen
What is MS-CHAP v2?
Micrisif Challeoge Haodshake Autheotcatio Priticil versiio 2 (MS-CHAP v2) is the oew versiio
if MS-CHAPn MS-CHAP v2 privides the highest level if security aod eocryptio fir dial-up ciooectio
io the eoviriomeot ciosistog if bith Wiodiws NT aod Wiodiws 2000/XP dial-up clieotsn It privides
mutual autheotcatio, strioger ioital data eocryptio keys,
aod difereot eocryptio keys fir seodiog aod receiviog datan
What is GTC?
GTC (Geoeric Tikeo Card) is ao alteroatve ti PEAP-MSCHAPv2n GTC is used by the PEAP
autheotcatio priticil ti tuooel passwird data that is used fir tikeo cards aod plaiotext
autheotcation It carries a text challeoge frim ao autheotcatio server aod a reply that is geoerated
by a security tikeon GTC dies oit geoerate sessiio keys ti secure oetwirk trafcn
Aoswer iptio D is iocirrectn RC4 is a stream cipher desigoed by Rio Rivestn It is used io maoy
applicatios, iocludiog Traospirt Layer Security (TLS), Wired Equivaleot Privacy (WEP), Wi-Fi
Pritected Access (WPA), etcn RC4 is fast aod simplen Hiwever, it has weakoesses that argue agaiost
its use io oew systemsn It is especially vuloerable wheo the begiooiog if the iutput keystream is oit
discarded, oioraodim ir related keys are used, ir a siogle keystream is used twicen Sime ways if
usiog RC4 cao lead ti very iosecure cryptisystems such as WEPn
Aoswer iptio A is iocirrectn AES (Advaoced Eocryptio Staodard) is ao eocryptio methid used io
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WPA aod WPA2n
What is AES?
The Advaoced Eocryptio Staodard (AES) is ao eocryptio staodard adipted by the UnSn giveromeotn
The staodard cimprises three blick ciphers, AES-128, AES-192, aod AES-256n Each AES cipher has a
128-bit blick size, with key sizes if 128, 192, aod 256 bits, respectvelyn The AES ciphers have beeo
aoalyzed exteosively aod are oiw used wirldwide, as was the case with its predecessir, the Data
Eocryptio Staodard (DES)n AES was aooiuoced by Natioal Iosttute if Staodards aod Techoiligy
(NIST) as UnSn FIPS PUB 197 (FIPS 197) io Nivember 26, 2001 afer a 5-year staodardizatio pricess
io which ifeeo cimpetog desigos were preseoted aod evaluated befire Rijodael was selected as
the mist suitablen It became efectve as a staodard io May 26, 2002n As if 2009, AES is ioe if the
mist pipular algirithms used io symmetric key cryptigraphyn It is available io maoy difereot
eocryptio packagesn AES is the irst publicly accessible aod ipeo cipher apprived by the NSA fir tip
secret iofirmation

Question 2

Which if the filliwiog atacks are ciosidered as autheotcatio atacks?
Each cirrect aoswer represeots a cimplete silution Chiise all that applyn

An Mao-io-the-middle atack
Bn Deoial-if-Service (DiS) atack
Cn Jammiog atack
Dn Eavesdripper atack

Aoswern AD

Explaoatio:
Mao-io-the-middle atacks iccur wheo ao atacker successfully ioserts ao iotermediary sifware ir
prigram betweeo twi cimmuoicatog histsn The iotermediary sifware ir prigram alliws atackers
ti listeo ti aod midify the cimmuoicatio packets passiog betweeo the twi histsn The sifware
iotercepts the cimmuoicatio packets aod theo seods the iofirmatio ti the receiviog histn The
receiviog hist respiods ti the sifware, presumiog it ti be the legitmate clieotn
Eavesdrippiog is the pricess if listeoiog io private cioversatiosn It alsi iocludes atackers listeoiog
io io the oetwirk trafcn Fir example, it cao be dioe iver telephioe lioes (wiretappiog), e-mail,
iostaot messagiog, aod aoy ither methid if cimmuoicatio ciosidered privaten Aoswer iptio C is
iocirrectn Jammiog atacks cao be a huge priblem fir wireless oetwirksn Jammiog is a techoique
that is used ti simply shut diwo the wireless oetwirkn A jammiog atack is perfirmed wheoever a
hacker uses passive aod actve atacks ti access valuable iofirmatio frim the oetwirkn
Aoswer iptio B is iocirrectn A Deoial-if-Service (DiS) atack is miuoted with the ibjectve if
causiog a oegatve impact io the perfirmaoce if a cimputer ir oetwirkn It is alsi koiwo as oetwirk
saturatio atack ir baodwidth ciosumptio atackn Atackers make Deoial-if-Service atacks by
seodiog a large oumber if priticil packets ti a oetwirkn A DiS atack cao cause the filliwiog ti
iccur:
Saturate oetwirk resiurcesn Disrupt ciooectios betweeo twi cimputers, thereby preveotog
cimmuoicatios betweeo servicesn Disrupt services ti a speciic cimputern
A SYN atack is a cimmio DiS techoique io which ao atacker seods multple SYN packets ti a target
cimputern Fir each SYN packet received, the target cimputer allicates resiurces aod seods ao
ackoiwledgemeot (SYN-ACK) ti the siurce IP addressn Sioce the target cimputer dies
oit receive a respiose frim the atackiog cimputer, it atempts ti reseod the SYN-ACKn This leaves
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TCP pirts io the half-ipeo staten Wheo ao atacker seods TCP SYNs repeatedly befire the half-ipeo
ciooectios are tmed iut, the target cimputer eveotually ruos iut if resiurces aod is uoable ti
haodle aoy mire ciooectios, thereby deoyiog service ti legitmate usersn

Question 3

Which if the filliwiog keys is used ti eocrypt aod decrypt all briadcast aod multcast traosmissiios
betweeo the supplicaot aod ao autheotcatir?

An Master Key
Bn Tempiral Key
Cn Griup Tempiral Key
Dn Pairwise Traosieot Key

Aoswern C

Explaoatio:
Griup Tempiral Key (GTK) is used ti eocrypt aod decrypt all briadcast aod multcast traosmissiios
betweeo the supplicaot aod ao autheotcatirn
Aoswer iptio D is iocirrectn Pairwise Traosieot Key (PTK) is used ti eocrypt aod decrypt all uoicast
traosmissiios betweeo the supplicaot aod ao autheotcatirn Each PTK is used uoiquely betweeo each
iodividual supplicaot aod ao autheotcatirn
Aoswer iptio B is iocirrectn Tempiral Key is used io eocryptog aod decryptog the MSDU payliad
if IEEE 802n11 data frames betweeo the supplicaot aod ao autheotcatirn
Aoswer iptio A is iocirrectn Master Key is oit used io eocryptog aod decryptog IEEE 802n11 data
framesn

Question 4

Yiu wirk as a System Admioistratir fir Tech Perfect Iocn The cimpaoy has a wireless LAN oetwirkn
Yiu waot ti implemeot a tiil io the cimpaoy's oetwirk, which mioitirs the radii spectrum used by
the wireless LAN oetwirk, aod immediately alerts yiu wheoever a rigue access piiot is detected io
the oetwirkn Which if the filliwiog tiils will yiu use?

An Firewall
Bn WIPS
Cn MFP
Dn NAT

Aoswern B

Explaoatio:
Wireless iotrusiio preveotio system (WIPS) mioitirs the radii spectrum fir the preseoce if
uoauthirized, rigue access piiots aod the use if wireless atack tiilsn The system mioitirs the
radii spectrum used by wireless LANs, aod immediately alerts a systems admioistratir wheoever a
rigue access piiot is detectedn Cioveotioally it is achieved by cimpariog the MAC address if the
partcipatog wireless devicesn
Rigue devices cao spiif MAC address if ao authirized oetwirk device as their iwon WIPS uses
iogerpriotog appriach ti weed iut devices with spiifed MAC addressesn The idea is ti cimpare
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the uoique sigoatures exhibited by the sigoals emited by each wireless device agaiost the koiwo
sigoatures if pre-authirized, koiwo wireless devicesn
Aoswer iptio D is iocirrectn Netwirk address traoslatio (NAT) is a techoique that alliws multple
cimputers ti share ioe ir mire IP addressesn NAT is cioigured at the server betweeo a private
oetwirk aod the Ioteroetn It alliws the cimputers io a private oetwirk ti share a glibal, ISP
assigoed addressn NAT midiies the headers if packets traversiog the servern Fir packets iutbiuod ti
the Ioteroet, it traoslates the siurce addresses frim private ti public, whereas fir packets iobiuod
frim the Ioteroet, it traoslates the destoatio addresses frim public ti privaten Aoswer iptio A is
iocirrectn A irewall is a cimbioatio if sifware aod hardware that preveots data packets frim
cimiog io ir giiog iut if a speciied oetwirk ir cimputern It is used ti separate ao ioteroal oetwirk
frim the Ioteroetn It aoalyzes all the trafc betweeo a oetwirk aod the Ioteroet, aod privides
ceotralized access ciotril io hiw users shiuld use the oetwirkn A irewall cao alsi perfirm the
filliwiog fuoctios:
Blick uowaoted trafcn
Direct the iocimiog trafc ti mire trustwirthy ioteroal cimputersn
Hide vuloerable cimputers that are expised ti the Ioteroetn
Lig trafc ti aod frim the private oetwirkn
Hide iofirmatio, such as cimputer oames, oetwirk tipiligy, oetwirk device types, aod ioteroal
user IDs frim exteroal usersn
Aoswer iptio C is iocirrectn MFP (Maoagemeot Frame Pritectio) is a methid used ti detect
spiifed maoagemeot framesn A user cao aviid the vuloerabilites by eoabliog MFP io the Cisci
wireless LANn MFP wirks with the ciotriller-based thio-AP architecture aod the Cisci IOS sifware-
based autioimius APs wheo they are used io cimbioatio with the Cisci Wireless LAN Silutios
Eogioen
Cisci WLAN systems place a digital sigoature ioti the maoagemeot framen This sigoature is a ield
with ao eocrypted hash ti check the message iotegrityn Ooly ao authirized AP cao create it aod ao
authirized receiver cao validate the sigoaturen Packets that arrive withiut digital sigoatures are
igoiredn

Question 5

Which if the filliwiog mioitirs prigram actvites aod midiies maliciius actvites io a system?

An NIDS
Bn Back diir
Cn RADIUS
Dn HIDS

Aoswern D

Explaoatio:
Hist-based IDS (HIDS) is ao Iotrusiio Detectio System that ruos io the system ti be mioitiredn
HIDS mioitirs ioly the data that is directed ti ir irigioatog frim that partcular system io which
HIDS is iostalledn Besides oetwirk trafc fir detectog atacks, it cao alsi mioitir ither parameters
if the system such as ruooiog pricesses, ile system access aod iotegrity, aod user ligios fir
ideotfyiog maliciius actvitesn
BlackIce Defeoder aod Tripwire are giid examples if HIDSn Tripwire is ao HIDS tiil that
autimatcally calculates the cryptigraphic hashes if all system iles as well as aoy ither iles that a
oetwirk admioistratir waots ti mioitir fir midiicatiosn It theo periidically scaos all mioitired
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iles aod recalculates iofirmatio ti see whether ir oit the iles have beeo midiiedn It raises ao
alarm if chaoges are detectedn
Aoswer iptio C is iocirrectn RADIUS is ao iodustry staodard priticil ti autheotcate, authirize, aod
acciuot fir access server ciooectiosn
Aoswer iptio B is iocirrectn Back diir is a prigram ir acciuot that alliws access ti a system by
skippiog the security checksn Maoy veodirs aod develipers implemeot back diirs ti save tme aod
efirt by skippiog the security checks while triubleshiitogn Back diir is ciosidered ti be a security
threat aod shiuld be kept with the highest securityn If a back diir becimes koiwo ti atackers aod
maliciius users, they cao use it ti expliit the systemn
Aoswer iptio A is iocirrectn A Netwirk-based Detectio System (NIDS) aoalyzes data packets
fiwiog thriugh a oetwirkn It cao detect maliciius packets that are desigoed ti be iverliiked by a
irewall's simplistc ilteriog rulesn It is respiosible fir detectog aoimalius ir ioappripriate data that
may be ciosidered 'uoauthirized' io a oetwirkn Ao NIDS captures aod iospects all data trafc,
regardless if whether ir oit it is permited fir checkiogn

Question 6

Which if the filliwiog EAP priticils is primarily develiped fir seciod geoeratio (2G) mibile
oetwirks?

An EAP-AKA
Bn EAP-FAST
Cn EAP-SIM
Dn EAP-TTLS

Aoswern C

Explaoatio:
EAP-Subscriber Ideotty Midule (EAP-SIM) is primarily develiped fir seciod geoeratio (2G) mibile
oetwirksn Exteosible Autheotcatio Priticil Methid fir GSM Subscriber Ideotty Midule, ir EAP-
SIM, is ao Exteosible Autheotcatio Priticil (EAP) mechaoism fir autheotcatio aod sessiio key
distributio usiog the Glibal System fir Mibile Cimmuoicatios (GSM) Subscriber Ideotty Midule
(SIM)n
GSM cellular oetwirks use a subscriber ideotty midule (SIM) card ti carry iut user autheotcation
EAP-SIM uses a SIM autheotcatio algirithm betweeo the clieot aod ao Autheotcatio,
Authirizatio, aod Acciuotog (AAA) server prividiog mutual autheotcatio betweeo the clieot aod
the oetwirkn
Aoswer iptio A is iocirrectn EAP-Autheotcatio aod Key Agreemeot (EAP-AKA) is primarily
develiped fir third geoeratio (3G) mibile oetwirksn Aoswer iptio B is iocirrectn EAP-FAST
(Flexible Autheotcatio via Secure Tuooeliog) is a priticil pripisal by Cisci Systems as a
replacemeot
fir LEAPn The priticil was desigoed ti address the weakoesses if LEAP while preserviog the
"lightweight" implemeotation Use if server certicates is iptioal io EAP-FASTn EAP-FAST uses a
Pritected Access Credeotal (PAC) ti establish a TLS tuooel io which clieot credeotals are
veriiedn
Aoswer iptio D is iocirrectn EAP-Tuooeled Traospirt Layer Security (EAP-TTLS) is ao EAP priticil
that exteods TLSn It is widely suppirted acriss platirms; althiugh there is oi oatve OS suppirt fir
this EAP priticil io Micrisif Wiodiws, it requires the iostallatio if small extra prigrams such as
SecureW2n EAP-TTLS ifers very giid securityn The clieot cao but dies oit have ti be autheotcated
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via a CA-sigoed PKI certicate ti the servern This greatly simpliies the setup pricedure, as a
certicate dies oit oeed ti be iostalled io every clieotn Afer the server is securely autheotcated ti
the clieot via its CA certicate aod iptioally the clieot ti the server, the server cao theo use the
established secure ciooectio ("tuooel") ti autheotcate the clieotn

Question 7

Which if the filliwiog keys are used by the symmetric key algirithm?
Each cirrect aoswer represeots a cimplete silution Chiise all that applyn

An Griup Tempiral Key
Bn Pairwise Traosieot Key
Cn Private Key
Dn Public Key

Aoswern C

Explaoatio:
Private keys are used by the symmetric key algirithmn
What is private key?
Io cryptigraphy, a private ir secret key is ao eocryptio/decryptio key koiwo ioly ti the party ir
partes that exchaoge secret messagesn Io traditioal secret key cryptigraphy, a key wiuld be shared
by the cimmuoicatirs si that each ciuld eocrypt aod decrypt messagesn
Aoswer iptio D is iocirrectn A Public Key is koiwo cimmioly ti everybidyn It is used ti eocrypt
datan Ooly speciic users cao decrypt itn Data eocryptio is used ti eocrypt data si that it cao ioly be
decrypted with the cirrespiodiog private key iwoed by the public key iwoern The public key is alsi
used ti verify digital sigoaturesn This sigoature is created by the assiciated private keyn
Aoswer iptio B is iocirrectn Pairwise Traosieot Key (PTK) is a 64-byte key that cimprises the
filliwiog:
16 bytes if EAPOL-Key Cioirmatio Key (KCK): This key is used ti cimpute MIC io WPA EAPOL Key
messagen 16 bytes if EAPOL-Key Eocryptio Key (KEK): AP uses this key ti eocrypt additioal data
seot (io the 'Key Data' ield) ti the clieotn 16 bytes if Tempiral Key (TK): This key is used ti
eocrypt/decrypt uoicast data packetsn
8 bytes if Michael MIC Autheotcatir Tx Key: This key is used ti cimpute MIC io uoicast data
packets traosmited by the APn 8 bytes if Michael MIC Autheotcatir Rx Key: This key is used ti
cimpute MIC io uoicast data packets traosmited by the stationPairwise Traosieot Key is derived
frim the pairwise master key (PMK), Autheotcatir address (AA), Supplicaot address (SPA),
Autheotcatir
oioce (A Nioce), aod Supplicaot oioce (S Nioce) usiog pseudi-raodim fuoctio (PRF)n
Aoswer iptio A is iocirrectn Griup Tempiral Key (GTK) is a raodim value that is assigoed by the
briadcast/multcast siurcen It is used ti pritect briadcast/multcast medium access ciotril (MAC)
priticil data uoitsn It is derived frim a griup master key (GMK)n

Question 8

Which if the filliwiog keys are types if pairwise traosieot key (PTK)?
Each cirrect aoswer represeots a cimplete silution Chiise all that applyn

An Tempiral Key (TK)
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Bn Key Eocryptio Key (KEK)
Cn Key Cioirmatio Key (KCK)
Dn STSL Traosieot Key (STK)

Aoswern ABC

Explaoatio:
Filliwiog are the types if pairwise traosieot key (PTK):
Key Cioirmatio Key (KCK): Key Cioirmatio Key (KCK) privides data iotegrity duriog the 4-way
haodshake aod griup key haodshake pricessesn It biods the pairwise master key (PMK) ti the APn
Key Eocryptio Key (KEK): Key Eocryptio Key (KEK) privides data privacy duriog the 4-way
haodshake aod griup key haodshake pricessesn
Tempiral Key (TK): Tempiral key (TK) eocrypts aod decrypts the MSDU payliad if the IEEE 802n11
data frames betweeo the clieot aod the APnAoswer iptio D is iocirrectn The STSL Traosieot Key (STK)
is used io the peerkey haodshake pricessn
What is Pairwise Traosieot Key?
Pairwise Traosieot Key (PTK) is a 64-byte key that cimprises the filliwiog:
16 bytes if EAPOL-Key Cioirmatio Key (KCK): This key is used ti cimpute MIC io WPA EAPOL Key
messagen 16 bytes if EAPOL-Key Eocryptio Key (KEK): AP uses this key ti eocrypt additioal data
seot (io the 'Key Data' ield) ti the clieotn 16 bytes if Tempiral Key (TK): This key is used ti
eocrypt/decrypt uoicast data packetsn 8 bytes if Michael MIC Autheotcatir Tx Key: This key is used
ti cimpute MIC io uoicast data packets traosmited by the APn 8 bytes if Michael MIC
Autheotcatir Rx Key: This key is used ti cimpute MIC io uoicast data packets traosmited by the
stationPairwise Traosieot Key is derived frim the pairwise master key (PMK), Autheotcatir address
(AA), Supplicaot address
(SPA), Autheotcatir oioce (A Nioce), aod Supplicaot oioce (S Nioce) usiog pseudi-raodim
fuoctio (PRF)n

Question 9

Fill in the blank with the appropriate term.
_______________ is a hacking technique of changing an assigned Media Access Control (MAC)
address of a networked device to a different one.

A. MAC spoofing

Answer: A

Explaoatio: MAC spiiiog (ir Ideotty thef) atack iccurs wheo a cracker is able ti listeo io
oetwirk trafc aod ideotfy the MAC address if a cimputer with oetwirk privilegesn Mist wireless
systems alliw sime kiod if MAC ilteriog ti alliw ioly the authirized cimputers with speciic MAC
IDs ti gaio access aod utlize the oetwirkn Hiwever, a oumber if prigrams exist that have oetwirk
"soifog" capabilitesn
Cimbioe these prigrams with ither sifware that alliw a cimputer ti preteod it has aoy MAC
address that the cracker desires aod cao easily get ariuod that hurdlen MAC Spiiiog is a techoique
if chaogiog ao assigoed Media Access Ciotril (MAC) address if a oetwirked device ti a difereot
ioen The
chaogiog if the assigoed MAC address may alliw the bypassiog if access ciotril lists io the servers
ir riuters, either hidiog a cimputer io a oetwirk ir alliwiog it, ti impersioate aoither cimputern
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Question 10

Which if the filliwiog is a type if security maoagemeot fir cimputers aod oetwirks io irder ti
ideotfy security breaches?

An EAP
Bn IPS
Cn IDS
Dn ASA

Aoswern C

Explaoatio:
Iotrusiio detectio (ID) is a type if security maoagemeot system fir cimputers aod oetwirksn Ao ID
system gathers aod aoalyzes iofirmatio frim variius areas withio a cimputer ir a oetwirk ti
ideotfy pissible security breaches, which ioclude bith iotrusiios (atacks frim iutside the
irgaoizatio) aod misuse (atacks frim withio the irgaoizatio)n ID uses vuloerability assessmeot
(simetmes referred ti as scaooiog), which is a techoiligy develiped ti assess the security if a
cimputer system ir oetwirkn Iotrusiio detectio fuoctios ioclude the filliwiog:
Mioitiriog aod aoalyziog bith user aod system actvites
Aoalyziog system cioiguratios aod vuloerabilites
Assessiog system aod ile iotegrity
Ability ti recigoize pateros typical if atacks
Aoalysis if aboirmal actvity pateros
Trackiog user pilicy viilatios
Aoswer iptio B is iocirrectn Ao iotrusiio preveotio system (IPS) is a oetwirk security device that
mioitirs oetwirk aod/ir system actvites fir maliciius ir uowaoted behaviir aod cao react, io real-
tme, ti blick ir preveot thise actvitesn Wheo ao atack is detected, the IPS cao drip the ifeodiog
packets while stll alliwiog all ither trafc ti passn Aoswer iptio D is iocirrectn Adaptve Security
Appliaoce (ASA) is a oew geoeratio if oetwirk security hardware if Ciscin ASA hardware acts
as a irewall, io ither security riles, aod io a cimbioatio if rilesn The Cisci ASA iocludes the
filliwiog cimpioeots: Aot-x: Aot-x iocludes while class if security tiils such as Aot-virus, Aot-
spyware, Aot-spam, etcn Iotrusiio Detectio aod Preveotio: Iotrusiio Detectio aod Preveotio
iocludes tiils such as Iotrusiio Detectio Systems (IDS) aod Iotrusiio Preveotio Systems (IPS) fir
siphistcated kiods if atacksn Nite: Earlier Cisci sild irewalls with the priprietary oame PIX
irewalln ASA is the oew editio if security silutios by Ciscin Aoswer iptio A is iocirrectn
Exteosible Autheotcatio Priticil, ir EAP, is a uoiversal autheotcatio framewirk frequeotly used
io wireless oetwirks aod Piiot-ti-Piiot ciooectiosn It is deioed io RFC 3748, which has beeo
updated by RFC 5247n Althiugh the EAP priticil is oit limited ti wireless LANs aod cao be used fir
wired LAN autheotcatio, it is mist ifeo used io wireless LANsn The WPA aod WPA2 staodard has
ifcially adipted ive EAP types as its ifcial autheotcatio mechaoismn EAP is ao autheotcatio
framewirk, oit a speciic autheotcatio
mechaoismn The EAP privides sime cimmio fuoctios aod a oegitatio if the desired
autheotcatio mechaoismn
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