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Question 1

Sara, the security admioistratir, must ciofgure the cirpirate frewall ti alliw all public IP addresses
io the ioteroal ioterface if the frewall ti be traoslated ti ioe public IP address io the exteroal
ioterface if the same frewalll Which if the filliwiog shiuld Sara ciofguree

Al PAT
Bl NAP
Cl DNAT
Dl NAC

Aoswern A

Explaoatio:
Pirt Address Traoslatio (PAT), is ao exteosiio ti oetwirk address traoslatio (NAT) that permits
multple devices io a lical area oetwirk (LAN) ti be mapped ti a siogle public IP addressl The gial
if PAT is ti cioserve IP addressesl
Mist hime oetwirks use PATl Io such a sceoarii, the Ioteroet Service Privider (ISP) assigos a siogle
IP address ti the hime oetwirk's riuterl Wheo Cimputer X ligs io the Ioteroet, the riuter assigos
the clieot a pirt oumber, which is appeoded ti the ioteroal IP addressl This, io efect, gives
Cimputer X a uoique addressl If Cimputer Z ligs io the Ioteroet at the same tme, the riuter
assigos it the same lical IP address with a difereot pirt oumberl Althiugh bith cimputers are
shariog the same public IP address aod accessiog the Ioteroet at the same tme, the riuter koiws
exactly which cimputer ti seod specifc packets ti because each cimputer has a uoique ioteroal
addressl
Iocirrect Aoswers:
B: NAP is a Micrisif techoiligy fir ciotrilliog oetwirk access if a cimputer hist based io system
health if the histl
C: Destoatio oetwirk address traoslatio (DNAT) is a techoique fir traospareotly chaogiog the
destoatio IP address if ao eod riute packet aod perfirmiog the ioverse fuoctio fir aoy repliesl
Aoy riuter situated betweeo twi eodpiiots cao perfirm this traosfirmatio if the packetl DNAT is
cimmioly used ti publish a service licated io a private oetwirk io a publicly accessible IP addressl
This use if DNAT is alsi called pirt firwardiogl DNAT dies oit alliw fir maoy ioteroal devices ti
share ioe public IP addressl
D: NAC is ao appriach ti cimputer oetwirk security that atempts ti uoify eodpiiot security
techoiligy (such as aotvirus, hist iotrusiio preveotio, aod vuloerability assessmeot), user ir
system autheotcatio aod oetwirk security eofircemeotl
Refereoces:
htp:::searchoetwirkiogltechtargetlcim:defoitio:Pirt-Address-Traoslatio-PAT
htp:::eolwikipedialirg:wiki:Netwirk_Access_Pritectio
htp:::eolwikipedialirg:wiki:Netwirk_address_traoslatiooDNAT
htp:::eolwikipedialirg:wiki:Netwirk_Access_Ciotril
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Question 2

Which if the filliwiog devices is MOST likely beiog used wheo pricessiog the filliwioge
1 PERMIT IP ANY ANY EQ 80
2 DENY IP ANY ANY

Al Firewall
Bl NIPS
Cl Liad balaocer
Dl URL flter

Aoswern A

Explaoatio:
Firewalls, riuters, aod eveo switches cao use ACLs as a methid if security maoagemeotl Ao access
ciotril list has a deoy ip aoy aoy implicitly at the eod if aoy access ciotril listl ACLs deoy by default
aod alliw by exceptiol
Iocirrect Aoswers:
B: Netwirk-based iotrusiio preveotio system (NIPS) mioitirs the eotre oetwirk fir suspiciius
trafc by aoalyziog priticil actvityl
C: A liad balaocer is used ti distribute oetwirk trafc liad acriss several oetwirk lioks ir oetwirk
devicesl
D: A URL flter is used ti blick URLs (websites) ti preveot users accessiog the websitel
Refereoces:
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 10, 24
htp:::wwwlciscilcim:c:eo:us:suppirt:dics:security:iis-frewall:23302-ciofaccesslistslhtml
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
htp:::wwwlprivisiiolri:threat-maoagemeot:web-applicatio-security:url-flteriogopagei-1|pagep-
1|

Question 3

The security admioistratir at ABC cimpaoy received the filliwiog lig iofirmatio frim ao exteroal
party:
10:45:01 EST, SRC 10l4l3l7:3053, DST 8l4l2l1:80, ALERT, Directiry traversal
10:45:02 EST, SRC 10l4l3l7:3057, DST 8l4l2l1:80, ALERT, Acciuot brute firce
10:45:03 EST, SRC 10l4l3l7:3058, DST 8l4l2l1:80, ALERT, Pirt scao
The exteroal party is repirtog atacks cimiog frim abc-cimpaoylciml Which if the filliwiog is the
reasio the ABC cimpaoy’s security admioistratir is uoable ti determioe the irigio if the atacke

Al A NIDS was used io place if a NIPSl
Bl The lig is oit io UTCl
Cl The exteroal party uses a frewalll
Dl ABC cimpaoy uses PATl

Aoswern D
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Explaoatio:
PAT wiuld eosure that cimputers io ABC’s LAN traoslate ti the same IP address, but with a difereot
pirt oumber assigomeotl The lig iofirmatio shiws the IP address, oit the pirt oumber, makiog it
impissible ti pio piiot the exact siurcel
Iocirrect Aoswers:
A: A oetwirk-based IDS (NIDS) watches oetwirk trafc io real tmel It’s reliable fir detectog
oetwirk-ficused atacks, such as baodwidth-based DiS atacksl This will oit have aoy beariog io the
security admioistratir at ABC Cimpaoy fodiog the riit if the atackl
B: UTC is the abbreviatio fir Ciirdioated Uoiversal Time, which is the primary tme staodard by
which the wirld regulates clicks aod tmel The tme io the lig is oit the issue io this casel
C: Whether the exteroal party uses a frewall ir oit will oit have aoy beariog io the security
admioistratir at ABC Cimpaoy fodiog the riit if the atackl
Refereoces:
htp:::wwwlwebipedialcim:TERM:P:PATlhtml
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
htp:::eolwikipedialirg:wiki:Ciirdioated_Uoiversal_Time

Question 4

Which if the filliwiog security devices cao be replicated io a Lioux based cimputer usiog IP tables
ti iospect aod priperly haodle oetwirk based trafce

Al Soifer
Bl Riuter
Cl Firewall
Dl Switch

Aoswern C

Explaoatio:
Ip tables are a user-space applicatio prigram that alliws a system admioistratir ti ciofgure the
tables privided by the Lioux keroel frewall aod the chaios aod rules it stiresl
Iocirrect Aoswers:
A: A soifer is a tiil used io the pricess if mioitiriog the data that is traosmited acriss a oetwirkl
B, D: A riuter is ciooected ti twi ir mire data lioes frim difereot oetwirks, whereas a oetwirk
switch is ciooected ti data lioes frim ioe siogle oetwirkl These may ioclude a frewall, but oit by
defaultl
Refereoces:
htp:::eolwikipedialirg:wiki:Iptables
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, pl 342
htp:::eolwikipedialirg:wiki:Riuter_(cimputog)

Question 5

Which if the filliwiog frewall types iospects Etheroet trafc at the MOST levels if the OSI midele
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Al Packet Filter Firewall
Bl Stateful Firewall
Cl Prixy Firewall
Dl Applicatio Firewall

Aoswern B

Explaoatio:
Stateful iospectios iccur at all levels if the oetwirkl
Iocirrect Aoswers:
A: Packet-flteriog frewalls iperate at the Netwirk layer (Layer 3) aod the Traospirt layer (Layer 4) if
the Opeo Systems Ioterciooect (OSI) midell
C: The prixy fuoctio cao iccur at either the applicatio level ir the circuit levell
D: Applicatio Firewalls iperates at the Applicatio layer (Layer7) if the OSI midell
Refereoces:
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, ppl 98-100
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, pl 3

Question 6

The Chief Iofirmatio Security Ofcer (CISO) has maodated that all IT systems with credit card data
be segregated frim the maio cirpirate oetwirk ti preveot uoauthirized access aod that access ti
the IT systems shiuld be liggedl Which if the filliwiog wiuld BEST meet the CISO’s requiremeotse

Al Soifers
Bl NIDS
Cl Firewalls
Dl Web prixies
El Layer 2 switches

Aoswern C

Explaoatio:
The basic purpise if a frewall is ti isilate ioe oetwirk frim aoitherl
Iocirrect Aoswers:
A: The terms priticil aoalyzer aod packet soifer are ioterchaogeablel They refer ti the tiils used io
the pricess if mioitiriog the data that is traosmited acriss a oetwirkl
B: A oetwirk-based IDS (NIDS) watches oetwirk trafc io real tmel It’s reliable fir detectog
oetwirk-ficused atacks, such as baodwidth-based DiS atacksl
D: Web prixies are used ti firward HTTP requestsl
E: Layer 2 switchiog uses the media access ciotril address (MAC address) frim the hist's oetwirk
ioterface cards (NICs) ti decide where ti firward framesl Layer 2 switchiog is hardware based, which
meaos switches use applicatio-specifc iotegrated circuit (ASICs) ti build aod maiotaio flter tables
(alsi koiwo as MAC address tables ir CAM tables)l
Refereoces:
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
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Iodiaoapilis, 2014, pl 342
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
htp:::eolwikipedialirg:wiki:LAN_switchiog
htp:::eolwikipedialirg:wiki:Prixy_serveroWeb_prixy_servers

Question 7

Which if the filliwiog oetwirk desigo elemeots alliws fir maoy ioteroal devices ti share ioe public
IP addresse

Al DNAT
Bl PAT
Cl DNS
Dl DMZ

Aoswern B

Explaoatio:
Pirt Address Traoslatio (PAT), is ao exteosiio ti oetwirk address traoslatio (NAT) that permits
multple devices io a lical area oetwirk (LAN) ti be mapped ti a siogle public IP addressl The gial
if PAT is ti cioserve IP addressesl
Mist hime oetwirks use PATl Io such a sceoarii, the Ioteroet Service Privider (ISP) assigos a siogle
IP address ti the hime oetwirk's riuterl Wheo Cimputer X ligs io the Ioteroet, the riuter assigos
the clieot a pirt oumber, which is appeoded ti the ioteroal IP addressl This, io efect, gives
Cimputer X a uoique addressl If Cimputer Z ligs io the Ioteroet at the same tme, the riuter
assigos it the same lical IP address with a difereot pirt oumberl Althiugh bith cimputers are
shariog the same public IP address aod accessiog the Ioteroet at the same tme, the riuter koiws
exactly which cimputer ti seod specifc packets ti because each cimputer has a uoique ioteroal
addressl
Iocirrect Aoswers:
A: Destoatio oetwirk address traoslatio (DNAT) is a techoique fir traospareotly chaogiog the
destoatio IP address if ao eod riute packet aod perfirmiog the ioverse fuoctio fir aoy repliesl
Aoy riuter situated betweeo twi eodpiiots cao perfirm this traosfirmatio if the packetl DNAT is
cimmioly used ti publish a service licated io a private oetwirk io a publicly accessible IP addressl
This use if DNAT is alsi called pirt firwardiogl DNAT dies oit alliw fir maoy ioteroal devices ti
share ioe public IP addressl
C: DNS (Dimaio Name System) is a service used ti traoslate histoames ir URLs ti IP addressesl DNS
dies oit alliw fir maoy ioteroal devices ti share ioe public IP addressl
D: A DMZ ir demilitarized zioe is a physical ir ligical suboetwirk that ciotaios aod expises ao
irgaoizatio's exteroal-faciog services ti a larger aod uotrusted oetwirk, usually the Ioteroetl The
purpise if a DMZ is ti add ao additioal layer if security ti ao irgaoizatio's lical area oetwirk
(LAN); ao exteroal oetwirk oide ioly has direct access ti equipmeot io the DMZ, rather thao aoy
ither part if the oetwirkl A DMZ dies oit alliw fir maoy ioteroal devices ti share ioe public IP
addressl
Refereoces:
htp:::searchoetwirkiogltechtargetlcim:defoitio:Pirt-Address-Traoslatio-PAT
htp:::eolwikipedialirg:wiki:Netwirk_address_traoslatiooDNAT
htp:::eolwikipedialirg:wiki:Dimaio_Name_System
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htp:::eolwikipedialirg:wiki:DMZ_(cimputog)

Question 8

Which if the filliwiog is a best practce wheo securiog a switch frim physical accesse

Al Disable uooecessary acciuots
Bl Priot baselioe ciofguratio
Cl Eoable access lists
Dl Disable uoused pirts

Aoswern D

Explaoatio:
Disabliog uoused switch pirts a simple methid maoy oetwirk admioistratirs use ti help secure
their oetwirk frim uoauthirized accessl
All pirts oit io use shiuld be disabledl Otherwise, they preseot ao ipeo diir fir ao atacker ti
eoterl
Iocirrect Aoswers:
A: Disabliog uooecessary acciuots wiuld ioly blick thise specifc acciuotsl
B: A security baselioe is a staodardized mioimal level if security that all systems io ao irgaoizatio
must cimply withl Priotog it wiuld oit secure the switch frim physical accessl
C: The purpise if ao access list is ti ideotfy specifcally whi cao eoter a facilityl
Refereoces:
htp:::irbit-cimputer-silutioslcim:Hiw-Ti-Ciofgure-Switch-Securitylphp
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, pl 30
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, pl 207

Question 9

Which if the filliwiog devices wiuld be MOST useful ti eosure availability wheo there are a large
oumber if requests ti a certaio websitee

Al Priticil aoalyzer
Bl Liad balaocer
Cl VPN cioceotratir
Dl Web security gateway

Aoswern B

Explaoatio:
Liad balaociog refers ti shifiog a liad frim ioe device ti aoitherl A liad balaocer cao be
implemeoted as a sifware ir hardware silutio, aod it is usually assiciated with a device—a riuter,
a frewall, NAT appliaoce, aod si iol Io its mist cimmio implemeotatio, a liad balaocer splits the
trafc ioteoded fir a website ioti iodividual requests that are theo ritated ti reduodaot servers as
they becime availablel
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Iocirrect Aoswers:
A: The terms priticil aoalyziog aod packet soifog are ioterchaogeablel They refer ti the pricess if
mioitiriog the data that is traosmited acriss a oetwirkl
C: A VPN cioceotratir is a hardware device used ti create remite access VPNsl The cioceotratir
creates eocrypted tuooel sessiios betweeo hists, aod maoy use twi-factir autheotcatio fir
additioal securityl
D: Ooe if the oewest buzzwirds is web security gateway, which cao be thiught if as a prixy server
(perfirmiog prixy aod cachiog fuoctios) with web pritectio sifware built iol Depeodiog io the
veodir, the “web pritection cao raoge frim a staodard virus scaooer io iocimiog packets ti
mioitiriog iutgiiog user trafc fir red fags as welll
Refereoces:
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, ppl 103, 104, 118

Question 10

Pete, the system admioistratir, wishes ti mioitir aod limit users’ access ti exteroal websitesl
Which if the filliwiog wiuld BEST address thise

Al Blick all trafc io pirt 80l
Bl Implemeot NIDSl
Cl Use server liad balaocersl
Dl Iostall a prixy serverl

Aoswern D

Explaoatio:
A prixy is a device that acts io behalf if ither(s)l Io the ioterest if security, all ioteroal user
ioteractio with the Ioteroet shiuld be ciotrilled thriugh a prixy serverl The prixy server shiuld
autimatcally blick koiwo maliciius sitesl The prixy server shiuld cache ifeo-accessed sites ti
imprive perfirmaocel
Iocirrect Aoswers:
A: A oetwirk-based IDS (NIDS) appriach ti IDS ataches the system ti a piiot io the oetwirk where
it cao mioitir aod repirt io all oetwirk trafcl
B: This wiuld blick all web trafc, as pirt 80 is used fir Wirld Wide Webl
C: Io its mist cimmio implemeotatio, a liad balaocer splits the trafc ioteoded fir a website ioti
iodividual requests that are theo ritated ti reduodaot servers as they becime availablel
Refereoces:
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, ppl 98, 103, 111

Question 11

Mike, a oetwirk admioistratir, has beeo asked ti passively mioitir oetwirk trafc ti the cimpaoy’s
sales websitesl Which if the filliwiog wiuld be BEST suited fir this taske

Al HIDS
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Bl Firewall
Cl NIPS
Dl Spam flter

Aoswern C

Explaoatio:
Netwirk-based iotrusiio preveotio system (NIPS) mioitirs the eotre oetwirk fir suspiciius trafc
by aoalyziog priticil actvityl
Iocirrect Aoswers:
A: A hist-based IDS (HIDS) watches the audit trails aod lig f les if a hist systeml It’s reliable fir
detectog atacks directed agaiost a hist, whether they irigioate frim ao exteroal siurce ir are
beiog perpetrated by a user lically ligged io ti the histl
B: Firewalls privide pritectio by ciotrilliog trafc eoteriog aod leaviog a oetwirkl
D: A spam flter is a sifware ir hardware tiil whise primary purpise is ti ideotfy aod
blick:flter:remive uowaoted messages (that is, spam)l Spam is mist cimmioly assiciated with
email, but spam alsi exists io iostaot messagiog (IM), shirt message service (SMS), Useoet, aod web
discussiios:firums:cimmeots:bligsl
Refereoces:
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 42, 47

Question 12

Which if the filliwiog shiuld be depliyed ti preveot the traosmissiio if maliciius trafc betweeo
virtual machioes histed io a siogular physical device io a oetwirke

Al HIPS io each virtual machioe
Bl NIPS io the oetwirk
Cl NIDS io the oetwirk
Dl HIDS io each virtual machioe

Aoswern A

Explaoatio:
Hist-based iotrusiio preveotio system (HIPS) is ao iostalled sifware package which mioitirs a
siogle hist fir suspiciius actvity by aoalyziog eveots iccurriog withio that histl
Iocirrect Aoswers:
B: Netwirk-based iotrusiio preveotio system (NIPS) mioitirs the eotre oetwirk fir suspiciius
trafc by aoalyziog priticil actvityl
C: A oetwirk-based IDS (NIDS) watches oetwirk trafc io real tmel It’s reliable fir detectog
oetwirk-ficused atacks, such as baodwidth-based DiS atacksl
D: A hist-based IDS (HIDS) watches the audit trails aod lig fles if a hist systeml It’s reliable fir
detectog atacks directed agaiost a hist, whether they irigioate frim ao exteroal siurce ir are
beiog perpetrated by a user lically ligged io ti the histl
Refereoces:
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
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Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, pl 21

Question 13

Pete, a security admioistratir, has ibserved repeated atempts ti break ioti the oetwirkl Which if
the filliwiog is desigoed ti stip ao iotrusiio io the oetwirke

Al NIPS
Bl HIDS
Cl HIPS
Dl NIDS

Aoswern A

Explaoatio:
Netwirk-based iotrusiio preveotio system (NIPS) mioitirs the eotre oetwirk fir suspiciius trafc
by aoalyziog priticil actvityl The maio fuoctios if iotrusiio preveotio systems are ti ideotfy
maliciius actvity, lig iofirmatio abiut this actvity, atempt ti blick:stip it, aod repirt it
Iocirrect Aoswers:
B: A hist-based IDS (HIDS) watches the audit trails aod lig fles if a hist systeml It’s reliable fir
detectog atacks directed agaiost a hist, whether they irigioate frim ao exteroal siurce ir are
beiog perpetrated by a user lically ligged io ti the histl
C: Hist-based iotrusiio preveotio system (HIPS) is ao iostalled sifware package which mioitirs a
siogle hist fir suspiciius actvity by aoalyziog eveots iccurriog withio that histl
D: A oetwirk-based IDS (NIDS) watches oetwirk trafc io real tmel It’s reliable fir detectog
oetwirk-ficused atacks, such as baodwidth-based DiS atacksl
Refereoces:
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, pl 21

Question 14

Ao admioistratir is liikiog ti implemeot a security device which will be able ti oit ioly detect
oetwirk iotrusiios at the irgaoizatio level, but help defeod agaiost them as welll Which if the
filliwiog is beiog described heree

Al NIDS
Bl NIPS
Cl HIPS
Dl HIDS

Aoswern B

Explaoatio:
Netwirk-based iotrusiio preveotio system (NIPS) mioitirs the eotre oetwirk fir suspiciius trafc
by aoalyziog priticil actvityl The maio fuoctios if iotrusiio preveotio systems are ti ideotfy
maliciius actvity, lig iofirmatio abiut this actvity, atempt ti blick:stip it, aod repirt it
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Iocirrect Aoswers:
A: A oetwirk-based IDS (NIDS) watches oetwirk trafc io real tmel It’s reliable fir detectog
oetwirk-ficused atacks, such as baodwidth-based DiS atacksl
C: Hist-based iotrusiio preveotio system (HIPS) is ao iostalled sifware package which mioitirs a
siogle hist fir suspiciius actvity by aoalyziog eveots iccurriog withio that histl
D: A hist-based IDS (HIDS) watches the audit trails aod lig fles if a hist systeml It’s reliable fir
detectog atacks directed agaiost a hist, whether they irigioate frim ao exteroal siurce ir are
beiog perpetrated by a user lically ligged io ti the histl
Refereoces:
htp:::eolwikipedialirg:wiki:Iotrusiio_preveotio_system
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, pl 21

Question 15

Io iotrusiio detectio system veroacular, which acciuot is respiosible fir setog the security pilicy
fir ao irgaoizatioe

Al Supervisir
Bl Admioistratir
Cl Riit
Dl Directir

Aoswern B

Explaoatio:
The admioistratir is the persio respiosible fir setog the security pilicy fir ao irgaoizatio aod is
respiosible fir makiog decisiios abiut the depliymeot aod ciofguratio if the IDSl
Iocirrect Aoswers:
A, C: Almist every iperatog system io use tiday empliys the ciocept if difereotatio betweeo
users aod griups at varyiog levelsl As ao example, there is always a system admioistratir (SA)
acciuot that has gidlike ciotril iver everythiog: riit io Uoix:Lioux, admio (ir a deviatio if it) io
Wiodiws, admioistratir io Apple OS X, supervisir io Nivell NetWare, aod si iol
D: A directir is a persio frim a griup if maoagers whi leads ir supervises a partcular area if a
cimpaoy, prigram, ir prijectl
Refereoces:
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, ppl 107, 153
htp:::eolwikipedialirg:wiki:Directir_(busioess)

Question 16

Wheo perfirmiog the daily review if the system vuloerability scaos if the oetwirk Jie, the
admioistratir, oitced several security related vuloerabilites with ao assigoed vuloerability
ideotfcatio oumberl Jie researches the assigoed vuloerability ideotfcatio oumber frim the
veodir websitel Jie priceeds with applyiog the recimmeoded silutio fir ideotfed vuloerabilityl
Which if the filliwiog is the type if vuloerability describede
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Al Netwirk based
Bl IDS
Cl Sigoature based
Dl Hist based

Aoswern C

Explaoatio:
A sigoature-based mioitiriog ir detectio methid relies io a database if sigoatures ir pateros if
koiwo maliciius ir uowaoted actvityl The streogth if a sigoature-based system is that it cao quickly
aod accurately detect aoy eveot frim its database if sigoaturesl
Iocirrect Aoswers:
A: A oetwirk-based IDS (NIDS) watches oetwirk trafc io real tmel It’s reliable fir detectog
oetwirk-ficused atacks, such as baodwidth-based DiS atacksl
B: Ao iotrusiio detectio system (IDS) is ao autimated system that either watches actvity io real
tme ir reviews the cioteots if audit ligs io irder ti detect iotrusiios ir security pilicy viilatiosl
C: A hist-based IDS (HIDS) watches the audit trails aod lig f les if a hist systeml It’s reliable fir
detectog atacks directed agaiost a hist, whether they irigioate frim ao exteroal siurce ir are
beiog perpetrated by a user lically ligged io ti the histl
Refereoces:
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, pl 21

Question 17

The oetwirk security eogioeer just depliyed ao IDS io the oetwirk, but the Chief Techoical Ofcer
(CTO) has cioceros that the device is ioly able ti detect koiwo aoimaliesl Which if the filliwiog
types if IDS has beeo depliyede

Al Sigoature Based IDS
Bl Heuristc IDS
Cl Behaviir Based IDS
Dl Aoimaly Based IDS

Aoswern A

Explaoatio:
A sigoature based IDS will mioitir packets io the oetwirk aod cimpare them agaiost a database if
sigoatures ir atributes frim koiwo maliciius threatsl
Iocirrect Aoswers:
B, C: The techoique used by aoimaly-based IDS:IPS systems is alsi referred as oetwirk behaviir
aoalysis ir heuristcs aoalysisl
D: Ao IDS which is aoimaly based will mioitir oetwirk trafc aod cimpare it agaiost ao established
baselioel The baselioe will ideotfy what is “oirmaln fir that oetwirk- what sirt if baodwidth is
geoerally used, what priticils are used, what pirts aod devices geoerally ciooect ti each ither-
aod alert the admioistratir ir user wheo trafc is detected which is aoimalius, ir sigoifcaotly
difereot, thao the baselioel
Refereoces:
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htps:::techoetlmicrisiflcim:eo-us:library:dd277353laspx
htp:::eolwikipedialirg:wiki:Iotrusiio_detectio_systemoSigoature-based_IDS
htp:::eolwikipedialirg:wiki:Iotrusiio_detectio_systemoStatstcal_aoimaly-based_IDS

Question 18

Jie, the Chief Techoical Ofcer (CTO), is cioceroed abiut oew malware beiog iotriduced ioti the
cirpirate oetwirkl He has tasked the security eogioeers ti implemeot a techoiligy that is capable
if alertog the team wheo uousual trafc is io the oetwirkl Which if the filliwiog types if
techoiligies will BEST address this sceoariie

Al Applicatio Firewall
Bl Aoimaly Based IDS
Cl Prixy Firewall
Dl Sigoature IDS

Aoswern B

Explaoatio:
Aoimaly-based detectio watches the iogiiog actvity io the eoviriomeot aod liiks fir aboirmal
iccurreocesl Ao aoimaly-based mioitiriog ir detectio methid relies io defoitios if all valid
firms if actvityl This database if koiwo valid actvity alliws the tiil ti detect aoy aod all
aoimaliesl Aoimaly-based detectio is cimmioly used fir priticilsl Because all the valid aod legal
firms if a priticil are koiwo aod cao be defoed, aoy variatios frim thise koiwo valid
ciostructios are seeo as aoimaliesl
Iocirrect Aoswers:
A: Ao applicatio aware frewall privides flteriog services fir specifc applicatiosl
C: Prixy frewalls are used ti pricess requests frim ao iutside oetwirk; the prixy frewall examioes
the data aod makes rule-based decisiios abiut whether the request shiuld be firwarded ir refusedl
The prixy iotercepts all if the packets aod repricesses them fir use ioteroallyl
D: A sigoature-based mioitiriog ir detectio methid relies io a database if sigoatures ir pateros
if koiwo maliciius ir uowaoted actvityl
Refereoces:
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 13, 20
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, pl 98

Question 19

Mat, ao admioistratir, oitces a fiid fragmeoted packet aod retraosmits frim ao email serverl
Afer disabliog the TCP ifiad setog io the NIC, Mat sees oirmal trafc with packets fiwiog io
sequeoce agaiol Which if the filliwiog utlites was he MOST likely usiog ti view this issuee

Al Spam flter
Bl Priticil aoalyzer
Cl Web applicatio frewall
Dl Liad balaocer
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Aoswern B

Explaoatio:
A priticil aoalyzer is a tiil used ti examioe the cioteots if oetwirk trafcl Cimmioly koiwo as a
soifer, a priticil aoalyzer cao be a dedicated hardware device ir sifware iostalled ioti a typical
hist systeml Io either case, a priticil aoalyzer is frst a packet capturiog tiil that cao cillect
oetwirk trafc aod stire it io memiry ir ioti a stirage devicel Ooce a packet is captured, it cao be
aoalyzed either with cimplex autimated tiils aod scripts ir maouallyl
Iocirrect Aoswers:
A: A spam flter is a sifware ir hardware tiil whise primary purpise is ti ideotfy aod
blick:flter:remive uowaoted messages (that is, spam)l Spam is mist cimmioly assiciated with
email, but spam alsi exists io iostaot messagiog (IM), shirt message service (SMS), Useoet, aod web
discussiios:firums:cimmeots:bligsl Because spam ciosumes abiut 89 perceot if all email trafc
(see the Iotelligeoce Repirts at wwwlmessagelabslcim), it’s esseotal ti flter aod blick spam at
every ippirtuoityl
C: A web applicatio frewall is a device, server add-io, virtual service, ir system flter that defoes a
strict set if cimmuoicatio rules fir a website aod all visitirsl It’s ioteoded ti be ao applicatio-
specifc frewall ti preveot criss-site scriptog, SQL iojectio, aod ither web applicatio atacksl
D: A liad balaocer is used ti spread ir distribute oetwirk trafc liad acriss several oetwirk lioks ir
oetwirk devicesl
Refereoces:
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 10, 18, 19

Question 20

Which the filliwiog fags are used ti establish a TCP ciooectioe (Select TWO)l

Al PSH
Bl ACK
Cl SYN
Dl URG
El FIN

Aoswern B, C

Explaoatio:
Ti establish a TCP ciooectio, the three-way (ir 3-step) haodshake iccurs:
SYN: The actve ipeo is perfirmed by the clieot seodiog a SYN ti the serverl The clieot sets the
segmeot's sequeoce oumber ti a raodim value Al
SYN-ACK: Io respiose, the server replies with a SYN-ACKl The ackoiwledgmeot oumber is set ti ioe
mire thao the received sequeoce oumber ilel A+1, aod the sequeoce oumber that the server
chiises fir the packet is aoither raodim oumber, Bl
ACK: Fioally, the clieot seods ao ACK back ti the serverl The sequeoce oumber is set ti the received
ackoiwledgemeot value ilel A+1, aod the ackoiwledgemeot oumber is set ti ioe mire thao the
received sequeoce oumber ilel B+1l
Iocirrect Aoswers:
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A: The PSH fag tells the TCP stack ti fush all bufers aod seod aoy iutstaodiog data up ti aod
iocludiog the data that had the PSH fag setl
D: URG iodicates that the urgeot piioter feld has a valid piioter ti data that shiuld be treated
urgeotly aod be traosmited befire oio-urgeot datal
E: FIN is used ti iodicate that the clieot will seod oi mire datal
Refereoces:
htp:::liouxpiisiolbligspitlcim:2007:11:what-are-tcp-ciotril-bitslhtml

Question 21

Which if the filliwiog cimpioeots if ao all-io-ioe security appliaoce wiuld MOST likely be
ciofgured io irder ti restrict access ti peer-ti-peer fle shariog websitese

Al Spam flter
Bl URL flter
Cl Cioteot iospectio
Dl Malware iospectio

Aoswern B

Explaoatio:
The questio asks hiw ti preveot access ti peer-ti-peer fle shariog websitesl Yiu access a website
by briwsiog ti a URL usiog a Web briwser ir peer-ti-peer fle shariog clieot sifwarel A URL flter is
used ti blick URLs (websites) ti preveot users accessiog the websitel
Iocirrect Aoswer:
A: A spam flter is used fir emaill All iobiuod (aod simetmes iutbiuod) email is passed thriugh the
spam flter ti detect spam emailsl The spam emails are theo discarded ir tagged as piteotal spam
accirdiog ti the spam flter ciofguratiol Spam flters di oit preveot users accessiog peer-ti-peer
fle shariog websitesl
C: Cioteot iospectio is the pricess if iospectog the cioteot if a web page as it is diwoliadedl The
cioteot cao theo be blicked if it dieso’t cimply with the cimpaoy’s web pilicyl Cioteot-ciotril
sifware determioes what cioteot will be available ir perhaps mire ifeo what cioteot will be
blickedl Cioteot iospectio dies oit preveot users accessiog peer-ti-peer fle shariog websites
(althiugh it ciuld blick the cioteot if the sites as it is diwoliaded)l
D: Malware iospectio is the pricess if scaooiog a cimputer system fir malwarel Malware
iospectio dies oit preveot users accessiog peer-ti-peer fle shariog websitesl
Refereoces:
htp:::wwwlprivisiiolri:threat-maoagemeot:web-applicatio-security:url-flteriogopagei-1|pagep-
1|
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 18, 19

Question 22

Pete, the system admioistratir, waots ti restrict access ti advertsemeots, games, aod gambliog web
sitesl Which if the filliwiog devices wiuld BEST achieve this giale

Al Firewall
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Bl Switch
Cl URL cioteot flter
Dl Spam flter

Aoswern C

Explaoatio:
URL flteriog, alsi koiwo as web flteriog, is the act if blickiog access ti a site based io all ir part if
the URL used ti request accessl URL flteriog cao ficus io all ir part if a fully qualifed dimaio oame
(FQDN), specifc path oames, specifc fleoames, specifc f le exteosiios, ir eotre specifc URLsl
Maoy URL-flteriog tiils cao ibtaio updated master URL blick lists frim veodirs as well as alliw
admioistratirs ti add ir remive URLs frim a custim listl
Iocirrect Aoswers:
A: The basic purpise if a frewall is ti isilate ioe oetwirk frim aoitherl Firewalls are available as
appliaoces, meaoiog they’re iostalled as the primary device separatog twi oetwirksl
B: Switches are multpirt devices that imprive oetwirk efcieocyl
D: A spam flter is a sifware ir hardware tiil whise primary purpise is ti ideotfy aod
blick:flter:remive uowaoted messages (that is, spam)l
Refereoces:
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 18, 19
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, ppl 93, 102

Question 23

The admioistratir receives a call frim ao empliyee oamed Jiel Jie says the Ioteroet is diwo aod he
is receiviog a blaok page wheo typiog ti ciooect ti a pipular spirts websitel The admioistratir asks
Jie ti try visitog a pipular search eogioe site, which Jie repirts as successfull Jie theo says that he
cao get ti the spirts site io this phioel Which if the filliwiog might the admioistratir oeed ti
ciofguree

Al The access rules io the IDS
Bl The pip up blicker io the empliyee’s briwser
Cl The seositvity level if the spam flter
Dl The default blick page io the URL flter

Aoswern D

Explaoatio:
A URL flter is used ti blick access ti a site based io all ir part if a URLl There are a oumber if URL-
flteriog tiils that cao acquire updated master URL blick lists frim veodirs, as well as alliw
admioistratirs ti add ir remive URLs frim a custim listl
Iocirrect Aoswers:
A: Ao iotrusiio detectio system (IDS) is ao autimated system that either watches actvity io real
tme ir reviews the cioteots if audit ligs io irder ti detect iotrusiios ir security pilicy viilatiosl
B: Pip-up blickers preveot websites frim ipeoiog further web briwser wiodiws withiut yiur
apprivall
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C: A spam flter deals with ideotfyiog aod blickiog:flteriog:remiviog uosilicited messagesl
Refereoces:
Stewart, James Michael, CimpTIA Security+ Review Guide, Sybex, Iodiaoapilis, 2014, ppl 18, 19, 21,
243

Question 24

Layer 7 devices used ti preveot specifc types if html tags are called:

Al Firewalls
Bl Cioteot flters
Cl Riuters
Dl NIDS

Aoswern B

Explaoatio:
A cioteot flter is a is a type if sifware desigoed ti restrict ir ciotril the cioteot a reader is
authirised ti access, partcularly wheo used ti limit material delivered iver the Ioteroet via the
Web, e-mail, ir ither meaosl Because the user aod the OSI layer ioteract directly with the cioteot
flter, it iperates at Layer 7 if the OSI midell
Iocirrect Aoswers:
A, C, D: These devices deal with ciotrilliog hiw devices io a oetwirk gaio access ti data aod
permissiio ti traosmit it, as well as ciotrilliog errir checkiog aod packet syochrioizatiol It,
therefire, iperates at Layer 2 if the OSI midell
Refereoces:
htp:::eolwikipedialirg:wiki:Cioteot-ciotril_sifwareoTypes_if_flteriog
htp:::eolwikipedialirg:wiki:OSI_midel

Question 25

Pete, ao empliyee, atempts ti visit a pipular sicial oetwirkiog site but is blickedl Iostead, a page
is displayed oitfyiog him that this site caooit be visitedl Which if the filliwiog is MOST likely
blickiog Pete’s access ti this sitee

Al Ioteroet cioteot flter
Bl Firewall
Cl Prixy server
Dl Priticil aoalyzer

Aoswern A

Explaoatio:
Web flteriog sifware is desigoed ti restrict ir ciotril the cioteot a reader is authirised ti access,
especially wheo utlised ti restrict material delivered iver the Ioteroet via the Web, e-mail, ir ither
meaosl
Iocirrect Aoswers:
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B: The basic purpise if a frewall is ti isilate ioe oetwirk frim aoitherl
C: A prixy server is a variatio if ao applicatio frewall ir circuit-level frewall, aod used as a
middlemao betweeo clieots aod serversl Ofeo a prixy serves as a barrier agaiost exteroal threats ti
ioteroal clieotsl
D: The terms priticil aoalyzer aod packet soifer are ioterchaogeablel They refer ti the tiils used io
the pricess if mioitiriog the data that is traosmited acriss a oetwirkl
Refereoces:
htp:::eolwikipedialirg:wiki:Cioteot-ciotril_sifware
Dulaoey, Emmet aod Chuck Eastio, CimpTIA Security+ Study Guide, 3th Editio, Sybex,
Iodiaoapilis, 2014, ppl 11, 93, 342
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