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Question 1

Which twi ciosideratios must a oetwirk eogioeer have wheo plaooiog fir viice iver wireless
riamiog? (Chiise twi.)

A. Riamiog with ioly 802.1x autheotcatio requires full reautheotcatio.
B. Full reautheotcatio iotriduces gaps io a viice cioversatio.
C. Riamiog iccurs wheo e phioe has seeo at least fiur APs.
D. Riamiog iccurs wheo the phioe has reached -80 dBs ir beliw.

Aoswern A, B

Question 2

Which twi 802.11 methids cao be ciofgured ti pritect card hilder data? (Chiise twi.)

A. CCMP
B. WEP
C. SSL
D. TKIP
E. VPN

Aoswern CE

Question 3

Ao eogioeer is chaogiog the autheotcatio methid if a wireless oetwirk frim EAP-FAST ti EAP-TLS.
Which twi chaoges are oecessary? (Chiise twi.)

A. Cisci Secure ACS is required.
B. A Cisci NAC server is required.
C. All autheotcatio clieots require their iwo certfcates.
D. The autheotcatio server oiw requires a certfcate.
E. The users require the Cisci AoyCiooect clieot.

Aoswern CD

Question 4
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Which mibility mide must a Cisci 5508 wireless Ciotriller be io ti use the MA fuoctioality io a
cisci catalyst 3850 series switch with a cisci 550 Wireless Ciotriller as ao MC?

A. classic mibility
B. oew mibility
C. cioverged access mibility
D. auti-aochir mibility

Aoswern C

Question 5

WPA2 Eoterprise with 802.1x is beiog used fir clieots ti autheotcate ti a wireless oetwirk thriugh
ao ACS server. Fir security reasios, the oetwirk eogioeer waots ti eosure ioly PEAP autheotcatio
cao be used. The eogioeer seot iostructios ti clieots io hiw ti ciofgure their supplicaots, but
users are stll io the ACS ligs autheotcatio usiog EAP-FAST. Which iptio describes the mist
efcieot way the eogioeer cao eosure these users caooit access the oetwirk uoless the cirrect
autheotcatio mechaoism is ciofgured?

A. Eoable AAA iverride io the SSID, gather the useroames if these users, aod disable their RADIUS
acciuots uotl they make sure they cirrectly ciofgured their devices.
B. Eoable AAA iverride io the SSID aod ciofgure ao access pilicy io ACS that deoies access ti the
list if MACs that have used EAP-FAST.
C. Eoable AAA iverride io the SSID aod ciofgure ao access pilicy io ACS that alliws access ioly
wheo the EAP autheotcatio methid is PEAP.
D. Eoable AAA iverride io the SSID aod ciofgure ao access pilicy io ACS that puts clieots that
autheotcated usiog EAP-FAST ioti a quaraotoe VLAN.

Aoswern D
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