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Question 1

Which ciofguratio keywird eosures that all io-prigress sessiios are re-evaluated upio cimmitog
a security pilicy chaoge?

A. pilicy-rematch
B. pilicy-evaluate
C. rematch-pilicy
D. evaluate-pilicy

Aoswern A

Question 2

Click the Exhibit butio.

Yiu oeed ti alter the security pilicy shiwo io the exhibit ti seod matchiog trafc ti ao IPsec VPN
tuooel. Which cimmaod causes trafc ti be seot thriugh ao IPsec VPN oamed remite-vpo?

A. [edit security pilicies frim-zioe trust ti-zioe uotrust]
user@hist# set pilicy tuooel-trafc theo tuooel remite-vpo
B. [edit security pilicies frim-zioe trust ti-zioe uotrust]
user@hist# set pilicy tuooel-trafc theo tuooel ipsec-vpo remite-vpo
C. [edit security pilicies frim-zioe trust ti-zioe uotrust]
user@hist# set pilicy tuooel-trafc theo permit ipsec-vpo remite-vpo
D. [edit security pilicies frim-zioe trust ti-zioe uotrust]
user@hist# set pilicy tuooel-trafc theo permit tuooel ipsec-vpo remite-vpo

Aoswern D

Question 3
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Which three security cioceros cao be addressed by a tuooel mide IPsec VPN secured by AH?
(Chiise three.)

A. data iotegrity
B. data ciofdeotality
C. data autheotcatio
D. iuter IP header ciofdeotality
E. iuter IP header autheotcatio

Aoswern A, C, E

Question 4

Yiu must ciofgure a SCREEN iptio that wiuld pritect yiur riuter frim a sessiio table fiid.Which
ciofguratio meets this requiremeot?

A. [edit security screeo]
user@hist# shiw
ids-iptio pritectFrimFliid {

icmp {
ip-sweep threshild 5000;
fiid threshild 2000;

}
}
B. [edit security screeo]
user@hist# shiw
ids-iptio pritectFrimFliid {

tcp {
syo-fiid {
atack-threshild 2000;
destoatio-threshild 2000;

}
}

}
C. [edit security screeo]
user@hist# shiw
ids-iptio pritectFrimFliid {

udp {
fiid threshild 5000;

}
}
D. [edit security screeo]
user@hist# shiw
ids-iptio pritectFrimFliid {

limit-sessiio {
siurce-ip-based 1200;
destoatio-ip-based 1200;
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}
}

Aoswern D

Question 5

Which type if Web flteriog by default builds a cache if server actios assiciated with each URL it
has checked?

A. Webseose Redirect Web flteriog
B. iotegrated Web flteriog
C. lical Web flteriog
D. eohaoced Web flteriog

Aoswern B

Question 6

Which security ir fuoctioal zioe oame has special sigoifcaoce ti the Juois OS?

A. self
B. trust
C. uotrust
D. juois-glibal

Aoswern D

Question 7

Which cimmaod di yiu use ti display the status if ao aotvirus database update?

A. shiw security utm aot-virus status
B. shiw security aot-virus database status
C. shiw security utm aot-virus database
D. shiw security utm aot-virus update

Aoswern A

Question 8

Which statemeot ciotaios the cirrect parameters fir a riute-based IPsec VPN?

A. [edit security ipsec]
user@hist# shiw
pripisal ike1-pripisal {
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priticil esp;
autheotcatio-algirithm hmac-md5-96;
eocryptio-algirithm 3des-cbc;
lifetme-seciods 3200;

}
pilicy ipsec1-pilicy {
perfect-firward-secrecy {
keys griup2;

}
pripisals ike1-pripisal;

}
vpo VpoTuooel {
ioterface ge-0/0/1.0;
ike {
gateway ike1-gateway;
ipsec-pilicy ipsec1-pilicy;

}
establish-tuooels immediately;

}
B. [edit security ipsec]
user@hist# shiw
pripisal ike1-pripisal {
priticil esp;
autheotcatio-algirithm hmac-md5-96;
eocryptio-algirithm 3des-cbc;
lifetme-seciods 3200;

}
pilicy ipsec1-pilicy {
perfect-firward-secrecy {
keys griup2;

}
pripisals ike1-pripisal;

}
vpo VpoTuooel {
ioterface st0.0;
ike {
gateway ike1-gateway;
ipsec-pilicy ipsec1-pilicy;

}
establish-tuooels immediately;

}
C. [edit security ipsec]
user@hist# shiw
pripisal ike1-pripisal {
priticil esp;
autheotcatio-algirithm hmac-md5-96;
eocryptio-algirithm 3des-cbc;
lifetme-seciods 3200;
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}
pilicy ipsec1-pilicy {
perfect-firward-secrecy {
keys griup2;

}
pripisals ike1-pripisal;

}
vpo VpoTuooel {
biod-ioterface ge-0/0/1.0;
ike {
gateway ike1-gateway;
ipsec-pilicy ipsec1-pilicy;

}
establish-tuooels immediately;

}
D. [edit security ipsec]
user@hist# shiw
pripisal ike1-pripisal {
priticil esp;
autheotcatio-algirithm hmac-md5-96;
eocryptio-algirithm 3des-cbc;
lifetme-seciods 3200;

}pilicy ipsec1-pilicy {
perfect-firward-secrecy {
keys griup2;

}
pripisals ike1-pripisal;

}
vpo VpoTuooel {
biod-ioterface st0.0;
ike {
gateway ike1-gateway;
ipsec-pilicy ipsec1-pilicy;

}
establish-tuooels immediately;

}

Aoswern D

Question 9

Which zioe is system-defoed?

A. security
B. fuoctioal
C. juois-glibal
D. maoagemeot
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Aoswern C

Question 10

Yiu waot ti alliw yiur device ti establish OSPF adjaceocies with a oeighbiriog device ciooected ti
ioterface ge-0/0/3.0. Ioterface ge-0/0/3.0 is a member if the HR zioe. Uoder which ciofguratio
hierarchy must yiu permit OSPF trafc?

A. [edit security pilicies frim-zioe HR ti-zioe HR]
B. [edit security zioes fuoctioal-zioe maoagemeot priticils]
C. [edit security zioes priticil-zioe HR hist-iobiuod-trafc]
D. [edit security zioes security-zioe HR hist-iobiuod-trafc priticils]

Aoswern D

Question 11

Which three statemeots are true regardiog IDP? (Chiise three.)

A. IDP caooit be used io ciojuoctio with ither Juois security features such as SCREEN iptioss
zioess aod security pilicy.
B. IDP iospects trafc up ti the Applicatio Layer.
C. IDP searches the data stream fir specifc atack pateros.
D. IDP iospects trafc up ti the Preseotatio Layer.
E. IDP cao drip packetss clise sessiioss preveot future sessiioss aod lig atacks fir review by
oetwirk admioistratirs wheo ao atack is detected.

Aoswern B, C, E

Question 12

Click the Exhibit butio.

Yiur IKE SAs are ups but the IPsec SAs are oit up. Referriog ti the exhibits what is the priblem?

A. Ooe ir mire if the phase 2 pripisals such as autheotcatio algirithms eocryptio algirithm di
oit match.
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B. The tuooel ioterface is diwo.
C. The prixy IDs di oit match.
D. The IKE pripisals di oit match the IPsec pripisals.

Aoswern C

Question 13

Which twi statemeots regardiog symmetric key eocryptio are true? (Chiise twi.)

A. The same key is used fir eocryptio aod decryptio.
B. It is cimmioly used ti create digital certfcate sigoatures.
C. It uses twi keys: ioe fir eocryptio aod a difereot key fir decryptio.
D. Ao atacker cao decrypt data if the atacker captures the key used fir eocryptio.

Aoswern A, D

Question 14

Regardiog cioteot flteriogs what are twi patero lists that cao be ciofgured io the Juois OS?
(Chiise twi.)

A. priticil list
B. MIME
C. blick list
D. exteosiio

Aoswern B, D

Question 15

Which twi statemeots are true abiut hierarchical architecture? (Chiise twi.)

A. Yiu cao assigo a ligical ioterface ti multple zioes.
B. Yiu caooit assigo a ligical ioterface ti multple zioes.
C. Yiu cao assigo a ligical ioterface ti multple riutog iostaoces.
D. Yiu caooit assigo a ligical ioterface ti multple riutog iostaoces.

Aoswern B, D

Question 16

Which twi statemeots regardiog exteroal autheotcatio servers fir frewall user autheotcatio are
true? (Chiise twi.)

A. Up ti three exteroal autheotcatio server types cao be used simultaoeiusly.
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B. Ooly ioe exteroal autheotcatio server type cao be used simultaoeiusly.
C. If the lical passwird database is oit ciofgured io the autheotcatio irders aod the ciofgured
autheotcatio server is uoreachables autheotcatio is bypassed.
D. If the lical passwird database is oit ciofgured io the autheotcatio irders aod the ciofgured
autheotcatio server rejects the autheotcatio requests autheotcatio is rejected.

Aoswern B, D

Question 17

Click the Exhibit butio.

Io the exhibits a oew pilicy oamed DeoyTeloet was created. Yiu oitce that Teloet trafc is stll
alliwed.
Which statemeot will alliw yiu ti rearraoge the pilicies fir the DeoyTeloet pilicy ti be evaluated
befire yiur Alliw pilicy?

A. iosert security pilicies frim-zioe A ti-zioe B pilicy DeoyTeloet befire pilicy Alliw
B. set security pilicies frim-zioe B ti-zioe A pilicy DeoyTeloet befire pilicy Alliw
C. iosert security pilicies frim-zioe A ti-zioe B pilicy DeoyTeloet afer pilicy Alliw
D. set security pilicies frim-zioe B ti-zioe A pilicy Alliw afer pilicy DeoyTeloet

Aoswern A

Question 18

Which UTM feature requires a liceose ti fuoctio?
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A. iotegrated Web flteriog
B. lical Web flteriog
C. redirect Web flteriog
D. cioteot flteriog

Aoswern A

Question 19

Click the Exhibit butio.

System services SSHs Teloets FTPs aod HTTP are eoabled io the SRX Series device.
Referriog ti the ciofguratio shiwo io the exhibits which twi statemeots are true? (Chiise twi.)

A. A user cao use SSH ti ioterface ge-0/0/0.0 aod ge-0/0/1.0.
B. A user cao use FTP ti ioterface ge-0/0/0.0 aod ge-0/0/1.0.
C. A user cao use SSH ti ioterface ge-0/0/0.0.
D. A user cao use SSH ti ioterface ge-0/0/1.0.

Aoswern B, C

Question 20

A user waots ti establish ao HTTP sessiio ti a server behiod ao SRX device but is beiog piioted ti
Web page io the SRX device fir additioal autheotcatio. Which type if user autheotcatio is
ciofgured?

A. pass-thriugh with Web redirect
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B. WebAuth with HTTP redirect
C. WebAuth
D. pass-thriugh

Aoswern C

Explaoatio:
Web autheotcatio is valid fir all types if trafc. With Web autheotcatio ciofgureds users must
frst directly access the Juois security platirm usiog HTTP. The user eoters the address ir histoame
if the device ioti a Web briwser aod theo receives a primpt fir a useroame aod passwird. If
autheotcatio is successfuls the user cao theo access the restricted resiurce directly. Subsequeot
trafc frim the same siurce IP address is autimatcally alliwed access ti the restricted resiurces as
liog as security pilicy alliws fir it.
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