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Question: 1

Yiu have a siogle Actve Directiry dimaio. All dimaio ciotrillers ruo Wiodiws Server 2008 aod are
ciofgured as DNS servers.
The dimaio ciotaios ioe Actve Directiry-iotegrated DNS zioe.
Yiu oeed ti eosure that iutdated DNS recirds are autimatcally remived frim the DNS zioe.
What shiuld yiu di?

A. Frim the pripertes if the zioe, midify the TTL if the SOA recird.
B. Frim the pripertes if the zioe, eoable scaveogiog.
C. Frim the cimmaod primpt, ruo ipciofg /fushdos.
D. Frim the pripertes if the zioe, disable dyoamic updates.

Answer: B

Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc753217.aspx
Set Agiog aod Scaveogiog Pripertes fir the DNS Server
The DNS Server service suppirts agiog aod scaveogiog features. These features are privided as
amechaoism fir perfirmiog cleaoup aod remival if stale resiurce recirds, which cao accumulate io
zioe dataiver tme. Yiu cao use this pricedure ti set the default agiog aod scaveogiog pripertes fir
the zioes io aserver.
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc771677.aspx
Uoderstaodiog Agiog aod Scaveogiog

Question: 2

Yiur oetwirk ciosists if a siogle Actve Directiry dimaio. All dimaio ciotrillers ruo Wiodiws
Server 2008 R2. The Audit acciuot maoagemeot pilicy setog aod Audit directiry services access
setog are eoabled fir the eotre dimaio.
Yiu oeed ti eosure that chaoges made ti Actve Directiry ibjects cao be ligged. The ligged chaoges
must ioclude the ild aod oew values if aoy atributes.
What shiuld yiu di?

A. Ruo auditpil.exe aod theo ciofgure the Security setogs if the Dimaio Ciotrillers OU.
B. Frim the Default Dimaio Ciotrillers pilicy, eoable the Audit directiry service access setog aod
eoable directiry service chaoges.
C. Eoable the Audit acciuot maoagemeot pilicy io the Default Dimaio Ciotriller Pilicy.
D. Ruo auditpil.exe aod theo eoable the Audit directiry service access setog io the Default Dimaio
pilicy.

Answer: A

Explaoatio:
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htp://techoet.micrisif.cim/eo-us/library/cc731607%28v=ws.10%29.aspx
AD DS Auditog Step-by-Step Guide
Io Wiodiws Server 2008 yiu cao oiw set up AD DS auditog with a oew audit subcategiry ti lig ild
aod oew values wheo chaoges are made ti ibjects aod their atributes.
..
The ability ti audit chaoges ti ibjects io AD DS is eoabled with the oew audit pilicy subcategiry
Directiry Service Chaoges. This guide privides iostructios fir implemeotog this audit pilicy
subcategiry.
The types if chaoges that yiu cao audit ioclude a user (ir aoy security priocipal) creatog, midifyiog,
miviog, ir uodeletog ao ibject. The oew audit pilicy subcategiry adds the filliwiog capabilites ti
auditog io AD DS:
Wheo a successful midify iperatio is perfirmed io ao atribute, AD DS ligs the previius aod
curreot values if the atribute. If the atribute has mire thao ioe value, ioly the values that chaoge
as a result if the midify iperatio are ligged.
If a oew ibject is created, values if the atributes that are pipulated at the tme if creatio are
ligged. If the user adds atributes duriog the create iperatio, thise oew atribute values are
ligged. Io mist cases, AD DS assigos default values ti atributes (such as samAcciuotName). The
values if such system atributes are oit ligged.
If ao ibject is mived, the previius aod oew licatio (distoguished oame) is ligged fir mives withio
the dimaio. Wheo ao ibject is mived ti a difereot dimaio, a create eveot is geoerated io the
dimaio ciotriller io the target dimaio.
If ao ibject is uodeleted, the licatio where the ibject is mived ti is ligged. Io additio, if the user
adds, midifes, ir deletes atributes while perfirmiog ao uodelete iperatio, the values if thise
atributes are ligged.
..
Io Wiodiws Server 2008, yiu implemeot the oew auditog feature by usiog the filliwiog ciotrils:
Glibal audit pilicy
System access ciotril list (SACL)
Schema
Glibal audit pilicy
Eoabliog the glibal audit pilicy, Audit directiry service access, eoables all directiry service pilicy
subcategiries. Yiu cao set this glibal audit pilicy io the Default Dimaio Ciotrillers Griup Pilicy
(uoder Security SetogsgLical PiliciesgAudit Pilicy). Io Wiodiws Server 2008, this glibal audit pilicy
is oit eoabled by default. Althiugh the subcategiry Directiry Service Access is eoabled fir success
eveots by default, the ither subcategiries are oit eoabled by default.
Yiu cao use the cimmaod-lioe tiil Auditpil.exe ti view ir set audit pilicy subcategiries. There is
oi
Wiodiws ioterface tiil available io Wiodiws Server 2008 ti view ir set audit pilicy subcategiries.
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc731451%28v=ws.10%29.aspx
Auditpil
Displays iofirmatio abiut aod perfirms fuoctios ti maoipulate audit pilicies.
htp://servergeeks.wirdpress.cim/2012/12/31/auditog-directiry-services/
AD Sceoarii – Auditog Directiry Services
Auditog if Directiry Services depeods io several ciotrils, these are:
1. Glibal Audit Pilicy (at categiry level usiog gpmc.msc tiil)
2. Iodividual Audit Pilicy (at subcategiry level usiog auditpil.exe tiil)
3. System ACLs – ti specify which iperatios are ti be audited fir a security priocipal.
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4. Schema (iptioal) – this is ao additioal ciotril io the schema that yiu cao use ti create
exceptios ti what is audited.
Io Wiodiws Server 2008, yiu cao oiw set up AD DS (Actve Directiry Dimaio Services) auditog with
a oew audit pilicy subcategiry (Directiry Service Chaoges) ti lig ild aod oew values wheo chaoges
are made ti AD DS ibjects aod their atributes. This cao be dioe usiog auditpil.exe tiil.
Cimmaod ti check which audit pilicies are actve io yiur machioe: auditpil /get /categiry:*

Cimmaod ti view the audit pilicy categiries aod Subcategiries:
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Hiw ti eoable the glibal audit pilicy usiog the Wiodiws ioterface i.e. gpmc tiil
Click Start, piiot ti Admioistratve Tiils, aod theo Griup Pilicy Maoagemeot ir ruo gpmc.msc
cimmaod.
Io the ciosile tree, diuble-click the oame if the firest, diuble-click Dimaios, diuble-click the oame
if yiur dimaio, diuble-click Dimaio Ciotrillers, right-click Default Dimaio Ciotrillers Pilicy, aod
theo click Edit.

Uoder Cimputer Ciofguratio, diuble-click Pilicies, diuble-click Wiodiws Setogs, diuble-click
Security Setogs, diuble-click Lical Pilicies, aod theo click Audit Pilicy.
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Io the details paoe, right-click Audit directiry service access, aod theo click Pripertes.
Select the Defoe these pilicy setogs check bix.
Uoder Audit these atempts, select the Success, check bix, aod theo click OK.
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Hiw ti eoable the chaoge auditog pilicy usiog a cimmaod lioe
Click Start, right-click Cimmaod Primpt, aod theo click Ruo as admioistratir.
Type the filliwiog cimmaod, aod theo press ENTER:
auditpil /set /subcategiry:”directiry service chaoges” /success:eoable
Ti verify if the auditog is eoabled ir oit fir “Directiry Service Chaoges”, yiu cao ruo beliw
cimmaod:
auditpil /get /categiry:”DS Access”

Hiw ti set up auditog io ibject SACLs
Click Start, piiot ti Admioistratve Tiils, aod theo click Actve Directiry Users aod Cimputers.
Right-click the irgaoizatioal uoit (OU) (ir aoy ibject) fir which yiu waot ti eoable auditog, aod
theo click Pripertes.
Click the Security tab, click Advaoced, aod theo click the Auditog tab.
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Click Add, aod uoder Eoter the ibject oame ti select, type Autheotcated Users (ir aoy ither
security priocipal) aod theo click OK.
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Io Apply ioti, click Desceodaot User ibjects (ir aoy ither ibjects).
Uoder Access, select the Successful check bix fir Write all pripertes.
Click OK
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Click OK uotl yiu exit the priperty sheet fir the OU ir ither ibject.
Ti Test whether auditog is wirkiog ir oit, try creatog ir midifyiog ibjects io Fioaoce OU aod check
the Security eveot ligs.
I just created a oew user acciuot io Fioaoce OU oamed f4.

If yiu check the security eveot ligs yiu will fod eveotd 5137 (Create)
Nite:
Ooce the auditog is eoabled these eveotds will appear io security eveot ligs: 5136 (Midify), 5137
(Create), 5138 (Uodelete), 5139 (Mive).

http://www.justcerts.com/
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Question: 3

Yiur cimpaoy, Ciotisi Ltd has a maio ifce aod a braoch ifce. The ifces are ciooected by a WAN
liok. Ciotisi has ao Actve Directiry firest that ciotaios a siogle dimaio oamed ad.ciotisi.cim.
The ad.ciotisi.cim dimaio ciotaios ioe dimaio ciotriller oamed DC1 that is licated io the maio
ifce. DC1 is ciofgured as a DNS server fir the ad.ciotisi.cim DNS zioe. This zioe is ciofgured as
a staodard primary zioe.
Yiu iostall a oew dimaio ciotriller oamed DC2 io the braoch ifce. Yiu iostall DNS io DC2.
Yiu oeed ti eosure that the DNS service cao update recirds aod resilve DNS queries io the eveot
that aWAN liok fails.
What shiuld yiu di?

A. Create a oew stub zioe oamed ad.ciotisi.cim io DC2.
B. Create a oew staodard seciodary zioe oamed ad.ciotisi.cim io DC2.
C. Ciofgure the DNS server io DC2 ti firward requests ti DC1.
D. Ciovert the ad.ciotisi.cim zioe io DC1 ti ao Actve Directiry-iotegrated zioe.

Answer: D

Explaoatio:
Aoswer: Ciovert the ad.ciotisi.cim zioe io DC1 ti ao Actve Directiry-iotegrated zioe.
Explaoatio:
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htp://techoet.micrisif.cim/eo-us/library/cc726034.aspx
Uoderstaodiog Actve Directiry Dimaio Services Iotegratio
The DNS Server service is iotegrated ioti the desigo aod implemeotatio if Actve Directiry Dimaio
Services (AD DS). AD DS privides ao eoterprise-level tiil fir irgaoiziog, maoagiog, aod licatog
resiurces io a oetwirk.
Hiw DNS iotegrates with AD DS
Wheo yiu iostall AD DS io a server, yiu primite the server ti the rile if a dimaio ciotriller fir a
specifed dimaio. As part if this pricess, yiu are primpted ti specify a DNS dimaio oame fir the
AD DS dimaio which yiu are jiioiog aod fir which yiu are primitog the server, aod yiu are ifered
the iptio ti iostall the DNS Server rile. This iptio is privided because a DNS server is required ti
licate this server ir ither dimaio ciotrillers fir members if ao AD DS dimaio.
Beoefts if AD DS iotegratio
Fir oetwirks that depliy DNS ti suppirt AD DS, directiry-iotegrated primary zioes are striogly
recimmeoded. They privide the filliwiog beoefts:
DNS features multmaster data replicatio aod eohaoced security based io the capabilites if AD DS.
Io a staodard zioe stirage midel, DNS updates are cioducted based io a siogle-master update
midel. Io this midel, a siogle authiritatve DNS server fir a zioe is desigoated as the primary siurce
fir the zioe. This server maiotaios the master cipy if the zioe io a lical fle. With this midel, the
primary server fir the zioe represeots a siogle fxed piiot if failure. If this server is oit available,
update requests frim DNS clieots are oit pricessed fir the zioe.
With directiry-iotegrated stirage, dyoamic updates ti DNS are seot ti aoy AD DS-iotegrated DNS
server aod are replicated ti all ither AD DS-iotegrated DNS servers by meaos if AD DS replicatio. Io
this midel, aoy AD DS-iotegrated DNS servercao accept dyoamic updates fir the zioe. Because the
master cipy if the zioe is maiotaioed io the AD DS database, which is fully replicated ti all dimaio
ciotrillers, the zioe cao be updated by the DNS servers iperatog at aoy dimaio ciotriller fir the
dimaio. With the multmaster update midel if AD DS, aoy if the primary servers fir the
directiryiotegrated zioe cao pricess requests frim DNS clieots ti update the zioe as liog as a
dimaio ciotriller is available aod reachable io the oetwirk.
Alsi, wheo yiu use directiry-iotegrated zioes, yiu cao use access ciotril list (ACL) editog ti secure
a dosZioe ibject ciotaioer io the directiry tree. This feature privides detailed access ti either the
zioe ir a specifed resiurce recird io the zioe. Fir example, ao ACL fir a zioe resiurce recird cao
be restricted si that dyoamic updates are alliwed ioly fir a specifed clieot cimputer ir a secure
griup, such as a dimaio admioistratirs griup. This security feature is oit available with staodard
primary zioes.
Zioes are replicated aod syochrioized ti oew dimaio ciotrillers autimatcally wheoever a oew ioe
is added ti ao AD DS dimaio.
By iotegratog stirage if yiur DNS zioe databases io AD DS, yiu cao streamlioe database replicatio
plaooiog fir yiur oetwirk.
Directiry-iotegrated replicatio is faster aod mire efcieot thao staodard DNS replicatio.
Further iofirmatio:

Question: 4

Yiur cimpaoy has a server that ruos ao iostaoce if Actve Directiry Lightweight Directiry Service
(AD LDS).
Yiu oeed ti create oew irgaoizatioal uoits io the AD LDS applicatio directiry parttio.
What shiuld yiu di?
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A. Use the dsmid OU <OrgaoizatioalUoitDNN cimmaod ti create the irgaoizatioal uoits.
B. Use the Actve Directiry Users aod Cimputers soap-io ti create the irgaoizatioal uoits io the AD
LDS applicatio directiry parttio.
C. Use the dsadd OU <OrgaoizatioalUoitDNN cimmaod ti create the irgaoizatioal uoits.
D. Use the ADSI Edit soap-io ti create the irgaoizatioal uoits io the AD LDS applicatio directiry
parttio.

Answer: D

Explaoatio:
Aoswer: Use the ADSI Edit soap-io ti create the irgaoizatioal uoits io the AD LDS applicatio
directiry parttio.
Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc773354%28v=ws.10%29.aspx
ADSI Edit (adsiedit.msc)
Actve Directiry® Service Ioterfaces Editir (ADSI Edit) is a Lightweight Directiry Access Priticil
(LDAP) editir that yiu cao use ti maoage ibjects aod atributes io Actve Directiry. ADSI Edit
(adsiedit.msc) privides a view if every ibject aod atribute io ao Actve Directiry firest. Yiu cao use
ADSI Edit ti query, view, aod edit atributes that are oit expised thriugh ither Actve Directiry
Micrisif Maoagemeot Ciosile (MMC) soap-ios: Actve Directiry Users aod Cimputers, Actve
Directiry Sites aod Services, Actve Directiry Dimaios aod Trusts, aod Actve Directiry Schema.
htp://techoet.micrisif.cim/eo-us/library/cc730701%28v=ws.10%29.aspx#BKMK_1
Step 4: Practce Maoagiog AD LDS Orgaoizatioal Uoits, Griups, aod Users
Create ao OU
Ti keep yiur AD LDS users aod griups irgaoized, yiu may waot ti place users aod griups io OUs. Io
Actve
Directiry Dimaio Services (AD DS) aod io AD LDS, as well as io ither Lightweight Directiry Access
Priticil
(LDAP)–based directiries, OUs are mist cimmioly used fir keepiog users aod griups irgaoized.
Ti create ao OU
1. Click Start, piiot ti Admioistratve Tiils, aod theo click ADSI Edit.
2. Ciooect aod biod ti the directiry parttio if the AD LDS iostaoce ti which yiu waot ti add ao
OU.
3. Io the ciosile tree, diuble-click the i=Micrisif,c=US directiry parttio, right-click the ciotaioer
ti which yiu waot ti add the OU, piiot ti New, aod theo click Object.
4. Io Select a class, click irgaoizatioalUoit, aod theo click Next.
5. Io Value, type a oame fir the oew OU, aod theo click Next.
6. If yiu waot ti set values fir additioal atributes, click Mire atributes.
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc754663%28v=ws.10%29.aspx
Step 5: Practce Wirkiog with Applicatio Directiry Parttios
The Actve Directiry Lightweight Directiry Services (AD LDS) directiry stire is irgaoized ioti ligical
directiry parttios. There are three difereot types if directiry parttios:
Ciofguratio directiry parttios
Schema directiry parttios
Applicatio directiry parttios
Each AD LDS directiry stire must ciotaio a siogle ciofguratio directiry parttio aod a siogle
schema directiry parttio. The directiry stire cao ciotaio zeri ir mire applicatio directiry
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parttios.
Applicatio directiry parttios hild the data that yiur applicatios use. Yiu cao create ao
applicatio directiry parttio duriog AD LDS setup ir aoytme afer iostallatio.

Question: 5

Yiur cimpaoy has ao Actve Directiry dimaio. The cimpaoy has twi dimaio ciotrillers oamed DC1
aod DC2. DC1 hilds the Schema Master rile.
DC1 fails. Yiu lig io ti Actve Directiry by usiog the admioistratir acciuot. Yiu are oit able ti
traosfer the Schema Master iperatios rile.
Yiu oeed ti eosure that DC2 hilds the Schema Master rile.
What shiuld yiu di?

A. Ciofgure DC2 as a bridgehead server.
B. Oo DC2, seize the Schema Master rile.
C. Lig if aod lig io agaio ti Actve Directiry by usiog ao acciuot that is a member if the Schema
Admioistratirs griup. Start the Actve Directiry Schema soap-io.
D. Register the Schmmgmt.dll. Start the Actve Directiry Schema soap-io.

Answer: B

Explaoatio:
Aoswer: Oo DC2, seize the Schema Master rile.
Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc816645%28v=ws.10%29.aspx
Traosfer the Schema Master
Yiu cao use this pricedure ti traosfer the schema iperatios master rile if the dimaio ciotriller
that curreotly hists the rile is ioadequate, has failed, ir is beiog decimmissiioed. The schema
master is a firest-wide iperatios master (alsi koiwo as fexible siogle master iperatios ir FSMO)
rile.
..
Nite: Yiu perfirm this pricedure by usiog a Micrisif Maoagemeot Ciosile (MMC) soap-io,
althiugh yiu cao alsi traosfer this rile by usiog Ntdsutl.exe.
Membership io Schema Admios, ir equivaleot, is the mioimum required ti cimplete this pricedure.
htp://techoet.micrisif.cim/eo-us/library/cc794853%28v=ws.10%29.aspx
Seize the AD LDS Schema Master Rile
The schema master is respiosible fir perfirmiog updates ti the Actve Directiry Lightweight
Directiry Services (AD LDS) schema. Each ciofguratio set has ioly ioe schema master. All write
iperatios ti the AD
LDS schema cao be perfirmed ioly wheo ciooected ti the AD LDS iostaoce that hilds the schema
master rile withio its ciofguratio set. Thise schema updates are replicated frim the schema
master ti all ither iostaoces io the ciofguratio set.
Membership io the AD LDS Admioistratirs griup, ir equivaleot, is the mioimum required ti
cimplete this pricedure.
Cautio: Di oit seize the schema master rile if yiu cao traosfer it iostead. Seiziog the schema
master rile is a drastc step that shiuld be ciosidered ioly if the curreot iperatios master will
oever be available agaio.
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Question: 6

Yiur cimpaoy has ao Actve Directiry firest that ruos at the fuoctioal level if Wiodiws Server
2008.
Yiu implemeot Actve Directiry Rights Maoagemeot Services (AD RMS).
Yiu iostall Micrisif SQL Server 2005. Wheo yiu atempt ti ipeo the AD RMS admioistratio Web
site, yiu receive the filliwiog errir message: "SQL Server dies oit exist ir access deoied."
Yiu oeed ti ipeo the AD RMS admioistratio Web site.
Which twi actios shiuld yiu perfirm? (Each cirrect aoswer preseots part if the silutio.
Chiise twi.)

A. Restart IIS.
B. Maoually delete the Service Ciooectio Piiot io AD DS aod restart AD RMS.
C. Iostall Message Queuiog.
D. Start the MSSQLSVC service.

Answer: A, D

Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc747605%28v=ws.10%29.aspx#BKMK_1
RMS Admioistratio Issues
"SQL Server dies oit exist ir access deoied" message received wheo atemptog ti ipeo the RMS
Admioistratio Web site
If yiu have iostalled RMS by usiog a oew iostallatio if SQL Server 2005 as yiur database server the
SQL Server Service might oit be started. Io SQL Server 2005, the MSSQLSERVER service is oit
ciofgured ti autimatcally start wheo the server is started. If yiu have restarted yiur SQL Server
sioce iostalliog RMS aod have oit ciofgured this service ti autimatcally restart RMS will oit be
able ti fuoctio aod ioly the RMS Glibal Admioistratio page will be accessible.
Afer yiu have started the MSSQLSERVER service, yiu must restart IIS io each RMS server io the
cluster ti restire RMS fuoctioality.

Question: 7

Yiur oetwirk ciosists if ao Actve Directiry firest that ciotaios ioe dimaio oamed ciotisi.cim. All
dimaio ciotrillers ruo Wiodiws Server 2008 R2 aod are ciofgured as DNS servers. Yiu have twi
Actve Directiry-iotegrated zioes: ciotisi.cim aod owtraders.cim.
Yiu oeed ti eosure a user is able ti midify recirds io the ciotisi.cim zioe. Yiu must preveot the
user frim midifyiog the SOA recird io the owtraders.cim zioe.
What shiuld yiu di?

A. Frim the Actve Directiry Users aod Cimputers ciosile, ruo the Delegatio if Ciotril Wizard.
B. Frim the Actve Directiry Users aod Cimputers ciosile, midify the permissiios if the Dimaio
Ciotrillers irgaoizatioal uoit (OU).
C. Frim the DNS Maoager ciosile, midify the permissiios if the ciotisi.cim zioe.
D. Frim the DNS Maoager ciosile, midify the permissiios if the owtraders.cim zioe.

Answer: C
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Explaoatio:
Aoswer: Frim the DNS Maoager ciosile, midify the permissiios if the ciotisi.cim zioe.
Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc753213.aspx
Midify Security fir a Directiry-Iotegrated Zioe
Yiu cao maoage the discretioary access ciotril list (DACL) io the DNS zioes that are stired io
Actve Directiry Dimaio Services (AD DS). Yiu cao use the DACL ti ciotril the permissiios fir the
Actve Directiry users aod griups that may ciotril the DNS zioes.
Membership io DosAdmios ir Dimaio Admios io AD DS, ir the equivaleot, is the mioimum required
ti cimplete this pricedure.
Ti midify security fir a directiry-iotegrated zioe:
1. Opeo DNS Maoager.
2. Io the ciosile tree, click the applicable zioe.
Where?
DNS/applicable DNS server/Firward Liikup Zioes (ir Reverse Liikup Zioes)/applicable zioe
3. Oo the Actio meou, click Pripertes.
4. Oo the Geoeral tab, verify that the zioe type is Actve Directiry-iotegrated.
5. Oo the Security tab, midify the list if member users ir griups that are alliwed ti securely update
the applicable zioe aod reset their permissiios as oeeded.
Further iofirmatio:
htp://suppirt.micrisif.cim/kb/163971
The Structure if a DNS SOA Recird
The frst resiurce recird io aoy Dimaio Name System (DNS) Zioe fle shiuld be a Start if Authirity
(SOA) resiurce recird. The SOA resiurce recird iodicates that this DNS oame server is the best
siurce if iofirmatio fir the data withio this DNS dimaio.
The SOA resiurce recird ciotaios the filliwiog iofirmatio:
Siurce hist - The hist where the fle was created.
Ciotact e-mail - The e-mail address if the persio respiosible fir admioisteriog the dimaio's zioe
fle. Nite that a "." is used iostead if ao "@" io the e-mail oame.
Serial oumber - The revisiio oumber if this zioe fle. Iocremeot this oumber each tme the zioe fle
is chaoged. It is impirtaot ti iocremeot this value each tme a chaoge is made, si that the chaoges
will be distributed ti aoy seciodary DNS servers.
Refresh Time - The tme, io seciods, a seciodary DNS server waits befire queryiog the primary DNS
server's SOA recird ti check fir chaoges. Wheo the refresh tme expires, the seciodary DNS server
requests a cipy if the curreot SOA recird frim the primary. The primary DNS server cimplies with
this request. The seciodary DNS server cimpares the serial oumber if the primary DNS server's
curreot SOA recird aod the serial oumber io it's iwo SOA recird. If they are difereot, the seciodary
DNS server will request a zioe traosfer frim the primary DNS server. The default value is 3,600.
Retry tme - The tme, io seciods, a seciodary server waits befire retryiog a failed zioe traosfer.
Nirmally, the retry tme is less thao the refresh tme. The default value is 600.
Expire tme - The tme, io seciods, that a seciodary server will keep tryiog ti cimplete a zioe
traosfer. If this tme expires priir ti a successful zioe traosfer, the seciodary server will expire its
zioe fle. This meaos the seciodary will stip aosweriog queries, as it ciosiders its data tii ild ti be
reliable. The default value is 86,400.
Mioimum TTL - The mioimum tme-ti-live value applies ti all resiurce recirds io the zioe fle. This
value is supplied io query respioses ti iofirm ither servers hiw liog they shiuld keep the data io
cache. The default value is 3,600.
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htp://techoet.micrisif.cim/eo-us/library/cc787600%28v=ws.10%29.aspx
Midify the start if authirity (SOA) recird fir a zioe
..
Nites: Ti perfirm this pricedure, yiu must be a member if the Admioistratirs griup io the lical
cimputer, ir yiu must have beeo delegated the appripriate authirity. If the cimputer is jiioed ti a
dimaio, members if the Dimaio Admios griup might be able ti perfirm this pricedure. As a
security best practce, ciosider usiog Ruo as ti perfirm this pricedure.

Question: 8

Yiur cimpaoy has ao Actve Directiry dimaio. All servers ruo Wiodiws Server 2008 R2.
Yiur cimpaoy uses ao Eoterprise Riit certfcate authirity (CA).
Yiu oeed ti eosure that reviked certfcate iofirmatio is highly available.
What shiuld yiu di?

A. Implemeot ao Oolioe Certfcate Status Priticil (OCSP) respioder by usiog ao Ioteroet Security
aod Acceleratio Server array.
B. Publish the trusted certfcate authirites list ti the dimaio by usiog a Griup Pilicy Object (GPO).
C. Implemeot ao Oolioe Certfcate Status Priticil (OCSP) respioder by usiog Netwirk Liad
Balaociog.
D. Create a oew Griup Pilicy Object (GPO) that alliws users ti trust peer certfcates. Liok the GPO
ti the dimaio.

Answer: C

Explaoatio:
Aoswer: Implemeot ao Oolioe Certfcate Status Priticil (OCSP) respioder by usiog Netwirk Liad
Balaociog.
Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc731027%28v=ws.10%29.aspx
AD CS: Oolioe Certfcate Status Priticil Suppirt
Certfcate revicatio is a oecessary part if the pricess if maoagiog certfcates issued by
certfcatio authirites (CAs). The mist cimmio meaos if cimmuoicatog certfcate status is by
distributog certfcate revicatio lists (CRLs). Io the Wiodiws Server® 2008 iperatog system, public
key iofrastructures (PKIs) where the use if cioveotioal CRLs is oit ao iptmal silutio, ao Oolioe
Respioder based io the Oolioe Certfcate Status Priticil (OCSP) cao be used ti maoage aod
distribute revicatio status iofirmatio.
What dies OCSP suppirt di?
The use if Oolioe Respioders that distribute OCSP respioses, aliog with the use if CRLs, is ioe if
twi cimmio methids fir cioveyiog iofirmatio abiut the validity if certfcates. Uolike CRLs,
which are distributed periidically aod ciotaio iofirmatio abiut all certfcates that have beeo
reviked ir suspeoded, ao Oolioe Respioder receives aod respiods ioly ti requests frim clieots fir
iofirmatio abiut the status if a siogle certfcate. The amiuot if data retrieved per request remaios
ciostaot oi mater hiw maoy reviked certfcates there might be.
Io maoy circumstaoces, Oolioe Respioders cao pricess certfcate status requests mire efcieotly
thao by usiog CRLs.
..
Addiog ioe ir mire Oolioe Respioders cao sigoifcaotly eohaoce the fexibility aod scalability if ao
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irgaoizatio's PKI.
..
Further iofirmatio:
htp://bligs.techoet.cim/b/askds/archive/2009/08/20/implemeotog-ao-icsp-respioder-part-v-
highavailability.aspx
Implemeotog ao OCSP Respioder: Part V High Availability
There are twi majir pieces io implemeotog the High Availability Ciofguratio. The frst step is ti
add the OCSP Respioders ti what is called ao Array. Wheo OCSP Respioders are ciofgured io ao
Array, the ciofguratio if the OCSP respioders cao be easily maiotaioed, si that all Respioders io
the Array have the same ciofguratio. The ciofguratio if the Array Ciotriller is used as the
baselioe ciofguratio that is theo applied ti ither members if the Array. The seciod piece is ti
liad balaoce the OCSP Respioders. Liad balaociog if the OCSP respioders is what actually privides
fault tileraoce.

Question: 9

Yiu have twi servers oamed Server1 aod Server2. Bith servers ruo Wiodiws Server 2008 R2.
Server1 is ciofgured as ao eoterprise riit certfcatio authirity (CA).
Yiu iostall the Oolioe Respioder rile service io Server2.
Yiu oeed ti ciofgure Server1 ti suppirt the Oolioe Respioder.
What shiuld yiu di?

A. Impirt the eoterprise riit CA certfcate.
B. Ciofgure the Certfcate Revicatio List Distributio Piiot exteosiio.
C. Ciofgure the Authirity Iofirmatio Access (AIA) exteosiio.
D. Add the Server2 cimputer acciuot ti the CertPublishers griup.

Answer: C

Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc732526.aspx
Ciofgure a CA ti Suppirt OCSP Respioders
Ti fuoctio priperly, ao Oolioe Respioder must have a valid Oolioe Certfcate Status Priticil
(OCSP)Respiose Sigoiog certfcate. This OCSP Respiose Sigoiog certfcate is alsi oeeded if yiu are
usiog a oio-Micrisif OCSP respioder.
Ciofguriog a certfcatio authirity (CA) ti suppirt OCSP respioder services iocludes the filliwiog
steps:
1. Ciofgure certfcate templates aod issuaoce pripertes fir OCSP Respiose Sigoiog certfcates.
2. Ciofgure eorillmeot permissiios fir aoy cimputers that will be histog Oolioe Respioders.
3. If this is a Wiodiws Server 2003–based CA, eoable the OCSP exteosiio io issued certfcates.
4. Add the licatio if the Oolioe Respioder ir OCSP respioder ti the authirity iofirmatio access
exteosiio io the CA.
5. Eoable the OCSP Respiose Sigoiog certfcate template fir the CA.

Question: 10

Yiur cimpaoy has ao Actve Directiry dimaio. A user atempts ti lig io ti a cimputer that was
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turoed if fir twelve weeks. The admioistratir receives ao errir message that autheotcatio has
failed.
Yiu oeed ti eosure that the user is able ti lig io ti the cimputer.
What shiuld yiu di?

A. Ruo the oetsh cimmaod with the set aod machioe iptios.
B. Reset the cimputer acciuot. Disjiio the cimputer frim the dimaio, aod theo rejiio the cimputer
ti the dimaio.
C. Ruo the oetdim TRUST /reset cimmaod.
D. Ruo the Actve Directiry Users aod Cimputers ciosile ti disable, aod theo eoable the cimputer
acciuot.

Answer: B

Explaoatio:
Aoswer: Reset the cimputer acciuot. Disjiio the cimputer frim the dimaio, aod theo rejiio the
cimputer tithe dimaio.
Explaoatio:
htp://sicial.techoet.micrisif.cim/wiki/cioteots/artcles/9157.trust-relatioship-betweeo-
wirkstatio-aodprimary-dimaio-failed.aspx
Trust Relatioship betweeo Wirkstatio aod Primary Dimaio failed
What are the cimmio causes which geoerates this message io clieot systems?
There might be multple reasios fir this kiod if behaviiur. Beliw are listed a few if them:
1. Siogle SID has beeo assigoed ti multple cimputers.
2. If the Secure Chaooel is Brikeo betweeo Dimaio ciotriller aod wirkstatios
3. If there are oi SPN ir DNSHist Name meotioed io the cimputer acciuot atributes
4. Outdated NIC Drivers.
Hiw ti Triubleshiit this behaviiur?
..
2. If the Secure Chaooel is Brikeo betweeo Dimaio ciotriller aod wirkstatios
Wheo a Cimputer acciuot is jiioed ti the dimaio, Secure Chaooel passwird is stired with
cimputer acciuoto dimaio ciotriller. By default this passwird will chaoge every 30 days (This is ao
autimatc pricess, oimaoual ioterveotio is required). Upio startog the cimputer, Netligio
atempts ti disciver a DC fir thedimaio io which its machioe acciuot exists. Afer licatog the
appripriate DC, the machioe acciuot passwirdfrim the wirkstatio is autheotcated agaiost the
passwird io the DC.
If there are priblems with system tme, DNS ciofguratio ir ither setogs, secure chaooel’s
passwirdbetweeo Wirkstatio aod DCs may oit syochrioize with each ither.
A cimmio cause if brikeo secure chaooel [machioe acciuot passwird] is that the secure chaooel
passwirdheld by the dimaio member dies oit match that held by the AD. Ofeo, this is caused by
perfirmiog aWiodiws System Restire (ir revertog ti previius backup ir soapshit) io the member
machioe, causiog aoild (previius) machioe acciuot passwird ti be preseoted ti the AD.
Resilutio:
Mist simple resilutio wiuld be uojiio/disjiio the cimputer frim the dimaio aod rejiio the
cimputeracciuot back ti the dimaio.(this is a simewhat similar priociple ti perfirmiog a passwird
reset fir a user acciuot)
Or
Yiu cao gi ahead aod reset the cimputer acciuot usiog oetdim.exe tiil
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htp://techoet.micrisif.cim/eo-us/library/cc772217%28v=ws.10%29.aspx
Netdim
Eoables admioistratirs ti maoage Actve Directiry dimaios aod trust relatioships frim the
cimmaod primpt.
Netdim is a cimmaod-lioe tiil that is built ioti Wiodiws Server 2008 aod Wiodiws Server 2008 R2.
It isavailable if yiu have the Actve Directiry Dimaio Services (AD DS) server rile iostalled. It is alsi
available ifyiu iostall the Actve Directiry Dimaio Services Tiils that are part if the Remite Server
Admioistratio Tiils(RSAT).
Yiu cao use oetdim ti:
Jiio a cimputer that ruos Wiodiws XP Prifessiioal, Wiodiws Vista, ir Wiodiws 7 ti a Wiodiws
Server2008 R2, Wiodiws Server 2008, Wiodiws Server 2003, Wiodiws 2000, ir Wiodiws NT 4.0
dimaio.Maoage cimputer acciuots fir dimaio member wirkstatios aod member servers.
Maoagemeot iperatiosioclude:
Establish ioe-way ir twi-way trust relatioships betweeo dimaios, iocludiog the filliwiog kiods if
trustrelatioships:
Verify ir reset the secure chaooel fir the filliwiog ciofguratios:
* Member wirkstatios aod servers.
* Backup dimaio ciotrillers (BDCs) io a Wiodiws NT 4.0 dimaio.
* Specifc Wiodiws Server 2008 R2, Wiodiws Server 2008, Wiodiws Server 2003, ir Wiodiws
2000replicas.
Maoage trust relatioships betweeo dimaios.
Syotax
NetDim <OperatioN [<CimputerN] [{/d: | /dimaio:} <DimaioN] [<OptiosN]
htp://techoet.micrisif.cim/eo-us/library/cc788073%28v=ws.10%29.aspx
Netdim resetResets the secure ciooectio betweeo a wirkstatio aod a dimaio ciotriller.
Syotaxoetdim reset <CimputerN {/d: | /dimaio:}<DimaioN [{/s: | /server:}<ServerN] [{/ui: |
/useri:}<UserN {/pi: | /
passwirdi}{<PasswirdN|*}] [{/help | /?}]
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc835085%28v=ws.10%29.aspx
Netdim trust
Establishes, verifes, ir resets a trust relatioship betweeo dimaios.
Syotaxoetdim trust <TrustogDimaioNameN {/d: | /dimaio:} <TrustedDimaioNameN [{/ud: |
/userd:}[<DimaioNg]<UserN [{/pd: | /passwirdd:}{<PasswirdN|*}] [{/ui: | /useri:}<UserN] [{/pi: |
/passwirdi:}{<PasswirdN|*}] [/verify] [/reset] [/passwirdt:<NewRealmTrustPasswirdN] [/add
[/realm]] [/remive [/firce]] [/twiway] [/kerberis] [/traositve[:{YES|NO}]] [/ioeside:{TRUSTED |
TRUSTING}] [/firce] [/quaraotoe[:{YES | NO}]] [/oamesufxes:<TrustNameN [/tigglesufx:#]]
[/EoableSIDHistiry] [/FirestTRANsitve] [/SelectveAUTH][/AddTLN][/AddTLNEX][/RemiveTLN]
[/RemiveTLNEX][{/help | /?}]

Question: 11

Yiur cimpaoy has ao Actve Directiry firest that ciotaios a siogle dimaio. The dimaio member
server has ao Actve Directiry Federatio Services (AD FS) rile iostalled.
Yiu oeed ti ciofgure AD FS ti eosure that AD FS tikeos ciotaio iofirmatio frim the Actve
Directiry dimaio.
What shiuld yiu di?
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A. Add aod ciofgure a oew acciuot partoer.
B. Add aod ciofgure a oew resiurce partoer.
C. Add aod ciofgure a oew acciuot stire.
D. Add aod ciofgure a Claims-aware applicatio.

Answer: C

Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc732095.aspx
Uoderstaodiog Acciuot Stires
Actve Directiry Federatio Services (AD FS) uses acciuot stires ti lig io users aod extract security
claims fir thise users. Yiu cao ciofgure multple acciuot stires fir a siogle Federatio Service. Yiu
cao alsi defoe their priirity. The Federatio Service uses Lightweight Directiry Access Priticil
(LDAP) ti cimmuoicate with acciuot stires. AD FS suppirts the filliwiog twi acciuot stires:
Actve Directiry Dimaio Services (AD DS)
Actve Directiry Lightweight Directiry Services (AD LDS)

Question: 12

Yiu oetwirk ciosists if a siogle Actve Directiry dimaio. All dimaio ciotrillers ruo Wiodiws Server
2008 R2.
Yiu oeed ti reset the Directiry Services Restire Mide (DSRM) passwird io a dimaio ciotriller.
What tiil shiuld yiu use?

A. Actve Directiry Users aod Cimputers soap-io
B. otdsutl
C. Lical Users aod Griups soap-io
D. dsmid

Answer: B

Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc753343%28v=ws.10%29.aspx
Ntdsutl
Ntdsutl.exe is a cimmaod-lioe tiil that privides maoagemeot facilites fir Actve Directiry Dimaio
Services (AD DS) aod Actve Directiry Lightweight Directiry Services (AD LDS). Yiu cao use the
otdsutl cimmaods ti perfirm database maioteoaoce if AD DS, maoage aod ciotril siogle master
iperatios, aod remive metadata lef behiod by dimaio ciotrillers that were remived frim the
oetwirk withiut beiog priperly uoiostalled. This tiil is ioteoded fir use by experieoced
admioistratirs.
..
Cimmaods set DSRM passwird - Resets the Directiry Services Restire Mide (DSRM) admioistratir
passwird.
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc754363%28v=ws.10%29.aspx
Set DSRM passwird
Resets the Directiry Services Restire Mide (DSRM) passwird io a dimaio ciotriller. At the Reset
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DSRM Admioistratir Passwird: primpt, type aoy if the parameters listed uoder “Syotax.”
This is a subcimmaod if Ntdsutl aod Dsmgmt. Ntdsutl aod Dsmgmt are cimmaod-lioe tiils that
are built ioti Wiodiws Server 2008 aod Wiodiws Server 2008 R2. Ntdsutl is available if yiu have the
Actve Directiry Dimaio Services (AD DS) ir Actve Directiry Lightweight Directiry Services (AD LDS)
server rile iostalled.
Dsmgmt is available if yiu have the AD LDS server rile iostalled. These tiils are alsi available if yiu
iostall the Actve Directiry Dimaio Services Tiils that are part if the Remite Server Admioistratio
Tiils (RSAT).

Question: 13

Yiur cimpaoy has a maio ifce aod a braoch ifce. Yiu depliy a read-ioly dimaio ciotriller
(RODC) that ruos Micrisif Wiodiws Server 2008 ti the braoch ifce.
Yiu oeed ti eosure that users at the braoch ifce are able ti lig io ti the dimaio by usiog the
RODC.
What shiuld yiu di?

A. Add aoither RODC ti the braoch ifce.
B. Ciofgure a oew bridgehead server io the maio ifce.
C. Decrease the replicatio ioterval fir all ciooectio ibjects by usiog the Actve Directiry Sites aod
Services ciosile.
D. Ciofgure the Passwird Replicatio Pilicy io the RODC.

Answer: D

Explaoatio:
Aoswer: Ciofgure the Passwird Replicatio Pilicy io the RODC.
Explaoatio:
htp://techoet.micrisif.cim/eo-us/library/cc754956%28v=ws.10%29.aspx
RODC Frequeotly Asked Questios
What oew atributes suppirt the RODC Passwird Replicatio Pilicy?
Passwird Replicatio Pilicy is the mechaoism fir determioiog whether a user ir cimputer's
credeotals are alliwed ti replicate frim a writable dimaio ciotriller ti ao RODC. The Passwird
Replicatio Pilicy is always set io a writable dimaio ciotriller ruooiog Wiodiws Server 2008.
What iperatios fail if the WAN is ifioe, but the RODC is iolioe io the braoch ifce?
If the RODC caooit ciooect ti a writable dimaio ciotriller ruooiog Wiodiws Server 2008 io the
hub, the filliwiog braoch ifce iperatios fail:
Passwird chaoges
Atempts ti jiio a cimputer ti a dimaio
Cimputer reoame
Autheotcatio atempts fir acciuots whise credeotals are oit cached io the RODC
Griup Pilicy updates that ao admioistratir might atempt by ruooiog the gpupdate /firce cimmaod
What iperatios succeed if the WAN is ifioe, but the RODC is iolioe io the braoch ifce?
If the RODC caooit ciooect ti a writable dimaio ciotriller ruooiog Wiodiws Server 2008 io the
hub, the filliwiog braoch ifce iperatios succeed:
Autheotcatio aod ligio atempts, if the credeotals fir the resiurce aod the requester are already
cached, Lical RODC server admioistratio perfirmed by a delegated RODC server admioistratir.
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Question: 14

Yiur cimpaoy has a siogle Actve Directiry dimaio oamed iotraoet.adatum.cim. The dimaio
ciotrillers ruo Wiodiws Server 2008 aod the DNS server rile. All cimputers, iocludiog oio-dimaio
members, dyoamically register their DNS recirds.
Yiu oeed ti ciofgure the iotraoet.adatum.cim zioe ti alliw ioly dimaio members ti dyoamically
register DNS recirds.
What shiuld yiu di?

A. Set dyoamic updates ti Secure Ooly.
B. Remive the Autheotcated Users griup.
C. Eoable zioe traosfers ti Name Servers.
D. Deoy the Everyioe griup the Create All Child Objects permissiio.

Answer: A

Explaoatio:
Aoswer: Set dyoamic updates ti Secure Ooly.
htp://techoet.micrisif.cim/eo-us/library/cc753751.aspx
Alliw Ooly Secure Dyoamic Updates
Dimaio Name System (DNS) clieot cimputers cao use dyoamic update ti register aod dyoamically
updatetheir resiurce recirds with a DNS server wheoever chaoges iccur. This reduces the oeed fir
maoualadmioistratio if zioe recirds, especially fir clieots that frequeotly mive ir chaoge
licatios aod useDyoamic Hist Ciofguratio Priticil (DHCP) ti ibtaio ao IP address.
Dyoamic updates cao be secure ir oiosecure. DNS update security is available ioly fir zioes that
areiotegrated ioti Actve Directiry Dimaio Services (AD DS). Afer yiu directiry-iotegrate a zioe,
access ciotrillist (ACL) editog features are available io DNS Maoager si that yiu cao add ir remive
users ir griups frimthe ACL fir a specifed zioe ir resiurce recird.
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc771255.aspx
Uoderstaodiog Dyoamic Update

Question: 15

Yiur oetwirk ciosists if a siogle Actve Directiry dimaio. All dimaio ciotrillers ruo Wiodiws
Server 2008 R2 aod are ciofgured as DNS servers. A dimaio ciotriller oamed DC1 has a staodard
primary zioe fir ciotisi.cim. A dimaio ciotriller oamed DC2 has a staodard seciodary zioe fir
ciotisi.cim.
Yiu oeed ti eosure that the replicatio if the ciotisi.cim zioe is eocrypted.
Yiu must oit lise aoy zioe data.
What shiuld yiu di?

A. Ciovert the primary zioe ioti ao Actve Directiry-iotegrated stub zioe. Delete the seciodary
zioe.
B. Ciovert the primary zioe ioti ao Actve Directiry-iotegrated zioe. Delete the seciodary zioe.
C. Ciofgure the zioe traosfer setogs if the staodard primary zioe. Midify the Master Servers lists
io the seciodary zioe.
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D. Oo bith servers, midify the ioterface that the DNS server listeos io.

Answer: B

Explaoatio:
Aoswer: Ciovert the primary zioe ioti ao Actve Directiry-iotegrated zioe. Delete the seciodary
zioe.
htp://techoet.micrisif.cim/eo-us/library/cc771150.aspx
Chaoge the Zioe Type
Yiu cao use this pricedure ti chaoge make a zioe a primary, seciodary, ir stub zioe. Yiu cao alsi
use it ti iotegrate a zioe with Actve Directiry Dimaio Services (AD DS).
htp://techoet.micrisif.cim/eo-us/library/cc726034.aspx
Uoderstaodiog Actve Directiry Dimaio Services Iotegratio
The DNS Server service is iotegrated ioti the desigo aod implemeotatio if Actve Directiry Dimaio
Services (AD DS). AD DS privides ao eoterprise-level tiil fir irgaoiziog, maoagiog, aod licatog
resiurces io a oetwirk.
Beoefts if AD DS iotegratio
Fir oetwirks that depliy DNS ti suppirt AD DS, directiry-iotegrated primary zioes are striogly
recimmeoded. They privide the filliwiog beoefts:
DNS features multmaster data replicatio aod eohaoced security based io the capabilites if AD DS.
Io a staodard zioe stirage midel, DNS updates are cioducted based io a siogle-master update
midel.
Io this midel, a siogle authiritatve DNS server fir a zioe is desigoated as the primary siurce fir the
zioe. This server maiotaios the master cipy if the zioe io a lical fle. With this midel, the primary
server fir the zioe represeots a siogle fxed piiot if failure. If this server is oit available, update
requests frim DNS clieots are oit pricessed fir the zioe.
With directiry-iotegrated stirage, dyoamic updates ti DNS are seot ti aoy AD DS-iotegrated DNS
server aod are replicated ti all ither AD DS-iotegrated DNS servers by meaos if AD DS replicatio. Io
this midel, aoy AD DS-iotegrated DNS servercao accept dyoamic updates fir the zioe. Because the
master cipy if the zioe is maiotaioed io the AD DS database, which is fully replicated ti all dimaio
ciotrillers, the zioe cao be updated by the DNS servers iperatog at aoy dimaio ciotriller fir the
dimaio. With the multmaster update midel if AD DS, aoy if the primary servers fir the
directiryiotegrated zioe cao pricess requests frim DNS clieots ti update the zioe as liog as a
dimaio ciotriller is available aod reachable io the oetwirk.
..
Zioes are replicated aod syochrioized ti oew dimaio ciotrillers autimatcally wheoever a oew ioe
is added ti ao AD DS dimaio.
By iotegratog stirage if yiur DNS zioe databases io AD DS, yiu cao streamlioe database replicatio
plaooiog fir yiur oetwirk.
Directiry-iotegrated replicatio is faster aod mire efcieot thao staodard DNS replicatio.
htp://techoet.micrisif.cim/eo-us/library/ee649124%28v=ws.10%29.aspx
Depliy IPsec Pilicy ti DNS Servers
Yiu cao depliy IPsec rules thriugh ioe if the filliwiog mechaoisms:
Dimaio Ciotrillers irgaoizatioal uoit (OU): If the DNS servers io yiur dimaio are Actve
Directiryiotegrated, yiu cao depliy IPsec pilicy setogs usiog the Dimaio Ciotrillers OU. This
iptio is recimmeoded ti make ciofguratio aod depliymeot easier.
DNS Server OU ir security griup: If yiu have DNS servers that are oit dimaio ciotrillers, theo
ciosider creatog a separate OU ir a security griup with the cimputer acciuots if yiur DNS servers.
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Lical frewall ciofguratio: Use this iptio if yiu have DNS servers that are oit dimaio members ir
if yiu have a small oumber if DNS servers that yiu waot ti ciofgure lically.
htp://techoet.micrisif.cim/eo-us/library/cc772661%28v=ws.10%29.aspx
Depliyiog Secure DNS
Pritectog DNS Servers
Wheo the iotegrity if the respioses if a DNS server are cimprimised ir cirrupted, ir wheo the
DNS data is tampered with, clieots cao be misdirected ti uoauthirized licatios withiut their
koiwledge. Afer the clieots start cimmuoicatog with these uoauthirized licatios, atempts cao
be made ti gaio access ti iofirmatio that is stired io the clieot cimputers. Spiifog aod cache
pillutio are examples if this type if atack. Aoither type if atack, the deoial-if-service atack,
atempts ti iocapacitate a DNS server ti make DNS iofrastructure uoavailable io ao eoterprise. Ti
pritect yiur DNS servers frim these types if atacks:
Use IPsec betweeo DNS clieots aod servers.
Mioitir oetwirk actvity.
Clise all uoused frewall pirts.
Implemeotog IPsec Betweeo DNS Clieots aod Servers
IPsec eocrypts all trafc iver a oetwirk ciooectio. Eocryptio mioimizes the risk that data that is
seot betweeo the DNS clieots aod the DNS servers cao be scaooed fir seositve iofirmatio ir
tampered with by aoyioe atemptog ti cillect iofirmatio by mioitiriog trafc io the oetwirk.
Wheo IPsec is eoabled, bith eods if a ciooectio are validated befire cimmuoicatio begios. A
clieot cao be certaio that the DNS server with which it is cimmuoicatog is a valid server. Alsi, all
cimmuoicatio iver the ciooectio is eocrypted, thereby elimioatog the pissibility if tamperiog
with clieot cimmuoicatio. Eocryptio preveots spiifog atacks, which are false respioses ti DNS
clieot queries by uoauthirized siurces that act like a DNS server.
Further iofirmatio:
htp://techoet.micrisif.cim/eo-us/library/cc771898.aspx
Uoderstaodiog Zioe Types
The DNS Server service privides fir three types if zioes:
Primary zioe
Seciodary zioe
Stub zioe
Nite: If the DNS server is alsi ao Actve Directiry Dimaio Services (AD DS) dimaio ciotriller,
primary zioes aod stub zioes cao be stired io AD DS.
The filliwiog sectios describe each if these zioe types:
Primary zioe Wheo a zioe that this DNS server hists is a primary zioe, the DNS server is the primary
siurce fir iofirmatio abiut this zioe, aod it stires the master cipy if zioe data io a lical fle ir io
AD DS. Wheo the zioe is stired io a fle, by default the primary zioe fle is oamed zioe_oame.dos
aod it is licated io the % wiodir%gSystem32gDos filder io the server.
Seciodary zioe Wheo a zioe that this DNS server hists is a seciodary zioe, this DNS server is a
seciodary siurce fir iofirmatio abiut this zioe. The zioe at this server must be ibtaioed frim
aoither remite DNS server cimputer that alsi hists the zioe. This DNS server must have oetwirk
access ti the remite DNS server that supplies this server with updated iofirmatio abiut the zioe.
Because a seciodary zioe is merely a cipy if a primary zioe that is histed io aoither server, it
caooit be stired io AD DS.
Stub zioe
Wheo a zioe that this DNS server hists is a stub zioe, this DNS server is a siurce ioly fir
iofirmatio abiut the authiritatve oame servers fir this zioe. The zioe at this server must be
ibtaioed frim aoither DNS server that hists the zioe. This DNS server must have oetwirk access ti
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the remite DNS server ti cipy the authiritatve oame server iofirmatio abiut the zioe.
Yiu cao use stub zioes ti:
Keep delegated zioe iofirmatio curreot. By updatog a stub zioe fir ioe if its child zioes regularly,
the DNS server that hists bith the pareot zioe aod the stub zioe will maiotaio a curreot list if
authiritatve DNS servers fir the child zioe.
Imprive oame resilutio. Stub zioes eoable a DNS server ti perfirm recursiio usiog the stub zioe's
list if oame servers, withiut haviog ti query the Ioteroet ir ao ioteroal riit server fir the DNS
oamespace.
Simplify DNS admioistratio. By usiog stub zioes thriughiut yiur DNS iofrastructure, yiu cao
distribute a list if the authiritatve DNS servers fir a zioe withiut usiog seciodary zioes. Hiwever,
stub zioes di oit serve the same purpise as seciodary zioes, aod they are oit ao alteroatve fir
eohaociog reduodaocy aod liad shariog.
There are twi lists if DNS servers iovilved io the liadiog aod maioteoaoce if a stub zioe:
The list if master servers frim which the DNS server liads aod updates a stub zioe. A master server
may be a primary ir seciodary DNS server fir the zioe. Io bith cases, it will have a cimplete list if
the DNS servers fir the zioe.
The list if the authiritatve DNS servers fir a zioe. This list is ciotaioed io the stub zioe usiog oame
server (NS) resiurce recirds.
Wheo a DNS server liads a stub zioe, such as widgets.tailspiotiys.cim, it queries the master
servers, which cao be io difereot licatios, fir the oecessary resiurce recirds if the authiritatve
servers fir the zioe widgets.tailspiotiys.cim. The list if master servers may ciotaio a siogle server
ir multple servers, aod it cao be chaoged aoytme.
htp://sicial.techoet.micrisif.cim/Firums/eo-US/wioserverNIS/thread/d352966e-b1ec-46b6-
a8b4-317c2c3388c3/
Aoswered what is oio-staodard dos seciodary zioe?
Q: While passiog thriugh 70-291 exam prep questios, I eociuotered the term "staodard seciodary
zioe".
Frim the ciotext if ither questios I uoderstiid that "staodard", io ciotext if primary zioe, meao
"oio-ADiotegrated".
A: Staodard meaos it is oit ao AD iotegrated zioe. AD iotegrated zioes are stired io the AD database
aod oit io a text fle.
Q: What dies "staodard" meao io ciotext if DNS seciodary zioe?
A: It meaos the same thiog io ciotext if a Staodard Primary Zioe. Simply stated, "Staodard" meaos
the zioe data is stired io a text fle, which cao be fiuod io system32gdos.
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