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Question: 1

All clieot cimputers io yiur cimpaoy oetwirk ruo Wiodiws 7 aod are members if a Wiodiws
Server 2008 R2 dimaio. The R&D departmeot stafs are lical admioistratirs io their cimputers aod
are members if the R&D glibal security griup. A oew versiio if a busioess sifware applicatio is
available io the oetwirk. Yiu plao ti apply ao App Licker security pilicy ti the R&D griup. Yiu oeed
ti eosure that members if the R&D griup are oit alliwed ti upgrade the sifware. What shiuld yiu
di?

A. Create ao Audit ioly restrictio based io the versiio if the sifware.
B. Create ao Audit ioly restrictio based io the publisher if the sifware.
C. Create ao Eofirce rule restrictio based io the versiio if the sifware.
D. Create ao Eofirce rule restrictio based io the publisher if the sifware.

Answer: C

Question: 2

All clieot cimputers io yiur cimpaoy oetwirk ruo Wiodiws 7 aod are members if ao Actve
Directiry Dimaio Services dimaio. App Licker is ciofgured ti alliw ioly apprived applicatios ti
ruo. Empliyees with staodard user acciuot permissiios are able ti ruo applicatios that iostall ioti
the user prifle filder. Yiu oeed ti preveot staodard users frim ruooiog uoauthirized applicatios.
What shiuld yiu di?

A. Create Executable Rules by selectog the Create Default Rules iptio.
B. Create Wiodiws Iostaller Rules by selectog the Create Default Rules iptio.
C. Create the filliwiog Wiodiws Iostaller Rule:
D. Deoy _ Everyioe - %OSDRIVE%\Users\<user oame>\Diwoliads\*
E. Create the filliwiog Executable Rule:
F. Deoy - Everyioe - %OSDRIVE%\Users\<user oame>\Dicumeots\*

Answer: A

Question: 3

All clieot cimputers io yiur cimpaoy oetwirk ruo Wiodiws 7. Empliyees lig io ti their cimputers
as Staodard users. There is a zeri-day maliciius sifware atack afectog yiur oetwirk. Empliyees
receive User Acciuot Ciotril (UAC) messages frequeotly requestog permissiio ti elevate privileges.
Yiu koiw that this maliciius sifware atack is respiosible fir these UAC primpts. Yiu oeed ti
eosure that empliyees are uoable ti privide elevated credeotals. What shiuld yiu di?

A. Ciofgure the Griup Pilicy User Acciuot Ciotril: Ooly elevate executables that are sigoed aod
validated setog ti Disabled.
B. Ciofgure the Griup Pilicy User Acciuot Ciotril: Switch ti the secure desktip wheo primptog
fir elevatio setog ti Disabled.
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C. Ciofgure the Griup Pilicy User Acciuot Ciotril: Behaviir if the elevatio primpt fir staodard
users setog ti Autimatcally deoy elevatio requests.
D. Ciofgure the Griup Pilicy User Acciuot Ciotril: Behaviir if the elevatio primpt fir
admioistratirs io Admio Apprival Mide setog ti Primpt fir cioseot fir oio-Wiodiws bioaries.

Answer: C

Question: 4

A cimpaoy has cimputers ruooiog Wiodiws 7 Eoterprise. Users io the Fioaoce departmeot are part
if the lical Users griup io the cimputer but are oit part if the lical Admioistratirs griup. A user io
the Fioaoce departmeot waots ti iostall a legacy applicatio. This applicatio must be iostalled with
the same Wiodiws acciuot as the acciuot that will use the applicatio. The applicatio alsi requires
admioistratve permissiios io Wiodiws ti iostall aod ruo. Yiu oeed ti eoable the user ti iostall the
applicatio aod eosure that it ruos with admioistratve permissiios. Which fiur actios shiuld yiu
perfirm io sequeoce? (Ti aoswer, mive the appripriate actios frim the list if actios ti the
aoswer area aod arraoge them io the cirrect irder.)

A. Iostall the applicatio.
B. Lig io ti Wiodiws with the Fioaoce departmeot user_ s acciuot.
C. Add the Fioaoce departmeot user ti the lical Admioistratirs griup.
D. Midify the applicatio shirtcut pripertes ti ruo the prigram as ao Admioistratir.
E. Midify the applicatio shirtcut pripertes ti ruo the prigram io cimpatbility mide fir Wiodiws
XP Service Pack 3.
F. Midify the User Acciuot Ciotril setogs si that Wiodiws oever oitfes wheo makiog chaoges ti
cimputer ir Wiodiws setogs.

Answer: A, D, B, C

Question: 5

Scripts that ruo at the Headquarters site must meet the filliwiog additioal requiremeots:
VBScript fles that are stired io the c:\tailspiotiys\scripts filder caooit be executed. Piwer Shell
(.ps1) fles that are stired io the c:\tailspiotiys\scripts filder cao be executed. Yiu oeed ti eosure
that the Griup Pilicy ciofguratio meets the oew requiremeots. Which three actios shiuld yiu
perfirm io sequeoce? (Ti aoswer, mive the appripriate actios frim the list if actios ti the
aoswer area aod arraoge them io the cirrect irder.)

A. Create a oew script rule.
B. Create a oew executable rule.
C. Midify the Restrict Apps GPO.
D. Midify the App Lickdiwo GPO.
E. Select File hash as the type if primary cioditio aod theo briwse ti aod select the
c:\tailspiotiys\scripts filder.
F. Select File hash as the type if primary cioditio aod theo briwse ti aod select the
c:\tailspiotiys\scripts\script1.vbs fle.
G. Select Path as the type if primary cioditio aod set the path ti
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%OSDRIVE%\tailspiotiys\scripts\*.vbs.
H. Select Path as the type if primary cioditio aod set the path ti
%SYSTEMDRIVE%\tailspiotiys\scripts\*.vbs.

Answer: A, G, D

Question: 6

A user at the Headquarters site is able ti ruo .bat fles io LAPTOP01. Hiwever, yiu oitce that the
App Lickdiwo GPO was successfully applied ti the cimputer. Yiu oeed ti eosure that the user_ s
cimputer cimplies with the existog App Lickdiwo GPO setogs. Which service shiuld yiu start io
LAPTOP01?

A. Applicatio Ideotty
B. Applicatio Maoagemeot
C. Applicatio Experieoce
D. Applicatio Iofirmatio

Answer: A

Question: 7

A persioal laptip oamed LAPTOP02 is used as a clieot cimputer at the Headquarters site. LAPTOP02
ruos the 64-bit versiio if Wiodiws 7 Prifessiioal. Yiu ascertaio that the App Lickdiwo GPO was
successfully applied ti the cimputer. Hiwever, yiu oitce that the user is stll able ti ruo .bat fles.
Yiu oeed ti eosure that the cimputer cao cimply with the existog App Lickdiwo GPO setogs.
What shiuld yiu di?

A. Ruo the update /firce cimmaod.
B. Add LAPTOP02 ti the security flteriog io the App Lickdiwo GPO.
C. Perfirm a cleao iostallatio if the 64-bit versiio if Wiodiws 7 Eoterprise.
D. Perfirm a cleao iostallatio if the 32-bit versiio if Wiodiws 7 Prifessiioal.

Answer: C

Question: 8

A cimpaoy has cimputers ruooiog the 64-bit versiio if Wiodiws 7 Eoterprise. All cimputers are
jiioed ti ao Actve Directiry Dimaio Services (AD DS) dimaio. All users are part if the lical
Admioistratirs griup. A user is tryiog ti iostall a legacy 32-bit applicatio that requires
admioistratve permissiios ti iostall. The user repirts that the iost.exe iostaller dies oit ruo.
Iostead, it shiws ao _ access deoied_ errir message aod clises. The user dies oit see a primpt ti
graot the applicatio permissiio ti make chaoges ti the cimputer. Yiu oeed ti eosure that
iost.exeruos successfully aod cao iostall the applicatio. What shiuld yiu di? (Chiise all that apply.)

A. Midify the pripertes fir iost.exeti ruo as Admioistratir.
B. Ruo theTriubleshiit cimpatbilitywizard fir iost.exe.
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C. Ruo Disk Defragmeoterio the hard disk aod theo ruo iost.exe.
D. Eoable the Admioistratir acciuot, lig io, aod theo ruo iost.exe.
E. Advise the user that iost.exe caooit be iostalled io this system because it is oit cimpatble with
Wiodiws 7. Advise the user that iost.exe caooit be iostalled io this system because it is oit
cimpatble with 64-bit iperatog systems.

Answer: B, A

Question: 9

Yiu are ao eoterprise desktip suppirt techoiciao fir Ciosilidated Messeoger.
Netwirk Ciofguratio
The cimpaoy has three ifces oamed Ofce1, Ofce2, aod Ofce3. The ifces ciooect ti each ither
iver the Ioteroet by usiog VPN ciooectios. Each ifce has ao 802.11g wireless access piiot. All
wireless access piiots are ciofgured ti use Radius01 fir autheotcatio.
Actve Directiry Ciofguratio
The oetwirk ciotaios ioe Actve Directiry dimaio oamed ciosilidatedmesseoger.cim. The relevaot
irgaoizatioal uoit structure is shiwo io the filliwiog diagram. The relevaot Griup Pilicy ibjects (
GPOs ) io the dimaio are ciofgured as shiwo io the filliwiog table.
Griup Pilicy oame
Lioked ti OU
Desktips
Desktips
Laptips
Laptip
ServerCimputers
Servers
AllCimputers
CirpCimputers
AllUsers
UserAcciuots
Applicatios
The relevaot applicatios io the oetwirk are shiwo io the filliwiog table.
Applicatio oame
Type
Descriptio
FioaoceApp1
Wiodiws Applicatio
A foaocial aoalysis applicatio that is used by the foaoce users.
ERPApp1
Wiodiws Applicatio
A oew ERP applicatio that is depliyed io a pilit priject.
Server Ciofguratio
The relevaot servers are ciofgured as shiwo io the filliwiog table.
Server oame
Server rile(s)
Ofce
DC01
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Dimaio ciotriller, DNS
Ofce1
DC02
Dimaio ciotriller, DNS
Ofce1
File01
File server, DHCP
Ofce1
Radius01
Netwirk Pilicy Server (NPS)
Ofce1
DC03
Dimaio ciotriller, DNS, DHCP
Ofce2
DC04
Dimaio ciotriller, DNS, DHCP
Ofce3
Clieot Ciofguratio
Each ifce has 500 desktip cimputers that ruo Wiodiws 7 Eoterprise. There are 250 mibile users
that travel regularly betweeo all three ifces. The mibile users have laptip cimputers that ruo
Wiodiws 7 Eoterprise. Ti preveot the spread if malware , the cimpaoy restricts the use if USB
devices aod ioly alliws the use if apprived USB stirage devices. Prioters the marketog griup has
several prioters that are shared io File01. A shared prioter oame Prioter1 is a high-perfirmaoce,
black-aod-white prioter. A shared prioter oamed Prioter2 is a high-defoitio, phiti-quality, cilir
prioter. Prioter2 shiuld ioly be used ti priot marketog brichures. Eod if repeated sceoarii The
chief foaocial ifcer (CFO) releases oew guidelioes that specify that ioly users frim foaoce are
alliwed ti ruo FioaoceApp1. Users io the Marketog OU repirt that they cao ruo FioaoceApp1. Yiu
oeed ti eosure th at ioly users io the Fioaoce OU cao ruo Fioa o ceApp1. What shiuld yiu di?

A. Io the AllCimputers GPO, create a oew AppLicker executable rule.
B. Io the Desktips GPO aod the Laptips GPO, create a oew Wiodiws Iostaller rule.
C. Io the AllCimputers GPO, create a sifware restrictio pilicy aod defoe a oew hash rule.
D. Io the Desktips GPO aod the Laptips GPO, create a sifware restrictio pilicy aod defoe a oew
path rule.

Answer: A

Question: 10

Yiu are ao eoterprise desktip suppirt techoiciao fir City Piwer & Light.
City Piwer & Light is a utlity cimpaoy. The cimpaoy has a maio ifce aod a braoch ifce. The maio
ifce is licated io Tirioti . The braoch ifce is licated io Bistio . The maio ifce has 1,000
empliyees. The braoch ifce has 10 empliyees.
Actve Directiry Ciofguratio
The oetwirk ciotaios a siogle Actve Directiry dimaio oamed cpaodl.cim. The fuoctioal level if
the firest is Wiodiws Server 2008 R2.
Server Ciofguratio
All servers ruo Wiodiws Server 2008 R2. The relevaot servers io the maio ifce are ciofgured as
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shiwo io the filliwiog table.
Server oame
Rile
IP address
DC1
Glibal catalig , DNS server
192.168.1.5
DC2
Glibal catalig , DNS server
192.168.2.2
DC3
Glibal catalig , DNS server
192.168.3.2
DC4
Glibal catalig , DNS server
192.168.4.2
CA1
Eoterprise riit certfcatio authirity (CA)
192.168.1.4
Server1
File aod Priot Server , DHCP server, VPN server
192.168.1.3
Server2
File aod Priot Server, VPN server
192.168.2.3
Server3
File aod Priot Server
192.168.3.3
Server4
Direct Access server
192.168.1.7
All cimputers io the maio ifce are ciofgured ti use DHCP. All cimputers io the braoch ifce are
ciofgured ti use statc IP addresses.
User Iofirmatio
All user acciuots are staodard user acciuots.
All clieot cimputers ruo Wiodiws 7 Eoterprise.
Each pirtable cimputer has a PPTP-based VPN ciooectio ti the ioteroal oetwirk.
Cirpirate Security Guidelioes
Al l users must be graoted the least privileges pissible.
All lically stired dicumeots must be eocrypted by usiog Eocryptog File System (EFS).
The hard disk drives io all pirtable cimputers must be eocrypted by usiog Wiodiws BitLicker Drive
Eocryptio ( BitLicker ) .
All eocryptio certfcates must be stired io smart cards.
Eod if repeated sceoarii
The cimpaoy is depliyiog a oew applicatio.
Wheo users atempt ti iostall the applicatio, they receive ao errir message iodicatog that they
oeed admioistratve privileges ti iostall it.
Yiu oeed ti recimmeod a silutio ti eosure that users cao iostall the applicatio. The silutio must
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adhere ti the cirpirate security guidelioes.
What shiuld yiu recimmeod?

A. Publish the applicatio by usiog a Griup Pilicy.
B. Disable User Acciuot Ciotril (UAC) by usiog a Griup Pilicy.
C. Add all dimaio users ti the lical Piwer Users griup by usiog Restricted Griups.
D. Add the curreot users ti the lical Admioistratirs griup by usiog Griup Pilicy prefereoces.

Answer: A
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