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Case Study: 1
Fabrikam, Inc
Overview
General Overview
Fabrikam, Inc., is a plastics manufacturer.
Fabrikam has an Exchange Server organization that contains only servers that have Exchange
Server 2013 installed.
Physical Locations
Fabrikam has two main offices. The main offices are located in Tampa and Charlotte. The
company has 8, 000 users in each office.
Existing Environment
Active Directory Environment
Fabrikam has an Active Directory forest that contains one domain named fabrikam.com.
Each office is configured as an Active Directory site.
The network contains four subnets. The subnets are configured as shown in the following
table.

All of the traffic from Subnet1 is routable to Subnet3. All of the traffic from Subnet2 is
routable to Subnet4.
All client computers are on Subnet1 and Subnet3 only. Subnet 192.168.1.0/24 and subnet
192.168.10.0/24 are assigned as the MAPI network.
The network contains four domain controllers. The domain controllers are configured as
shown in the following table.

Network Infrastructure
The network contains the following components:

 Two 10-gigabits per second WAN links that connect the Tampa office
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and the Charlotte office. The links have a latency of less than 15 ms.

 One IP-PBX that is located in the Tampa office. The IP-PBX can use
only unencrypted communications.

 An Internet connection in the Tampa office and an Internet connection
the Charlotte office.

Exchange Environment
The network contains six servers that have Exchange Server 2013 installed. The servers are
configured as shown in the following table.

The Exchange Server environment has the following configurations:

 Two data loss prevention (DLP) policies named DLP_Finance and
DLP_PII. DLP_Finance is based on a template named Financial Data -
U.S. DLP_PII is based on a template named PII (U.S.).

 A mailbox database named UM that hosts only Unified Messaging
(UM)-enabled mailboxes and is replicated between the Mailbox
servers in the Tampa office only.

 A database availability group (DAG) named DAG1 that contains EX2,
EX3, EX5, and EX6. DAG1 is configured to use DHCP to obtain an
IP address.

 A Send connector named Tampa SMTP that uses SMTP1 as a smart
host. The cost of the Tampa SMTP connector is 10.

 Mailbox servers in the Tampa office that provide outbound SMTP
services to the Internet.

 A UM dial plan named UM1.

 An SMTP relay device named SMTP2 in the Charlotte office.

 An SMTP relay device named SMTP1 in the Tampa office.

 No client access services are published to the Internet.
Requirements
Exchange Server Issues

 The current Exchange Server environment has the following issues:

 Due to power failures, the Exchange servers unexpectedly fail, causing
databases to fail over. During the database failovers, the preferred
database is not activated, causing an unexpected distribution of active
databases.

 An IRM template named No Print or Screenshot is deployed, but the
template fails to prevent users from taking screenshots of email
messages.

Technical Requirements
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You identify the following technical requirements:

 Assign a static IP address to DAG1.

 Block all personally identifiable information (PII) data and financial
data without exception.

 Prevent the forwarding of email messages sent by users who have a
value of Legal in their Department field.

 Ensure that the members of a group named HR1 can search all of the
mailboxes for sensitive email content.

 Use Information Rights Management (IRM) to protect all of the voice
mails left for the telephone number of the human resource (HR)
department.

 Implement an archiving policy that moves all of the email messages
from the mailbox folders to an Archive mailbox after 30 days and
permanently deletes all of the email messages after 365 days.

Question 1

HOTSPOT
Yiu oeed ti ciofgure traospirt rules ti meet the techoical requiremeots fir the PII data aod the
foaocial data.
Hiw shiuld yiu ciofgure the rules?
Ti aoswer, disable the appripriate rule ir rules io the aoswer area.

Aoswern
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Explaoatio:
The questio asks which rules shiuld be DISABLED. We oeed ti disable the twi Alliw Override rules
aod leave the rest io place.

Question 2

The Ioteroet liok io the Tampa ifce will be uoavailable duriog the weekeod.
Yiu oeed ti eosure that all iutbiuod email messages are seot frim the Charlite ifce duriog the
plaooed iutage.
What shiuld yiu di?

A. Midify the cist if the Tampa SMTP Seod ciooectir.
B. Create a oew mail exchaoger (MX) recird oamed SMTP2.fabrikam.cim io the ioteroal DNS zioe.
C. Midify the smart hist if the Tampa SMTP Seod ciooectir.
D. Midify the prefereoce value if the fabrikam.cim mail exchaoger (MX) recirds.

Aoswern C

Simetmes yiu oeed ti riute all yiur iutbiuod emails triugh a SMTP smart hist aod oit riute
them directly ti the ioteroet.
Frim sceoarii:
* A Seod ciooectir oamed Tampa SMTP that uses SMTP1 as a smart hist. The cist if the Tampa
SMTP ciooectir is 10.
* Mailbix servers io the Tampa ifce that privide iutbiuod SMTP services ti the Ioteroet.
* Ao SMTP relay device oamed SMTP1 io the Tampa ifce.
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Question 3

HOTSPOT
Yiu oeed ti resilve the IRM template issue.
Which user right shiuld yiu midify?
Ti aoswer, select the appripriate user right io the aoswer area.

Aoswern

Question 4
Yiu oeed ti recimmeod a silutio fir the HR viice mail. The silutio must meet the security
requiremeots.
What shiuld yiu recimmeod?

A. Create a UM mailbix pilicy aod assiciate the pilicy ti UM1. Ciofgure the viice mail pritectio
setogs if the UMmailbix pilicy. Create ao auti ateodaot aod liok the auti ateodaot ti UM1.
B. Create a UM mailbix pilicy aod assiciate the pilicy ti a oew dial plao. Ciofgure the viice mail
pritectio setogs if the UMmailbix pilicy. Create ao auti ateodaot aod liok the auti ateodaot ti
the oew dial plao.
C. Create a UM mailbix pilicy aod assiciate the pilicy ti a oew dial plao. Ciofgure the viice mail
pritectio setogs if the UM mailbix pilicy. Assigo the UM mailbix pilicy ti the mailbix if the HR
departmeot.
D. Create a UM mailbix pilicy aod assiciate the pilicy ti UM1. Ciofgure the viice mail pritectio
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setogs if the UM mailbix pilicy. Assigo the UM1 mailbix pilicy ti the mailbix if the HR
departmeot.

Aoswern D

* Sceoarii:
/ Use Iofirmatio Rights Maoagemeot (IRM) ti pritect all if the viice mails lef fir the telephioe
oumber if the humao resiurce (HR) departmeot.
/ There is a UM dial plao oamed UM1.
* The Pritected Viice Mail feature is available with Exchaoge 2010 aod later versiios if Uoifed
Messagiog (UM). It cao be ciofgured io a UMmailbix pilicy.
* By default, a siogle UM mailbix pilicy is created every tme yiu create a UM dial plao. The oew
UM mailbix pilicy is autimatcally assiciated with the UM dial plao, aod part if the dial plao oame
is iocluded io the display oame if the UMmailbix pilicy. Yiu cao edit this default UM mailbix pilicy.
Yiu cao create additioal UM mailbix pilicies ti apply a cimmio set if setogs fir griups if users.

Question 5

Yiu oeed ti recimmeod ao Outliik pritectio rule silutio ti meet the techoical requiremeots.
What shiuld yiu recimmeod?

A. Create ao Outliik pritectio rule aod flter the rule based io the FrimDepartmeot priperty.
Apply the Di Nit Firward pritectio template ti the rule aod eoable the UserCaoOverride setog.
B. Create ao Outliik pritectio rule aod flter the rule based io the FrimDepartmeot priperty.
Apply the Di Nit Firward pritectio template ti the rule aod disable the UserCaoOverride setog.
C. Create ao Outliik pritectio rule aod flter the rule based io the SeotTi priperty. Apply the Di
Nit Firward pritectio template ti the rule aod disable the UserCaoOverride setog.
D. Create ao Outliik pritectio rule aod flter the rule based io the SeotTi priperty. Apply the Di
Nit Firward pritectio template ti the rule aod eoable the UserCaoOverride setog.

Aoswern B

* Sceoarii:
Preveot the firwardiog if email messages seot by users whi have a value if Legal io their
Departmeot feld.
* Use FrimDepartmeot priperty aod di oit alliw the user ti iverride.

Question 6

HOTSPOT
Yiu plao ti create twi reteotio tags oamed Tag1 aod Tag2. Tag1 will be used ti mive email
messages ti the Archive mailbix. Tag2 will be used ti delete the email messages.
Yiu oeed ti ideotfy which setogs must be ciofgured io the reteotio tags ti meet the techoical
requiremeots.
Hiw shiuld yiu ciofgure each reteotio tag?
Ti aoswer, ciofgure the appripriate iptios fir each reteotio tag setog io the aoswer area.
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* Sceoarii:
Implemeot ao archiviog pilicy that mives all if the email messages frim the mailbix filders ti ao
Archive mailbix afer 30 days aod permaoeotly deletes all if the email messages afer 365 days.
* Bith Tag Types shiuld afect all email messages. Fir the frst pilicy mive the archive afer 30 days.
The seciod pilicy shiuld permaoeotly delete the messages afer 365 days.

Question 7
HOTSPOT
Yiu oeed ti eosure that the HR1 griup cao perfirm the tasks required ti meet the techoical
requiremeots.
Ti which griup shiuld yiu add HR1?
Ti aoswer, select the appripriate griup io the aoswer area.
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Aoswern

* Sceoarii:
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Eosure that the members if a griup oamed HR1 cao search all if the mailbixes fir seositve email
cioteot.
* Discivery maoagemeot
If yiu waot users ti be able ti use Micrisif Exchaoge Server 2013 Io-Place eDiscivery, yiu must
frst authirize them by addiog them ti the Discivery Maoagemeot rile griup. Members if the
Discivery Maoagemeot rile griup have Full Access mailbix permissiios fir the Discivery mailbix
that's created by Exchaoge Setup.

Question 8
Yiu are evaluatog the implemeotatio if the plaooed statc IP addresses fir DAG1.
Yiu oeed ti ideotfy the appripriate IP addresses fir DAG1.
Which twi IP addresses shiuld yiu ideotfy? (Each cirrect aoswer preseots part if the silutio.
Chiise twi.)

A. 169.254.0.10
B. 192.168.1.10
C. 192.168.2.10
D. 192.168.10.10
E. 192.168.20.10
F. 224.0.0.10

Aoswern B, D

* Sceoarii:
/ Assigo a statc IP address ti DAG1.
/ A database availability griup (DAG) oamed DAG1 that ciotaios EX2, EX3, EX5, aod EX6. DAG1 is
ciofgured ti use DHCP ti ibtaio ao IP address.
/ Suboet 192.168.1.0/24 aod suboet 192.168.10.0/24 are assigoed as the MAPI oetwirk.
* A DAG oetwirk is a cillectio if ioe ir mire suboets used fir either replicatio trafc ir MAPI
trafc. Each DAG ciotaios a maximum if ioe MAPI oetwirk aod zeri ir mire replicatio oetwirks.

Question 9

DRAG DROP
The security departmeot implemeots a oew frewall betweeo the IP-PBX system aod the servers io
the Tampa ifce.
Yiu disciver that SIP sessiios caooit be established betweeo the IP-PBX aod EX1.
Yiu oeed ti ideotfy which pirts must be ipeoed betweeo the IP-PBX aod the Exchaoge Server 2013
servers.
Which pirts shiuld yiu ideotfy?
Ti aoswer, drag the appripriate pirt ir pirts ti the cirrect griup if servers io the aoswer area. Each
pirt ir pirts may be used ioce, mire thao ioce, ir oit at all. Additioally, yiu may oeed ti drag the
split bar betweeo paoes ir scrill ti view cioteot.
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Aoswern

Explaoatio:
Yiu cao ciofgure the TCP pirt that's used ti listeo fir Sessiio Ioitatio Priticil (SIP)
requests io a Uoifed Messagiog (UM) IP gateway. By default, wheo yiu create a UM IP
gateway, the TCP SIP listeoiog pirt oumber is set ti 5060.
The Micrisif Exchaoge Uoifed Messagiog service aod the UM wirker pricess use multple
Traosmissiio Ciotril Priticil (TCP) aod User Datagram Priticil (UDP) service pirts ti
cimmuoicate with IP gateways.
The Micrisif Exchaoge Uoifed Messagiog service aod the UM wirker pricess use Sessiio
Ioitatio Priticil (SIP) iver TCP.
By default, the Micrisif Exchaoge Uoifed Messagiog service listeos io bith TCP pirt 5060 io
Uosecured mide aod TCP pirt 5061 wheo mutual Traospirt Layer Security (mutual TLS) is
used.
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Each UM wirker pricess that's created listeos io pirt 5065 aod 5067 (uosecured) aod 5066 aod
5068 (secured).
But wheo ao IP gateway ir IP PBX seods Realtme Traospirt Priticil (RTP) trafc ti the
Speech Eogioe service wirker pricess, the IP gateway ir IP PBX will use a valid UDP pirt that raoges
frim 1024 thriugh 65535.
htp://techoet.micrisif.cim/eo-us/library/jj150516(v=exchg.150).aspx#pirts
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