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Question: 1

CORRECT TEXT
A security administrator wants to implement strong security on the company smart phones and
terminal servers located in the data center. Drag and drop the applicable controls to each asset
types?
Instructions: Controls can be used multiple times and not all placeholders need to be filled. When
you have completed the simulation, please select the Done button to submit.

Answer:
Company Manages Smart Phone
Screen Lock
Strong Password
Device Encryption
Remote Wipe
GPS Tracking
Pop-up blocker
Data Center Terminal Server
Cable Locks
Antivirus
Host Based Firewall
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Proximity Reader
Sniffer
Mantrap

Question: 2

HOTSPOT
Select the appropriate attack from each drop down list to label the corresponding illustrated attack.
Instructions: Attacks may only be used once, and will disappear from drop down list if selected.
When you have completed the simulation, please select the Done button to submit.
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Answer:

Question: 3

DRAG DROP
You have been tasked with designing a security plan for your company. Drag and drop the
appropriate security controls on the floor plan.
Instructions: All objects must be used and all place holders must be filled. Order does not matter.
When you have completed the simulation, please select the Done button to submit.
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Answer:
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Question: 4

Which of the following would a security specialist be able to determine upon examination of a
server’s certificate?

A. CA public key
B. Server private key
C. CSR
D. OID

Answer: D

Question: 5

A security analyst is diagnosing an incident in which a system was compromised from an external IP
address. The socket identified on the firewall was traced to 207.46.130.0:6666. Which of the
following should the security analyst do to determine if the compromised system still has an active
connection?
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A. tracert
B. netstat
C. ping
D. nslookup

Answer: B

Question: 6

Multiple organizations operating in the same vertical wants to provide seamless wireless access for
their employees as they visit the other organizations. Which of the following should be implemented
if all the organizations use the native 802.1x client on their mobile devices?

A. Shibboleth
B. RADIUS federation
C. SAML
D. OAuth
E. OpenID connect

Answer: B

Question: 7

Which of the following BEST describes an important security advantage yielded by implementing
vendor diversity?

A. Sustainability
B. Homogeneity
C. Resiliency
D. Configurability

Answer: C

Question: 8

In a corporation where compute utilization spikes several times a year, the Chief Information Officer
(CIO) has requested a cost-effective architecture to handle the variable capacity demand. Which of
the following characteristics BEST describes what the CIO has requested?

A. Elasticity
B. Scalability
C. High availability
D. Redundancy

Answer: A
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Question: 9

A security engineer is configuring a system that requires the X.509 certificate information to be
pasted into a form field in Base64 encoded format to import it into the system. Which of the
following certificate formats should the engineer use to obtain the information in the required
format?

A. PFX
B. PEM
C. DER
D. CER

Answer: B

Question: 10

Which of the following attacks specifically impact data availability?

A. DDoS
B. Trojan
C. MITM
D. Rootkit

Answer: A
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