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Case Study: 1

Scenario video transcoding service

Background

You are developing a video transcoding service. This service is used by customers to upload
video files, convert video to other formats, and view the converted files. This service is used
by customers all over the world.

Business Requirements

The user-facing portion of the application is an ASP.NET MVC application. It provides an
interface for administrators to upload video and schedule transcoding. It also enables
administrators and users to download the transcoded videos.

When videos are uploaded, they are populated with metadata used to identify the video. The
video metadata is gathered by only one system when the video upload is complete.
Customers require support for Microsoft Internet Explorer 7 and later.

The application contains a header that is visible on every page.

If the logged-on user is an administrator, then the header will contain links to administrative
functions. This information is read from a cookie that is set on the server. The administrative
links must not be present if an error condition is present.

Technical Requirements

User Experience:

e The front-end web application enables a user to view a list of videos.

e The main view of the application is the web page that displays the list of videos.

e HTML elements other than the list of videos are changed with every request requiring
the page to reload.

Compatibility:

e Some customers use browsers that do not support the HTTP DELETE verb.

e These browsers send a POST request with an HTTP header of X-Delete when the
intended action is to delete.

Transcoding:

e The video transcoding occurs on a set of Windows Azure worker roles.

e The transcoding is performed by a third-party command line tool named
transcode.exe. When the tool is installed, an Environment variable named transcode
contains the path to the utility.

e A variable named license contains the license key. The license for the transcoding
utility requires that it be unregistered when it is not in use.

e The transcoding utility requires a significant amount of resources. A maximum of 10
instances of the utility can be running at any one time. If an instance of the role
cannot process an additional video, it must not prevent any other roles from
processing that video.
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e The utility logs errors to a Logs directory under the utilities path.
e A local Azure directory resource named perf is used to capture performance data.
Development:
e Developers must use Microsoft Remote Desktop Protocol (RDP) to view errors
generated by the transcode.exe utility.
e An x509 certificate has been created and distributed to the developers for this

purpose.
e Developers must be able to use only RDP and not any other administrative functions.

Application Structure
TranscodeWorkerRole.es

public class TranscodeWorkerRole : EoleEntryPoint
public override woid Runf()
while {true)

var nextWorkItem = GetWorkItem();
nscodeService.,.Start (new [] [ nextWorkItem } };

I'r

private string GetWorkItem!()
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ThumbnailGenerator.cs

public class ThuombnmailGenerator ¢ IHttpHandier
i
public bool IsReusable

{

get. | Tetirn Erusd |

public wvolid ProcessReguest (EttpContext context)
{
var videpId = context.Request.QueryString["videoId"];
var startBytes = File.ReadhllBytes (videoId);
var bytea = BuildThumbnail (videoId);
StreamBesults (context, bytes);

private Task<byte[l> BuildThumbnail {8tring videald)

{

return new Taak<byte[]>((] => File.ReadllBytes(videcId));

bt

private vold StreamResults|{HttpContext context, byte[] content)

{
}
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VideoController.cs

[Zuthorize]
public glass Videolontroller : Contro

{

il=r

public FileRssult DownloadVideo({string videoId)
{

var stream — GetVideoStream(videcoId);

return File(stream, "video/mpeg");

bt

[HttpPoat]
public ActionBesult UploadvVideo (string videoId)
{

return View():

onResult DeleteVideo (string videoId)

return View():

public AZctionBEesult VidecoMetadata(string videcId)
i

var metadata = HtcpRuntime.Cache[videoId];

if [(metadata == nuall)
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VideoAdminAttributes.cs

public class VidechdminAttribute : Attribute
{
private IEnumerable<strings Admins()

i

H

AdminVerifierFactory.cs

public class AdminVerifierFactory = Defaultfontrolls
public override IController CreateController (RequestContext requestContext,
string controllerName)
i

return base.CreateController (requestContext, controllerName) as Controller;

Question: 1

You need to ensure that developers can connect to a Windows Azure role by using RDP.
What should you do?

A. Export a certificate with a private key. Upload the .pfx file to the Management Certificates section
on the Azure Management Portal.

B. Export a certificate without a private key. Upload the .cer file to the Management Certificates
section on the Azure Management Portal.

C. Export a certificate without a private key. Upload the .cer file to the Certificates section under the
TranscodeWorkerRole hosted service on the Azure Management Portal.

D. Export a certificate with a private key. Upload the .pfx file to the Certificates section under the
TranscodeWorkerRole hosted service on the Azure Management Portal.

Answer: D

Question: 2

You need to set the cookie that will be used by the header as defined in the business requirements.
Which code segment should you use to replace the existing VideoAdminAttribute class in
VideoAdminAttributes.es?
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pubklic cliass VideoAdminAtiribute : ActionFilterArtribhute
{
public override woid OnBesultExecuted{BEesulitErecutedContert filterContext)
baze.OnBesultExecuted {filterContext)
var context = filterContext.HotpContext;
var user = coptext.User.Identity.Name;
if (Admins{).Contains{user) L& Ccontext

Error == null)
context.Response, AppendCockie {new HBttpCoo

kie ["admin™, MErusam)):

public class VidephdminfAttribute : AuthorizZeRttribute
f

private string User { get { return HoopContezxt.Current.User.Identity.Wame; } }

public override wvoid Onduthorization (Authorizati ntext filterContext)

¥

if [Admins{) .Anylx =» x = User] && HttpContext.Current.Error = null)
Httplontext.Current.Response . AppendCookie (new HttpCookis ("admin™, "true™});
base.Onfuthorization (filterContext) ;

pablic class VidepAdmiwAttribpte & ActionFiltepfittribute
pubilic pverride void OnfictionExecuting{fctionExecutingContext filterContezt)
var context = filterContext.HttpContext;
war user = context.User.Identity.Name;
if (Admins=() .Contain= (user) && context.Error == null)
context.Response AppendCookie (new HotpCookie("admin™, "true™)):;
bazse.OnActionExecuting(filterContext) ;

public class VideoRdmimbhitribute : Authorizedttribute

®

private string User { get { return HttpContext.Current.User,Identity.Hame:- ¥ }

public override bool Matchi(object obij)
if (Admins() .Any(x =» X == User) && Hooplontexro.Current.Error == null)
Httplontext . Currenat .Response . AppendCockie (new HttpCookie ("admin™, "trueT)):;
return base.Match(obki) :

A. Option A
B. Option B
C.Option C
D. Option D

Answer: D

Question: 3
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You are creating a new authentication system that uses an HTTP header value.

The existing authentication system must continue to operate normally.

You need to implement the custom authentication.

What should you do? (Each correct answer presents a complete solution. Choose all that apply.)

A. Create a class derived from ActionResult and check for a valid HTTP header value in the
ExecuteResult method. Change all actions to return this new class.

B. Create an HttpHandler to check for a valid HTTP header value in the ProcessRequest method.

C. Create an HttpModule and check for a valid HTTP header value in the AuthenticateRequest event.
D. Create a class derived from AuthorizeAttribute and check for a valid HTTP header value in the
AuthorizeCore method. Change usages of the existing AuthorizeAttribute to use the new class.

Answer:C,D

Question: 4

DRAG DROP

You need to ensure that the transcode.exe utility is installed before the worker role starts.

How should you implement the startup task? (To answer, drag the appropriate values to the correct
element or attribute. Each value may be used once, more than once, or not at all. You may need to

Variable <Startups

<Task commandLine="msiexec transcode.msi” taskType="
Environment

£ >

foreground
- < name="license” value="825534"></

background
simple

</ >

</Task>
</Startup>

Answer:
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Variable <Startup?
<Task commandLine="msiexec transcode.msi™ taskType=" S3TPLe ~ 3
Eavironment . Environment :
foreground
¢ Variable name="license” value="825534">¢/ 'ariable »
background
¢/ Environment 5
</Task>
<f5tartup>

Question: 5

You need to maximize performance of video delivery.
Which code segment should you use as the body of the GetVideoStream function in the

videoController class?

A if (BEeguest.Headers["Accept-Encoding™) .Containz ("gzip™))

return new GZipStream(System.I0.File.OpenBead(videcolId), CompressiomMode.Compress):
H

return System.I0.File.DpenBead(videoId) :

B. if (Reguest.ContentEncoding.Bodylame == "application/x—gzip")
return new GIipStreem{System.IC.File.OpenBead{videoId), CompressionMode.Compresas).)

return System.I0.File.0OpenBead(videoId):

Fis retorn new GZipStream (System.I0.File.0OpenBead(wideold), CompressionMode.Compress);

D, MemoryStream stream = new MemoryStream():

new GZipStreaem{System.i0.File,.OpenRead(videnid), CompressicnMode.Compress) .CopyvIo
(stream) ;

retyrn streams:

A. Option A
B. Option B
C.OptionC
D. Option D
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Answer: A

Question: 6

The transcode.exe utility activates its license online when it is installed.
You need to ensure that the registration of the transcode utility is handled as specified in its license.
Which method should you add to the TranscodeWorkerRole class?

iy public override void OnStopi)
Process.S5tart{"transcode.exe™, "unregister™) . WaitForE=it() :
ba=ze.CnStop ()

i

B. public owerride woid CmStop ()

I3

EoleEnvironment.Stopping += [(Sender, args] =»

Process.5tart ("transcode.exe”, "unregister™) . WaitForExit () ;
base.0nStop() 7
]

r

[ public override vold OnStop()
oleEovironment.Stopping += (3ender; args] =x

var task = Process.Start{Ytramscode.eze™, TunregistezW):
if [(task.HasExited)
base.OnStopi) ;

0. public override volid OmStop|()

Process.5tart|"transcode.exe", "unregister™) ;
base.OnStop() ;

X
i

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Question: 7

You need to ensure that all the MVC controllers are secure.
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Which code segment should you use as the body

AdminVerifierFactory.es?

A,

var controlier = khase.CreateControllier
[recuestContext, controllerName)] asz Controller:

var hasFilter = controller.GetIvpe () .CustomfAttributes.Any
[k = X.AttributeType.Name = "WideofdminAttribuate");

if (hasFiiter == null)
throw new Exception{"VidepAdminfttribute not found™);

return controller;

var controllier = base.CreateController
[requestContext, controllerName) asz Controlierxr;

var attributes = controiler.GetIypel) . .Attributes.ToString(})
if (lattributes.Containg ("VideohAdminAtrribute™})
throw new Exception({"VideoldminAttrilbute mot Tound™):;

recurn controlier;

if (regquestContext.HttpContext.items{"VideoAdmin™] = null}
throw hew Exception{"Videpidmin not found™):;

return base.Createfontrollier (recuestContext, controlierName] a3

if (reguestlContext.Routelata.Values ["VideoAdmin™] = null)
throw new Zxcepticon{"Videoldmin not found™);

return base.CreateCfontroller (regquestContext, controllerName) as=

A. Option A
B. Option B
C. Option C
D. Option D

for the CreateController method in

Answer: A

Question: 8

Customers download videos by using HTTP clients that support various content encodings.
You need to configure caching on the DownloadVideo action to maximize performance.

Which attribute should you add?

https://certs4sale.com/


http://www.justcerts.com/

A [OutputCache (Location = QutputCachelocation.Downstream, VaryByParam = "yidecId",

VaryByCustom = "browsez")]

 B. [CutputCache (Location = OutputCachelocaticon.Any, VaryByCustom = "compressionMethod”,

VaryByContentEncoding = "all")]

] [OutputCache (Location = OQutputCachelLocation.ServerAndCiient,

VaryByHeader = "Cache-Control")]

% [OutputCache (Location = OutputCachelocation.Downatream,

VaryByContentEncoding = "gzip;g=1.0, compress; g=0.5, *;g=0")]

" E. [outpurCache (Location = OutputCachelocation.Any, VaryByParam = "yidenId",

VaryByContentEncoding = "gzip;g=1.0, compress; og=0.5, *;g=0")]

A. Option A
B. Option B
C.Option C
D. Option D
E. Option E

Answer: E

Question: 9

You need to ensure that all the MVC controllers are secure.
Which code segment should you use as the body for the CreateController method in
AdminVerifierFactory.es?
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A

varcontroller = pase.CreateController (reguestContext, controllerName) asConcroller:
varattributes = controller,GetType().Attributes,.ToString();
if(lactributes.Contains ("VideoAdminAttribucte™))

thrownewException ("Not an Administratoxr™):

returncontroller;

™ B. if(reguestContext.HttpContext.Items["Administrator™] == null)
thrownewException ("Not an Administrator"):
returnbase.CreateController (regquestContext, controllerName) asController;
¢ warcontroiler = base.CreateController (requestContext, controllerName) asController;
varhasFilter = controller.GetIype() .CustomAttributes.Any
(x => x.Attributelype.Name == "VideoAdminAttribute"):
if (hasFilter == null)
thrownewException ("Not an Adminisatrator™):
returncontroller;
D if(reguestContext,RouteData.Values["Administrator"] == null)
throwvnewException ("Not an Administrator®});
returnbase.CreateController (reguestContext, controllerName) asController;
A. Option A
B. Option B
C.Option C
D. Option D

Answer: C

Question: 10

HOTSPOT

The designer for the website gave you the following image as the design for the page.

Vimp mesgans)  Lagel?

(LUl About J Contact |

Let us help you Home is closer than you think

The normal color for the tab is *2da4c2, and the color when the mouse is over the tab is #fd800.
The HTML that implements the navigation tab is as follows.
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<ul id="nav">
<li><a href="/">Home</a></1i>
<li><a href="/">About</a>»</1i>
<li><a href="/">Contact</a>»</1i>
</ul>
You need to implement the design.
What should you do? (To answer, select the appropriate options in the answer area.)

Work Area

ulsnav {
font-size: 1.3em;
font-weight: 600;

}
ul#nav 1i {
| 8
I i
; text-align: center;

ul#nav 1i a {

I ol

color: #FFF;

[ 3

border-radius: 12px 12px @ @;
| padding: @ 12px @ 12px;
margin: @ 4px @ 4px;

1
ul#nav 1i a:hover {
color: #333;

| |
l #
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Wark Arca

uisnav {

}

font-size: 1.3em;
font-seight: 60Q;

uisnav 1i {

}

l

float: left;
background-color: #ffde00;
background-color: #2dagc2
text-decoration: none

text-decoration: none;
list-style: none;
border-radius: 1Spx;
word-wrap: break-word;

text-aslign: cemter;

ulsnav 1i & {

¥

background-clip: border-box;
background-color: #2da4c2
border-radius: 15px;
word-wrap: break-word;

color: &FFF;

background-clip: padding-tosx
text-decoration: none;
background-color: #ffd200;
float: left;

bo—der-ragius: 1Zpx 12px B @3
padding: & 12px @ 12px;
sa-gim: @ 4px @ 4px}

ulsnav 1i a:hover ({

color: #333;

float: left;
background-color . #ffds00;
background-color: #2da4c2
list-style: none;

cursor: pointer;
background-clip: border-box;
text-decoration: none;

|background-origin: border-box;

Answer:
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Waork Area

visnaw {
font-size: 1.3em;
fant-weight: &00;

3

wisnaw 18 {

baa:kgra.md-:nhr #2dadcz
tExt-decoration ! none;

1= athon: nonea ;
Bl I NONE;

T 1op;
word-wrap: break-word;

text=align: center;

}

ulanavw 1i a {

I

border-readius: 1Z2pwx 12Zpwm @ 0
padding: @ 12p=x & 12px;
margin: @ 4px @ dpx;

}

ulsnav 15 a:hower {
color: #333;

L

ound-color: #

list-style: none;
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Question: 11

You need to ensure that all customers can delete videos regardless of their browser capability.
Which code segment should you use as the body of the SendAsync method in the DeleteHandler

class?

oA

o

e

(& s §

varresponse = base,SendAsync (reguest, cancellationToken);
if(request.Headers.Contains ("X-Delece”))
{

reaponse.Result.5tatusCode = HrtcpStatusCode.NotImplemented;
}

returnresponzse;

if (request.Headers.Contains ("X-Delece™))
{

request .Mecthod = newHttpMethod ("DELETE") ;
}

returnbase.SendAsync (reguest, cancellationToken);

varresponse = base.SendAsync(regueat, cancellationToken);
if(rxesponse,.Result.Headers.Containsa ("X-Delete™) )

8

request . .Method = newHrtpMethod ("DELETE"™) ;

recurnresponse;

if(request.Method == HttpMethod.Delete)

reguest.Headers.Add ("X-Delete", "trua"):
}

recturnbaszse. SendAsync (request, cancellationToken):;
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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