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Question: 1

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile
users, branch locations, and business-to- business (B2B) partners to their data centers. The solution
must meet these requirements: The mobile users must have internet filtering, data center
connectivity, and remote site connectivity to the branch locations. The branch locations must have
internet filtering and data center connectivity. The B2B partner connections must only have access to
specific data center internally developed applications running on non-standard ports. The security
team must have access to manage the mobile user and access to branch locations. The network team
must have access to manage only the partner access. How should Prisma Access be implemented to
meet the customer requirements?

A. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private
access for all internal connection types, and the second with remote networks and private
application access for B2B connections - and use the Strata Multitenant Cloud Manager Prisma
Access configuration scope to manage access.

B. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all
connection types, and use the Prisma Access Configuration scope to manage all access.

C. Deploy two Prisma Access instances - the first with mobile users, remote networks, and private
access for all internal connection types, and the second with remote networks and private
application access for B2B connections - and use the specific configuration scope for the connection
type to manage access.

D. Deploy a Prisma Access instance with mobile users, remote networks, and private access for all
connection types, and use the specific configuration scope for the connection type to manage access.

Answer: D

Explanation:

Question: 2

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile
users, branch locations, and business-to- business (B2B) partners to their data centers. The solution
must meet these requirements: The mobile users must have internet filtering, data center
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connectivity, and remote site connectivityto the branch locations. The branch locations must have
internet filtering and data center connectivity. The B2B partner connections must only have access to
specific data center internally developed applications running on non-standard ports. The security
team must have access to manage the mobile user and access to branch locations. The network team
must have access to manage only the partner access. How can the engineer configure mobile users
and branch locations to meet the requirements?

A. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center
resources using service connections.

B. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service
connections.

C. Use GlobalProtect to filter internet traffic and provide access to data center resources using
service connections.

D. Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center
resources using service connections.

Answer: A

Explanation:

Question: 3

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile
users, branch locations, and business-to- business (B2B) partners to their data centers. The solution
must meet these requirements: The mobile users must have internet filtering, data center
connectivity, and remote site connectivity to the branch locations. The branch locations must have
internet filtering and data center connectivity. The B2B partner connections must only have access to
specific data center internally developed applications running on non-standard ports. The security
team must have access to manage the mobile user and access to branch locations. The network team
must have access to manage only the partner access. Which two options will allow the engineer to
support the requirements? (Choose two.)

A. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User
routes.

B. Enable eBGP for dynamic routing and configure RemoteNetworks.
C. Configure Remote Networks and define the branch IP subnets using Static Routes.

D. Enable Remote Networks Advertise Default Route.
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Answer: B,D

Explanation:

Question: 4

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile
users, branch locations, and business-to- business (B2B) partners to their data centers. The solution
must meet these requirements: The mobile users must have internet filtering, data center
connectivity, and remote site connectivity to the branch locations. The branch locations must have
internet filtering and data center connectivity. The B2B partner connections must only have access to
specific data center internally developed applications running on non-standard ports. The security
team must have access to manage the mobile user and access to branch locations. The network team
must have access to manage only the partner access. Which two components can be provisioned to
enable data center connectivity over the internet? (Choose two.)

A. ZTNA Connector
B. SD-WAN Connector
C. Service connections

D. Colo-Connect

Answer: A,C

Explanation:

Question: 5

Which two actions can a company with Prisma Access deployed take to use the Egress IP API to
automate policy rule updates when the IP addresses used by Prisma Access change? (Choose two.)

A. Configure a webhook to receive notifications of IP address changes.
B. Copy the Egress IP APl Key in the service infrastructure settings.
C. Enable the Egress IP APl endpoint in Prisma Access.

D. Download a client certificate to authenticate to the Egress IP API.

Answer: A,B

Explanation:
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