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Question: 1

When creating an OCl Vault, which factors may lead to select the Virtual Private Vault ? Select TWO
correct answers

A. Need for more than 9211 key versions
B. Greater degree of isolation
C. To mask PIl data for non-production environment

D. Ability to back up the vault

Answer: BD

Explanation:
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VAULTS

Vaults ae logical entities where the Vault senvice treates and duradly stoces keys and secrets. The type
of vaull you have determines festures and funchionasiity such as degrees of siorage solation, access 1o
management ant endryption, scalatiliey and the sty 20 Seck up The type of vault you have also
ffects pricing You cannot Change 3 vaull's type ofter you croate the vauit

The Vault service offers different vault types 10 aCCOmmadate your Srganiaation’s needs and budget All
vault tyDes ensure the security and integrity of the encryption keys and secrets that vaults store A
virtusl private vault 5 an nolsted partition on & hardware security modufe (HSM) Vaults othervwise share
PAIRIONS On the HEM with other vaulty

Virtusl private vaults incude 000 key vervons Dy defaut i you Son't requite the grester degree of
tnclatinn of the stiity 10 Back UP the vault you dam't rted § wtual Drivete vault. Without 3 virtus)
Drivate VBUR. you Caf IRAREEE COBE By Daying for bey versions individusily, 84 vou need them (Key
YRIBOS COUNT 10wWRrS your hey Mt and Costs. A by Slainys CONTAING ot leatt 00 ACtive key version
Sirmilardy, # 25010t Bhvays Mbs 22 l0att ONE S0CIL Version. MoOwever, Imits 0n secrets apply Lo the tenancy
tithet than & veult )

The Vault service Oesignates vaults 23 an Onacle Cloud Infrastruciure fesource

Question: 2

Cloud Guard detected a risk score of zero in the dashboard, what does this mean ?

A. Risk score doesn't say anything. These are just numbers
B. LOW or MINOR issues
C. Larger number of problems that have high risk levels ( HIGH or CRITICAL )

D. No problem detected for any resource

Answer: D

Explanation:
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How the Risk Score 1s Calculated

1. From the Coud Gosd options panel on the left. select Overview

L View the Risk Scote tie in the 10p Center

The numernk Mk score 15 updsted every 15 minutes, 20d reflects the Lotal number of prodiems
that Cloud Guard has Setected, the risk \evel of each protlem, and the types of resources
mvoived

Different Categories Of resOurces Sre More SeNitive Lo security theeats and that sensitivity
weights the scoting For examplie. users [IAM) and Duckats are contidered more sensitive
based an IaCion SUCh A3 how eaty they 818 10 ACCess and Now they Can De uied a3 & target of
Lt

The raw risk score that's caloulated is notmalined 10 1ol within the range of 0.9999 A rigk score
©F Yero woukd mean that no prodlerr were detected 10r 4y resouITes

A Ngh rmk score generally mesns there are & Mrger number of prodkemas that have higher mi
levels (HGM of CRITICAL) f the protiens and the ressurces Involved are less sengitrve. 8 large
number of prodiems coesn ! prochuce & high risk score

Best practice for security I8 10 ghve priceity 1o sdctessing the problems with the highest risk
evels, thart Coud Guard cetects on the most sengitive resowstes. Following this best prectice
#8150 produtes the Prestess reduction In The tish score.

Question: 3

With regard to vulnerability and cloud penetration testing, which rules of engagement apply? Select
TWO correct answers.

A. Any port scanning must be performed in an aggressive mode

B. Physical penetration and vulnerability testing of Oracle facilities is prohibited

C. Testing should target any other subscription or any other Oracle Cloud customer resources

D. You are responsible for any damages to Oracle Cloud customers that are caused by your testing

activities

Answer: BD

Explanation:
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Rules Of Engagement
L
The following rules of engagement apply to cloud penetration and vulnerability testing:

* Your testing must not target any other subscription or any other Oracle Cloud customer resources, or any shared infrastructure
components.
You must not conduct any tests that will exceed the bandwidth quota or any other subscribed resource for your subscription.

You are strictly prohidited from utilizing any tools or services in a8 manner that perform Denial-of-Service (DoS) attacks or
simulations of such, or any “load testing” against any Oracle Cloud asset including yours.

e Any port scanning must be performed in a non-aggressive mode.

You are responsible for independently validating that the tools or services employed during penetration and vulnerability testing do
not perform DoS attacks, or simulations of such, prior to assessment of your instances. This responsibility includes ensuring any
contracted third parties perform assessments in a manner that does not violate this policy.

¢ Social Engineering of Oracle employees and physical penetration and vulnerability testing of Oracle facilities is prohibited.

o You must not attempt to access another customer’s environment or data, or to break out of any container (for example, virtual
machine).

* Your testing will continue to be subject to terms and conditions of the agreement(s) under which you purchased Oracle Cloud
Services, and nothing in this policy shall be deemed to grant you additional rights or privileges with respect to such Cloud Services.

 |f you believe you have discovered a potential security issue related to Oracle Cloud, you must report it to Oracle within 24 hours by
conveying the relevant information to My Oracle Support. You must create a service request within 24 hours and must not disclose
this information publicly or to any third party. Note that some of the vulnerabilities and issues you may discover may be resolved by
you by applying the most recent patches in your instances.

* In the event you inadvertently access another customer’s dats, you must immediately terminate all testing and report it to Oracle
within one hour by conveying the relevant information to My Oracle Support.

s Cl y
o You are respon Clo other Oracle Cloud custo

Question: 4

How can you establish private connectivity over two VCN within same OCI region without traversing
the traffic over public internet ?

A. NAT Gateway
B. Data Guard
C. Remote VCN Peering

D. Local VCN Peering

Answer: D

Explanation:
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* Local VCN peering
Virtual cloud networks (VCNSs) within a region can be peered by using local peering
gateways (LPG). The resources attached to such peered VCNs can communicate by
usinglprivate IP addresses without routing the traffic over the public internet. The VCNs
can be in the same tenancy or in different tenancies.

* Remote VCN peering
VCNs in different regions can communicate by using private IP addresses without
routing the traffic over the public internet. You can set up peering between two VCNs in
different regions by configuring a remote peering connection (RPC) on each of the
dynamic routing gateways (DRG) attached to the VCNs in the peering relationship.
Remote VCN peering is generally used to connect two VCNs across regions in the same
tenancy. In certain scenarios, you might need to connect VCNs in two different
tenancies across regions.

Question: 5

Which security issues can be identified by Oracle Vulnerability Scanning Service? Select TWO correct
answers

A. Distributed Denial of Service (DDoS)
B. Ports that are unintentionally left open can be a potential attack vector for cloud resources
C. SQL Injection

D. CIS published Industry-standard benchmarks

Answer: BD

Explanation:
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Scanning Overview

Oracle Vulnerability Scanning Service helps improve your security posture in Oracle Cloud by routinely
checking hosts for potential vulnerabilities. The service generates reports with metrics and details about
these vulnerabilities.

The Scanning service can identify several types of security issues in your compute instances (1):
* Ports that are unintentionally left open might be a potential attack vector to your cloud resources, or
enable hackers to exploit dvher vulnerabilities.
* OS packages that require updates and patches to address vulnerabilities
e 0OS configurations that hackers might exploit

* Industry-standard benchmarks published by the Center for Internet Security « (CIS).

The Scanning service checks hosts for compliance with the section 5 (Access, Authentication, and

Authorization) benchmarks defined for Distribution Independent Linux .
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