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Question: 1

Which entity tab will show an administrator how to lower the account's risk score?
A. Timeline

B. Activity

C. Asset

D. Risk

Answer: D

Explanation:

In CrowdStrike Falcon Identity Protection, the Risk tab within a user or account entity provides
administrators with direct visibility into why an account has a specific risk score and what actions can
be taken to reduce that score. This functionality is a core component of the User Assessment and
Risk Assessment sections of the CCIS (CrowdStrike Identity Specialist) curriculum.

The Risk tab aggregates both analysis-based risks and detection-based risks, clearly identifying
contributing factors such as compromised passwords, excessive privileges, risky authentication
behavior, stale or never-used accounts, and policy violations. It also highlights the severity,
likelihood, and consequence of each risk factor, allowing administrators to prioritize remediation
efforts effectively. Most importantly, this tab provides actionable guidance, enabling teams to
understand which specific remediation steps—such as enforcing MFA, resetting credentials, reducing
privileges, or disabling unused accounts—will directly lower the account’s overall risk score.

Other entity tabs do not provide this capability. The Timeline tab focuses on chronological events and
detections, the Activity tab displays authentication and behavioral activity, and the Asset tab shows
associated endpoints and resources. Only the Risk tab is designed to explain risk drivers and guide
remediation, making Option D the correct and verified answer.

Question: 2
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Which of the following is NOT a default insight but can be created with a custom insight?
A. Using Unmanaged Endpoints

B. GPO Exposed Password

C. Compromised Password

D. Poorly Protected Accounts with SPN

Answer: D

Explanation:

In Falcon Identity Protection, default insights are prebuilt analytical views provided by CrowdStrike to
immediately highlight common and high-impact identity risks across the environment. These default
insights are automatically available in the Risk Analysis and Insights areas and are designed to
surface well-known identity exposure patterns without requiring customization.

Examples of default insights include Using Unmanaged Endpoints, GPO Exposed Password, and
Compromised Password. These insights are natively provided because they represent frequent and
high-risk identity attack vectors such as credential exposure, unmanaged authentication sources, and
password compromise, all of which directly contribute to elevated identity risk scores.

Poorly Protected Accounts with SPN (Service Principal Name), however, is not provided as a default
insight. While Falcon Identity Protection does collect and analyze SPN-related risk signals—such as
Kerberoasting exposure and weak service account protections—this specific grouping must be
created by administrators using custom insight filters. Custom insights allow teams to define precise
conditions, combine attributes (privilege level, SPN presence, password age, MFA status), and tailor
risk visibility to their organization’s threat model.

This distinction is emphasized in the CCIS curriculum, which explains that custom insights extend
beyond default coverage, enabling deeper, organization-specific identity risk analysis. Therefore,
Option D is the correct answer.

Question: 3

In the Predefined Reports Subject dropdown, which category is associated with endpoints?
A. Insights
B. Events

C. Incidents
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D. Accounts

Answer: B

Explanation:

Within Falcon Identity Protection, Predefined Reports allow administrators to generate standardized
reports based on specific data subjects. The Subject dropdown determines the type of data the
report will be built from, such as identity risks, authentication activity, or endpoint-related telemetry.

The category associated with endpoints in the Subject dropdown is Events. Endpoint-related data—
such as authentication attempts, logons, protocol usage, and domain controller—observed activity—
is captured and represented as events within Falcon. These events form the foundational telemetry
used for identity detections, investigations, and reporting.

By contrast:

Insights represent aggregated analytical findings derived from events.
Incidents group multiple detections into a single investigative narrative.
Accounts focus on identity entities such as users and service accounts.

Endpoint visibility in reporting is therefore tied directly to Events, as events reflect the raw and
enriched activity observed on endpoints and domain controllers. This structure aligns with Falcon’s
identity-first security model, where endpoint-observed authentication behavior feeds identity risk
scoring and Zero Trust decisions.

The CCIS curriculum explicitly associates endpoint-related reporting with the Events subject, making
Option B the correct and verified answer.

Question: 4

Which section of the Falcon menu is used to investigate the Event Analysis dashboard?
A. Enforce

B. Threat Hunter

C. Explore

D. Configure

Answer: C
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Explanation:

In Falcon Identity Protection, the Explore section of the Falcon menu is used to investigate analytical
views such as the Event Analysis dashboard. This aligns with the CCIS framework, which defines
Explore as the primary area for interactive investigation, analytics, and risk exploration across
identity data.

The Event Analysis dashboard is designed to help administrators analyze identity-related
authentication events, behavioral patterns, and anomalous activity derived from domain traffic
inspection and domain controller telemetry. These analytical capabilities are intentionally placed
under Explore because this menu category supports hypothesis-driven investigation rather than
enforcement or configuration actions.

By contrast:

Enforce is used to apply policy rules and automated controls.

Threat Hunter is focused on proactive hunting using queries and detection pivots.
Configure is used to manage settings, connectors, policies, and integrations.

The CCIS documentation explicitly associates dashboards such as Risk Analysis and Event Analysis
with the Explore menu, emphasizing its role in understanding why risk exists before taking action.
Therefore, Option C (Explore) is the correct and verified answer.

Question: 5

What trigger will cause a Falcon Fusion Workflow to activate from Falcon Identity Protection?
A. New endpoint detection

B. New incident

C. Alert > Identity detection

D. Spotlight user action > Host

Answer: C

Explanation:

Falcon Fusion workflows integrate directly with Falcon Identity Protection through identity-based
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triggers, allowing automated responses to identity threats. The correct trigger that activates a Falcon
Fusion workflow from ldentity Protection is Alert > Identity detection.

Identity detections are generated when Falcon observes suspicious or malicious identity behavior,
such as credential abuse, abnormal authentication patterns, lateral movement attempts, or policy
violations related to identity risk. These detections are distinct from endpoint-only detections or
incidents and are specifically designed to represent identity-based attack activity.

While New incident and New endpoint detection are valid Falcon Fusion triggers in other Falcon
modules, they are not the primary triggers for identity-focused automation. Similarly, Spotlight user
action > Host relates to vulnerability management workflows rather than identity analytics.

The CCIS curriculum emphasizes that Falcon Fusion enables automated identity response, such as
notifying security teams, disabling accounts, enforcing MFA, or triggering SOAR actions, based on
identity detections. Therefore, workflows tied to Alert > Identity detection allow organizations to
respond quickly and consistently to identity threats, making Option C the correct answer.
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