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Question: 1

In the Diamond Model of Intrusion Analysis, which element refers to the infrastructure used by
adversaries?

A.    Adversary
B.    Capability
C.    Victim
D.    Infrastructure

Answer: D

Question: 2

What does the Event Viewer in Windows allow a user to do?

A.    Modify software settings
B.    View and analyze system, security, and application logs
C.    Delete unnecessary files
D.    Change user permissions

Answer: B

Question: 3

Which incident response lifecycle stage involves analyzing the incident and determining lessons
learned?

A.    Preparation
B.    Detection
C.    Containment
D.    Post-Incident Activity

Answer: D

Question: 4

In which scenario would NAT (Network Address Translation) be most beneficial?

A.    When isolating critical internal servers
B.    When needing to assign public IPs to all devices
C.    When conserving limited public IP addresses
D.    When increasing local network speed

Answer: C
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Question: 5

Which of the following is an example of social engineering?

A.    Using malware to disrupt a service
B.    Sending a phishing email to trick a user into revealing their password
C.    Hacking into a secure system
D.    Using strong encryption to protect data

Answer: B

Question: 6

Which encryption protocol is commonly used to secure web traffic?

A.    FTP
B.    HTTP
C.    SSH
D.    HTTPS

Answer: D

Question: 7

What does RADIUS stand for in the context of access management?

A.    Remote Authentication Dial-In User Service
B.    Redundant Authentication Database Interface System
C.    Real-time Advanced Data Identification and User Security
D.    Remote Access Directory Information Under Secure protocols

Answer: A

Question: 8

In digital forensics, what is the first step when handling digital evidence?

A.    Analyzing the data
B.    Packaging the evidence
C.    Preserving the evidence
D.    Reporting the findings

Answer: C

Question: 9
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Which of the following is a potential reason for cyber attacks?

A.    Financial gain
B.    Social or political motives
C.    Revenge or personal grievances
D.    All of the above

Answer: D

Question: 10

In the context of malware removal, what is the first step typically taken?

A.    Change user passwords
B.    Isolate the infected system
C.    Reinstall the operating system
D.    Update software applications

Answer: B
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