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Question: 2 

Question: 3 

 

 
 

Which type of cyberattack primarily aims to encrypt data and demand payment for decryption? 

 
A. Brute force attack 

B. Ransomware attack 

C. Phishing attack 

D. Denial of Service attack 

 

Answer: B 

Explanation: 

 

Ransomware attacks encrypt critical data and demand ransom to restore access. They exploit user 

permissions and unpatched systems. PowerProtect Cyber Recovery combats ransomware by isolating 

backup copies in an air-gapped vault. Its immutability ensures data recovery even if primary systems are 

compromised. 
 

 

Which type of attack involves overwhelming a target system with traffic to make it unavailable to users? 

 

A. Man-in-the-middle attack 

B. DDoS attack 

C. SQL injection 

D. Rootkit attack 

 

Answer: B 

Explanation: 

 

Distributed Denial of Service (DDoS) attacks flood systems with massive requests, exhausting resources 

and causing downtime. PowerProtect Cyber Recovery does not directly prevent DDoS attacks but ensures 

business continuity by maintaining isolated, recoverable data copies. 
 

 

What is one major limitation of traditional backup technologies against modern ransomware? 

 

A. They are immutable by design 
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Question: 4 

Question: 5 

B. They often share the same network as production data 

C. They operate entirely offline 

D. They provide automated forensic analytics 

 

Answer: B 

Explanation: 

 

Traditional backups often reside on the same network as production systems, allowing ransomware to 

encrypt or delete them. PowerProtect Cyber Recovery overcomes this by creating an isolated “vault” 

environment with strict access control and air-gapped connectivity. 
 

 

Which statement best defines the purpose of Dell PowerProtect Cyber Recovery? 

 

A. To automate security patch management 

B. To isolate, protect, and recover critical data from cyberattacks 

C. To monitor server hardware failures 

D. To encrypt network traffic end-to-end 

 

Answer: B 

Explanation: 

 

Dell PowerProtect Cyber Recovery safeguards essential business data by isolating backups from 

production environments. Its air-gapped architecture, analytics, and automation help organizations 

recover data quickly after cyber incidents like ransomware or insider threats. 
 

 

A key advantage of PowerProtect Cyber Recovery over traditional disaster recovery is: 

 

A. Continuous online synchronization 

B. Always-connected replication 

C. Secure isolation and immutability of data copies 

D. Elimination of backup agents 

 

Answer: C 

Explanation: 

 

Cyber Recovery focuses on isolated immutability, meaning backup copies are stored in a disconnected, 

air-gapped vault. This ensures that even if production and disaster recovery environments are 

compromised, data in the vault remains safe and recoverable. 
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