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Question: 1

Which nmap command performs a half-open or \'SYN\' TCP portscan?

A. nmap -n -P0O -v -sF -p1-1024 hostname
B. nmap -n-PO -v -sA -p1-1024 hostname
C. nmap -n-PO-v -sN -p1-1024 hostname
D. nmap -n -PO -v -sS -p1-1024 hostname
E. nmap -n-PO-v-sT -p1-1024 hostname

Answer: D
Question: 2
Where are the encrypted passwords stored on a FreeBSD system?
A. /etc/shadow
B. /etc/master.passwd
C. Inthe TPM chip
D. /etc/group
E. /etc/passwd
Answer: B
Question: 3
Which protocols are associated with PPTP?
A. TCP port 443
B. IP protocol 89
C. UDP port 500, IP protocol 50 and IP protocol 51
D. TCP port 1723 and IP protocol 47
E. IP protocol 94
Answer: D

Question: 4

Which of the following web application technologies would you expect to be most secure?

A pure Java application

A Perl application running as CGl scripts
A PHP3 application

A PHP4 application
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Answer: A

Question: 5

Which of the following is a relational database management system (RDBMS)?

PostgreSQL
Redis
MySQL
MongoDB
Cassandra
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Answer: C
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