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Question: 2 

Question: 3 

Question: 4 

Question: 5 

 

 

 

What is the primary purpose of using Nmap in a penetration test? 

 
A. OS fingerprinting 

B. Vulnerability scanning 

C. Network mapping 

D. Traffic analysis 

 
Answer: C 
 

 
Which command would you use with Nmap to perform OS fingerprinting? 

 
A. nmap -sP 

B. nmap -sS 

C. nmap -O 

D. nmap -sV 

 
Answer: C 
 

 
During a penetration test, which tool would you typically use for banner grabbing? 

 
A. Wireshark 

B. Netcat 

C. Nessus 

D. OpenVAS 

 
Answer: B 
 

 
What is the function of service enumeration in penetration testing? 

 
A. To identify vulnerabilities 

B. To gather information about services running on a host 

C. To exploit weaknesses in software 

D. To map out a network topology 

 
Answer: B 
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Question: 6 

Question: 7 

Question: 8 

In the context of passive fingerprinting, what type of information can be gathered? 

 
A. Packet content 

B. Open ports 

C. Service banners 

D. IP addresses 

 
Answer: A 
 

 
Which tool would you use for automated web application fingerprinting? 

 
A. Nikto 

B. Burp Suite 

C. Metasploit 

D. Wireshark 

 
Answer: B 
 

 
What does the "sS" flag in an Nmap scan indicate? 

 
A. TCP connect scan 

B. SYN scan 

C. UDP scan 

D. Ping scan 

 
Answer: B 
 

 
Which of the following is a benefit of using fingeprinting techniques in penetration testing? 

 
A. Reducing scan duration 

B. Enhancing exploit attempts 

C. Identifying the technology stack used 

D. Increasing the attack surface 

 
Answer: C 
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