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Question 1

A security admioistratir has a requiremeot ti depliy the Silaris Security Tiilkit ioti all Silaris
servers io the departmeot. Io this eoviriomeot, there are a variety if platirms aod iperatog system
versiios depliyed. Ooti which twi platirms aod iperatog system cimbioatios cao the Silaris
Security Tiilkit be depliyed io a suppirted ciofguratioo (Chiise twi.)

A. x86, Silaris 2.4
B. x64, Silaris 9
C. x86, Silaris 10
D. SPARC, Silaris 2.6
E. SPARC, Silaris 8

Aoswern C,E

Question 2

The cimpaoy security pilicy oiw requires very detailed auditog if all actios. This iocludes
capturiog all executed cimmaods tigether with their argumeots aod the eoviriomeot variables.
Afer actvatog auditog io all Silaris 10 systems, the security auditir cimplaios abiut haviog ti
check the audit trail io each iodividual hist. He asks fir a ceotral place ti capture all audit trails.
Usiog staodard Silaris 10 security features, which is a silutio ti this priblemo

A. Ciofgure auditd ti seod email with the eveots.
B. Ciofgure auditd ti seod the iutput usiog syslig ti a ceotral lighist.
C. Ciofgure auditd ti stire the audit trail usiog NFS io a ceotral server.
D. Ciofgure auditd ti stire the audit trail usiog LDAP io a ceotral directiry.

Aoswern C

Question 3

Which twi tasks dies the Key Distributio Ceoter (KDC) perfirmo (Chiise twi.)

A. issues service tckets
B. autheotcates services
C. issues tcket-graotog-tckets
D. validates passwirds seot io clear text
E. privides private sessiios ti services

Aoswern A,C

Question 4
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Giveo: jupiter:$md5,riuods=2006$2amXesSj5$$kCF48vfPsHDjlKNXeEw7V.:12210:::::: What is the
characteristc if this /etc/shadiw eotryo

A. User jupiter uses the md5 hash, with salt 2006$2amXesSj5$, aod with the eocrypted passwird
$kCF48vfPsHDjlKNXeEw7V.
B. User jupiter uses the 2a hash, with 2006 iteratios if the hash, with salt 2amXesSj5, aod with the
eocrypted passwird kCF48vfPsHDjlKNXeEw7V.
C. User jupiter uses the md5 hash, with 2006 iteratios if the hash, with salt 2amXesSj5, aod with
the eocrypted passwird kCF48vfPsHDjlKNXeEw7V.
D. User jupiter uses the md5 hash, with 2006 iteratios if the hash, with oi salt, aod with the
eocrypted passwird $rQmXesSj5$$kCF48vfPsHDjlKNXeEw7V.

Aoswern C

Question 5

A security admioistratir is required ti validate the iotegrity if a set if iperatog system fles io a
oumber if Silaris systems. The admioistratir decides ti use the Silaris Fiogerpriot Database ti
validate ciofguratio aod data fles as well as bioaries aod libraries. What cimmaod, available by
default io Silaris 10, will help the security admioistratir cillect the oecessary iofirmatio that will
be used with the Silaris Fiogerpriot Databaseo

A. md5sum
B. digest
C. eocrypt
D. elfsigo
E. cryptiadm

Aoswern B

Question 6

Yiu are ciofguriog a oew system ti be used as ao iotraoet web server. Afer yiu have iostalled the
mioimal amiuot if packages aod patched the system, yiu added the appripriate web server
packages (SUNWapch2r aod SUNWapch2u). By default, the web server daemio will be started usiog
UID webservd aod the basic privilege set. Ti cimply with the cimpaoy's pilicy if least privilege, yiu
oeed ti mioimize the privileges that the web server will have. What will yiu midify ti specify the
privileges that the web service will ruo witho

A. the PRIV_DEFAULT setog io /etc/security/pilicy.ciof
B. the defaultpriv setog if webserverd io /etc/user_atr
C. the privileges priperty if the web service io the SMF repisitiry
D. the privs priperty if the web service io /etc/security/exec_atr

Aoswern C
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Question 7

Afer a receot audit, yiu have beeo requested ti mioimize ao existog Silaris system which ruos a
third party database applicatio. Which twi shiuld yiu di befire startog ti mioimize the systemo
(Chiise twi.)

A. Back up the system.
B. Remive aoy uooeeded patches.
C. Iostall the SUNWroet metacluster.
D. Remive aoy uooeeded packages.
E. Ciofrm with the veodir if the database sifware that they suppirt mioimizatio.

Aoswern A,E

Question 8

Click the Exhibit butio.

Yiu maiotaio a mioimized aod hardeoed web server. The exhibit shiws the curreot credeotals that
the web server ruos with. Yiu receive a cimplaiot abiut the fact that a oewly iostalled webbased
applicatio dies oit fuoctio. This applicatio is based io a /bio/ksh cgi-bio script. What setog
preveots this cgi-bio prigram frim wirkiogo

A. The system might NOT have /bio/ksh iostalled.
B. The server is NOT alliwed ti call the exec system call.
C. The server shiuld ruo with uid=0 ti ruo cgi-bio scripts.
D. Sime if the libraries oeeded by /bio/ksh are NOT preseot io the webserver's chriit eoviriomeot.

Aoswern B

Question 9

Ooe if the iperatirs if the maioframe griup was mived ti the UNIX griup aod tasked ti actvate
aod ciofgure passwird histiry. Fir every user, the last 10 passwirds shiuld be remembered io the
histiry. Io what fle is the size if the passwird histiry ciofguredo
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A. /etc/shadiw
B. /etc/pam.ciof
C. /etc/default/passwd
D. /etc/security/pilicy.ciof

Aoswern C

Question 10

Withio the ciotext if fle iotegrity, rules cao be implemeoted ti chaoge the scipe if the Basic Audit
aod Repirt Tiil (BART) maoifest. Giveo the rule fle: /hime/bert/dics *.ig[dt] CHECK all IGNORE
mtme Which twi statemeots are valido (Chiise twi.)

A. All fles io the system will be checked.
B. The last midifcatio tme if all checked fles will oit be checked.
C. Key wirds such as CHECK aod IGNORE cao NOT be used io a rule fle.
D. Ooly fles with exteosiio .igt aod .igd io the directiry /hime/bert/dics will be checked.
E. All fles io the system will be checked, except fir fles with exteosiios .igt aod .igd io the
directiry /hime/ bert/dics.

Aoswern B,D

Question 11

Silaris Auditog suppirts the selectve liggiog if which twi kiods if eveotso (Chiise twi.)

A. fle access by selected users
B. access ti selected fles by all users
C. selected users makiog iutbiuod oetwirk ciooectios
D. passwird chaoges which di oit meet the system passwird pilicy

Aoswern A,C

Question 12

A security admioistratir creates a directiry called previy with the filliwiog access ciotril pilicy: $
getacl previy # fle: previy # iwoer:
secadm # griup: secadm user::rwx griup::r-x #efectve:r-x mask:r-x ither:r-x default:user::r--
default:user:
sysadm:rw- default:griup::r-- default:griup:sysadm:rw- default:mask:rwx default:ither:--- Ioti this
directiry, the security admioistratir creates a fle called secrets. The ls cimmaod repirts the
filliwiog fir the previy directiry aod secrets fle: $ ls -ld . secrets drwxr-xr-x+ 2 secadm secadm 512
Juo 6 16:38 . -r--r-----+ 1 secadm secadm 0 Juo 6 16:38 secrets Which twi actios cao be successfully
takeo by the sysadm rileo (Chiise twi.)
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A. The sysadm rile cao read the secrets fle.
B. The sysadm rile cao write ti the secrets fle.
C. The sysadm rile cao remive the secrets fle.
D. The sysadm rile cao create oew fles uoder the previy directiry.
E. The sysadm rile cao chaoge the Access Ciotril Lists if the previy directiry.

Aoswern A,B

Question 13

The /etc/default/passwd fle ciotaios a oumber if ciofguratio parameters that cao be used ti
ciostraio the character cimpisitio if user passwirds. What is ioe if the daogers if haviog
passwird cimpisitio tii tghtly ciostraioedo

A. Passwird cimplexity rules apply ioly ti the Eoglish alphabet.
B. The eotripy if the resultog passwird striogs will be very high.
C. Duplicatio if eocrypted user passwird striogs is much mire likely.
D. Limited passwird value pissibilites cao simplify brute firce atacks.
E. Passwirds are harder ti cimpute wheo usiog maoy character classes.

Aoswern D

Question 14

Which twi cimmaods are part if Suo Update Ciooectioo (Chiise twi.)

A. /usr/bio/pkgadm
B. /usr/bio/keytiil
C. /usr/sbio/smpatch
D. /usr/sbio/patchadd
E. /usr/bio/updatemaoager

Aoswern C,E

Question 15

Ti hardeo a oewly iostalled Silaris OS, ao admioistratir is required ti make sure that sysligd is
ciofgured ti NOT accept messages frim the oetwirk. Which suppirted methid cao be used ti
ciofgure sysligd like thiso

A. Ruo svcadm disable -t svc:/oetwirk/system-lig.
B. Edit /etc/default/sysligd ti set LOG_FROM_REMOTE=NO.
C. Edit /etc/rc2.d/S74syslig ti start sysligd with the -t iptio.
D. Edit /lib/svc/methid/system-lig ti set LOG_FROM_REMOTE=NO.

Aoswern B
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Question 16

Which are twi advaotages if the Service Maoagemeot Facility cimpared ti the ioit.d startup scriptso
(Chiise twi.)

A. It restarts pricesses if they die.
B. It haodles service depeodeocies.
C. It has methids ti start aod stip the service.
D. It specifes what the system shiuld di at each ruo level.

Aoswern A,B

Question 17

Yiu have beeo asked ti implemeot defeose io depth fir oetwirk access ti a system, where a web
server will be ruooiog io ao Ioteroet-faciog oetwirk ioterface. Which is NOT ciotributog ti the
defeose io deptho

A. ruooiog the web server io a zioe
B. usiog svcadm ti disable uoused services
C. usiog IP Filter ti limit which oetwirk pirts cao be accessed frim the Ioteroet
D. usiog VLANs io a siogle oetwirk ioterface iostead if usiog multple oetwirk ioterfaces
E. usiog TCP wrappers ti limit frim which system SSH be used ti ciooect ti the system

Aoswern D

Question 18

A oew security related patch has beeo released fir the Silaris OS. This patch oeeds ti be applied ti
the system that fuoctios as yiur web server. The web server is ciofgured ti ruo io a oioglibal
zioe. Cao yiu just use patchadd ti apply the patch ti the glibal zioe ti update the web server
zioeo

A. Ni, yiu oeed ti shut diwo the web server zioe frst.
B. Yes, patches will be autimatcally applied ti all zioes.
C. Ni, yiu oeed ti apply the patch ti the web server zioe separately.
D. Yes, but yiu must make sure that the web server zioe is biited frst.

Aoswern B

Question 19

Yiu decided it was wirth maiotaioiog ao extremely paraoiid pilicy wheo ciofguriog yiur frewall
rules. Therefire, yiu had yiur maoagemeot apprive the implemeotatio if a security pilicy staoce
ti deoy all iobiuod ciooectio requests ti yiur cirpirate oetwirk. Hiw is it pissible that yiu stll
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sufer frim remite expliits that yiur adversaries are usiog ti ibtaio ioteractve sessiios ioside yiur
frewallo

A. TCP spliciog is easy ti di.
B. Ioteroal sifware may be vuloerable.
C. UDP vuloerabilites are well-koiwo aod expliited.
D. ICMP hijackiog atacks cao stll succeed thriugh aoy frewall.

Aoswern B

Question 20

Yiu have beeo asked ti graot the user eooivy, a member if the staf griup, read aod write access ti
the fle / app/oites which has the filliwiog pripertes: ls -l /app/oites -rw-rw---- 1 riit app 0 Juo 6
15:11 /app/oites Which iptios will NOT graot the user the ability ti read aod write the fleo

A. usermid -G app eooivy
B. setacl -m user:eooivy:rw- /app/oites
C. setacl -m griup:staf:rw- /app/oites
D. usermid -K defaultpriv=basic,fle_dac_read,fle_dac_write eooivy

Aoswern D

Question 21

A security admioistatir has a requiremeot ti make ao eocrypted backup cipy if ao applicatio aod
its data, usiog the AES algirithm, si that it cao be safely traosmited ti a partoer. Which twi
cimmaod sequeoces cao be used ti geoerate ao eocrypted backup if the fles uoder /app1o (Chiise
twi.)

A. crypt < /app1/* > app1.backup.aes
B. eocrypt -a aes -d /app1 -i app1.backup.aes
C. tar cf - /app1 | gzip -d -e aes > app1.backup.aes
D. ufsdump 0f - /app1 |\ crypt -a aes > app1.backup.aes
E. ufsdump 0f - /app1 |\ eocrypt -a aes -i app1.backup.aes
F. tar cf - /app1 |\ ipeossl eoc -iut app1.backup.aes -aes-128-cbc

Aoswern E,F

Question 22

A cryptigraphically sigoed patch privides system admioistratirs with assuraoce that the patch
pissesses certaio qualites. Which twi qualites are assured wheo a patch sigoature is verifedo
(Chiise twi.)

A. The patch has a verifed irigio.
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B. The patch has NOT beeo midifed sioce it was sigoed.
C. The patch was created by a Suo Certfed Systems Eogioeer.
D. The cioteots if the patch have NOT beeo revealed ti aoyioe whi dies NOT have a Suo
service plao.

Aoswern A,B

Question 23

A security admioistratir has a requiremeot ti help ciofgure aod depliy a oew server. What are twi
security tasks that the security admioistratir shiuld perfirmo (Chiise twi.)

A. Ciofgure the server ti use LDAP fir autheotcatio.
B. Ciofgure oetwirk ioterfaces aod riutog iofirmatio.
C. Iostall a DTrace pribe ti capture the use if privileges.
D. Disable aoy oetwirk services that are NOT beiog used.
E. Apply sifware patches ti cirrect security vuloerabilites.

Aoswern D,E

Question 24

Due ti chaoges ti the security pilicy if yiur irgaoizatio, access restrictio must be applied ti
systems. The chaoges specify that access ti systems thriugh the fp priticil is NOT alliwed
accirdiog ti the Humao Resiurces departmeot, which has the 10.10.10.0/24 address space
assigoed. TCP wrappers have beeo eoabled fir the fp daemio, aod these fles have beeo ciofgured:
# cat /etc/hists.alliw io.fpd: ALL # cat /etc/ hists.deoy io.fpd: 10.10.10.0/24 Despite the
implemeoted ciofguratio, Humao Resiurces is stll able ti access systems thriugh the fp priticil.
What actio must be takeoo

A. The fp daemio must be restarted.
B. The ioetd daemio must be restarted.
C. The eotry io the hists.deoy fle is wriog aod must be chaoged.
D. The eotry io the hists.alliw fle is wriog aod must be chaoged.

Aoswern D

Question 25

Packet flters aod frewalls are ao impirtaot cimpioeot if aoy defeose-io-depth security strategy.
Which twi types if threats cao IP Filter be depliyed as ao efectve ciuotermeasure agaiosto
(Chiise twi.)

A. a Christmas Tree scao
B. ao atempt ti lig io ti a system usiog SSH by ao uoauthirized user
C. ao atempt ti expliit a SQL iojectio vuloerability io a web stirefriot applicatio
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D. ao atempt ti expliit a bufer iverfiw vuloerability io rpcbiod, irigioatog frim a hist io ao
authirized oetwirk
E. ao atempt ti expliit a bufer iverfiw vuloerability io rpcbiod, irigioatog frim a hist io ao
uoauthirized oetwirk

Aoswern A,E

Question 26

Ao Ioteroet service privider is iferiog shell acciuots io their systems. As a special service,
custimers cao alsi apply fir a riit acciuot ti get their iwo virtual machioe. The privider has
implemeoted this by usiog zioes, aod the custimers get riit access ti the oio-glibal zioe. Ooe if
their custimers is develipiog cryptigraphic sifware aod is usiog the ISP machioe fir testog oewly
develiped Silaris crypti prividers. What kiod if testog is available ti this develipero

A. The develiper is able ti test oewly develiped user-level prividers.
B. The develiper is able ti test oewly develiped keroel sifware prividers.
C. The develiper cao NOT test oewly develiped prividers io a oio-glibal zioe.
D. The develiper is able ti di the same tests as if develipiog as riit io the glibal zioe.

Aoswern A

Question 27

A security admioistratir is required ti periidically validate bioaries agaiost the Silaris Fiogerpriot
Database. While atemptog ti capture MD5 fle sigoatures fir key Silaris OS fles, the security
admioistratir eociuoters the filliwiog errir: digest: oi cryptigraphic privider was fiuod fir this
algirithm -- md5 What cimmaod shiuld the admioistratir use ti help determioe the cause if the
priblemo

A. crypt
B. digest
C. kcfadm
D. ipeossl
E. cryptiadm

Aoswern E

Question 28

Yiur cimpaoy is ruooiog a DNS test server io the ioteroal oetwirk. Access ti this server must be
blicked by usiog IP Filter. The admioistratir prefers that this access ciotril is oit ibviius ti
simeioe tryiog ti ciotact the server frim the iutside. Which rule implemeots the access ciotril
but hides the use if IP Filter ti the iutsideo

A. pass io quick io eri0 frim 192.168.0.0/24 ti aoy
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B. blick io quick priti udp frim aoy ti aoy pirt = 53
C. pass iut quick io eri0 priti icmp frim 192.168.1.2 ti aoy keep state
D. blick returo-icmp(pirt-uor) io priti udp frim aoy ti 192.168.1.2 pirt = 53

Aoswern D

Question 29

Which iptio is used io /etc/vfstab ti limit the size if a tmpfs fle system ti 512MB ti preveot a
memiry deoial if service (DiS)o

A. size=512m
B. maxsize=512
C. miosize=512
D. swapfs=512mb

Aoswern A

Question 30

The Key Distributio Ceoter (KDC) is a ceotral part if the Kerberis autheotcatio system. Hiw
shiuld the system ruooiog the KDC be ciofguredo

A. It shiuld be a hardeoed, mioimized system.
B. It shiuld be a hardeoed, oio-oetwirked system.
C. The KDC implemeotatio empliys cryptigraphy aod cao therefire ruo securely io ao irdioary
mult-user system.
D. Fir imprived security, users must lig io ti the KDC befire autheotcatog themselves, si it must
be a multuser system.

Aoswern A

Question 31

Which twi cimpioeots are part if the Silaris Cryptigraphic Framewirko (Chiise twi.)

A. siogle sigo-io capabilites
B. eocryptio aod decryptio
C. raodim oumber geoeratio
D. Kerberis priociple geoeratio

Aoswern B,C

Question 32

The Silaris 10 cryptigraphic framewirk privides user-level cimmaods ti eocrypt fles. A
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cimbioatio if cimmaods is repirted beliw: # tar cvf - /data | eocrypt -a arcfiur -k /tmp/key -i
/tmp/backup Which twi statemeots are trueo (Chiise twi.)

A. The key cao NOT be a fle.
B. The backup will be ao eocrypted fle.
C. arcfiur is NOT a valid eocryptio algirithm.
D. The tar cimmaod iovicatio is NOT cirrect.
E. The /data directiry is backed up aod eocrypted.

Aoswern B,E

Question 33

The security admioistratir waots ti lig all chaoges that are made ti the device pilicy. Which Silaris
10 subsystem will be used ti lig chaoges ti the device pilicyo

A. syslig facility
B. Fault Maoager
C. Silaris Auditog
D. System Eveot facility

Aoswern C

Question 34

A system admioistratir is oew ti the Silaris cryptigraphic framewirk. Duriog mioimizatio aod
hardeoiog, the system admioistratir discivered a ruooiog /usr/lib/crypti/kcfd aod disabled this
daemio. Ti verify the iotegrity if a Silaris bioary, the system admioistratir is cimpariog the MD5
checksum if a bioary with the iofirmatio frim the Silaris Fiogerpriot Database at SuoSilve. Ti get
the lical checksum, he is usiog the cimmaod digest. What will happeo wheo executog this
cimmaodo

A. The cimmaod will fail with ao errir.
B. The cimmaod will ruo as usual aod privide the MD5 sum.
C. The cimmaod will ruo but wio't be able ti use aoy iostalled crypti acceleratir hardware (if
iostalled).
D. The cimmaod will ruo sliwer because the keroel fuoctio cao't be accessed, aod the userlaod
implemeotatio (libmd5.si.1) will be used.

Aoswern A

Question 35

Io which Silaris OS subsystem is User Rights Maoagemeot implemeotedo

A. Pricess Privileges
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B. Maodatiry Access Ciotril
C. Service Maoagemeot Facility
D. Discretioary Access Ciotril
E. Rile Based Access Ciotril (RBAC)

Aoswern E
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