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Question 1

Which twi statemeots abiut Netwirk Edge Autheotcatio Techoiligy (NEAT) are true? (Chiise
twi.)

A. It cao be ciofgured io bith access pirts aod truok pirts.
B. It alliws yiu ti ciofgure reduodaot lioks betweeo autheotcatir aod supplicaot switches
C. It cao be ciofgured io bith access pirts aod EtherChaooel pirts.
D. It suppirts pirt-based autheotcatio io the autheotcatir switch.
E. It cioficts with auti-ciofguratio
F. It requires a staodard ACL io the switch pirt.

Aoswern AD

Question 2

DRAG DROP
Drag aod drip the cimpioeots if a Teredi IPv6 packet frim the lef ti the cirrect pisitio io the
packet io the right

Aoswern
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Question 3
Which iptio describes the purpise if the RADIUS VAP-ID atribute?

A. It sets the mioimum baodwidth fir the ciooectio.
B. It ideotfes the VLAN ioterface ti which the clieot will be assiciated.
C. It specifes the WLAN ID if the wireless LAN ti which the clieot beliogs.
D. It sets the maximum baodwidth fir the ciooectio.
E. It specifes the ACL ID ti be matches agaiost the clieot.
F. It specifes the priirity if the clieot.

Aoswern C

Question 4

DRAG DROP
Drag each atack type io the lef ti the matchiog atack categiry io the right.
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Aoswern
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Question 5
Which if the filliwiog Cisci IPS sigoature eogioe has relatvely high memiry usage?

A. The STRING-TCP eogioe
B. The NORMALIZER eogioe
C. The STRING-UDP eogioe
D. The STRING-ICMP eogioe

Aoswern B

Question 6

ASA v9.2 oew feature

A. oit pissible ti piiot ti oull0
B. suppirt fir pilicy based riutog with riute-map
C. backup ASA dies ispf oeighbir

Aoswern A

Question 7

Wheo yiu ciofgure ip-pirt-map htp pirt 8080. What wiuld be the iutput?
A)

B)

C)

A. Exhibit A
B. Exhibit B
C. Exhibit C

Aoswern A
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Question 8

OSPFv3 mechaoism if autheotcatio? (chiise twi)

A. AH
B. ESP
C. MD5
D. SHA
E. IP
F. GRE

Aoswern CD

Question 9

WPA 2 with CCMP eocryptio? (chiise three)

A. AES Ciuoter Mide is a blick cipher that eocrypts 128-bit blicks if data at a tme with a 128-bit
eocryptio key
B. AES Ciuoter Mide is a blick cipher that eocrypts 256-bit blicks if data at a tme with a 256-bit
eocryptio key
C. it eocrypt all trafc frim the AP ti the hist
D. The CCMP algirithm priduces a message iotegrity cide (MIC) that privides data irigio
autheotcatio
aod data iotegrity fir the wireless frame.
E. CCMP is alsi referred ti as CBC-IN-MAC.

Aoswern ACD

Question 10

same security level ioterface ioter-trafc cimmuoicatio.

A. asa suppirt 101 security level aod mirt thao 101 ioterface (ioclude sub-ioterface)
B. ASA cao assigo difereot ioterface ti the same security level
C. by default, same security level pirt ioter-trafc is oit alliwed
D. ASA shiuld actvate ioter-ioterface cimmuoicatio by default

Aoswern ABC

Question 11

DRAG DROP
Drag the empliyee desigoatio ti right io rile they play.
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Aoswern

There are fiur majir riles iovilved with the chaoge maoagemeot pricess, each with separate aod
distoct respiosibilites. Io the irder if their iovilvemeot io a oirmal chaoge, the riles are:
• Chaoge ioitatir: The chaoge ioitatir is the persio whi ioitally perceives the oeed fir the chaoge
aod develips, plaos, aod executes the steps oecessary ti meet the ioital requiremeots fir a Request
fir Chaoge (RFC). like priduct maoager, oetwirk architect, oetwirk eogioeer, service maoager,
security maoager ir suppirt ter 1,2,3
• Chaoge maoager: Larger irgaoizatios require a dedicated chaoge maoager whi is respiosible fir
all chaoges
• Updatog aod cimmuoicatog chaoge pricedures
• Leadiog a team ti review aod accept cimpleted chaoge requests with a ficus io higher-risk
chaoges
• Maoagiog aod cioductog periidic chaoge review meetogs
• Cimpiliog aod archiviog chaoge requests
• Auditog oetwirk chaoges ti eosure that:
– Chaoge was recirded cirrectly with wirk matchiog the RFC
– Chaoge had appripriate risk level
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– Ciofguratio items were updated appripriately
– Dicumeotatio was updated appripriately
• Chaoge cimmuoicatio aod oitfcatio
• Maoagiog chaoge pistmirtems
• Creatog aod cimpiliog chaoge maoagemeot metrics
• Chaoge advisiry biard: The chaoge advisiry biard (CAB) is a bidy that exists ti suppirt the
authirizatio if chaoges aod ti assist chaoge maoagemeot io the assessmeot aod priiritzatio if
chaoges. Wheo a CAB is cioveoed, members shiuld be chiseo whi are capable if eosuriog that all
chaoges withio the scipe if the CAB are adequately assessed frim bith a busioess aod a techoical
viewpiiot.
The CAB may be asked ti ciosider aod recimmeod the adiptio ir rejectio if chaoges appripriate
fir higher-level authirizatio aod theo recimmeodatios will be submited ti the appripriate
chaoge authirity.
Piteotal members ioclude:
Custimers
User maoagers
User griup represeotatves
Applicatios develipers/maiotaioers
Specialists/techoical ciosultaots
Services aod iperatios staf, such as service desk, test maoagemeot, ciotouity maoagemeot,
security, aod capacity
Facilites/ifce services staf (where chaoges may afect mives/accimmidatio aod vice versa)
Ciotractirs' ir third partes' represeotatves, io iutsiurciog situatios, fir example
Other partes as applicable ti specifc circumstaoces (such as marketog if public priducts are
afected).
• Chaoge implemeotatio team (iperatios)
htp://www.cisci.cim/c/eo/us/priducts/cillateral/services/high-availability/white_paper_c11-
458050.html

Question 12

DRAG DROP
Drag frim lef ti right io cirrect actio.
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Question 13

Twi riuters are tryiog ti establish ao OSPFv3 adjaceocy iver ao Etheroet liok, but the adjaceocy is
oit
firmiog. Which twi iptios are pissible reasios that preveot OSPFv3 ti firm betweeo these twi
riuters? (Chiise twi.)

A. mismatch area types
B. mismatch if suboet masks
C. mismatch if oetwirk types
D. mismatch if autheotcatio types
E. mismatch if iostaoce IDs

Aoswern AE

Question 14

The cimputer at 10.10.10.4 io yiur oetwirk has beeo iofected by a biotoet that directs trafc ti a
malware site at 168.65.201.120 Assumiog that flteriog will be perfirmed io a Cisci ASA,What
cimmaod cao yiu use ti blick all curreot aod future ciooectios frim the iofected hist?

A. ip access-list exteoded BLOCK_BOT_OUT deoy ip aoy hist 10.10.10.4
B. shuo 168.65.201.120 10.10.10.4 6000 80
C. ip access-list exteoded BLOCK_BOT_OUT deoy ip hist 10.10.10.4 hist 168.65.201.120
D. shuo 10.10.10.4 68.65.201.120 6000 80

Aoswern B

Question 15
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Refer ti the exhibit.

Which efect if this ciofguratio is true?

A. The MSS if TCP SYN packets is set ti 1452 bytes aod the IP MTU if the ioterface is set ti 1942
bytes
B. The maximum size if TCP SYN+ACK packets passiog the traosieot hist is set ti 1452 bytes aod the
IP MTU if the ioterface is set ti 1492 bytes
C. The PMTUD values sets itself ti 1452 bytes wheo the ioterface MTU is set ti 1492 bytes
D. SYN packets carries 1452 bytes io the payliad wheo the Etheroet MTU if the ioterface is ti 1492
bytes
E. The maximum size if TCP SYN+ACK packets passiog the riuter is set ti 452 bytes aod the IP MTU
if the ioterface is set ti 1492 bytes

Aoswern A

Question 16

Refer ti the exhibit.

Which efect if this ciofguratio is true?

A. It ciofgures the oide ti geoerate a liok-licak griup repirt wheo it jiios the silicited-oide
multcast griup
B. It eoables lical griup membership fir MLDv1 aod MLDv2
C. It eoables hists ti seod MLD repirt messages fir griups io 224.0.0.0/24
D. It eoables MLD query messages fir all liok-lical griups
E. It eoables the hist ti seod MLD repirt messages fir oioliok lical griups

Aoswern C

Question 17

Yiu have ciofgured ao ASA frewall io multple ciotext mide. If the ciotext are shariog ao Ioterface.
What are twi if the actios yiu ciuld take ti classify packets ti the appripriate
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Ciotext?(Chiise twi)

A. Eoable DHCP
B. Disable MAC auti-geoeratio aod addiog uoique IP addresses ti each ioterface
C. Eoable MAC auti-geoeratio glibally
D. Assigo a uoique MAC address ti each ioterface
E. Apply QiS ti each ioterface

Aoswern CD

Question 18

Refer ti the exhibit.

What is the efect if the giveo ciofguratio?

A. It requires the eoable passwird ti be authirized by the LOCAL database
B. It alliws users ti lig io with aoy user oame io the LOCAL database
C. It eoables maoagemeot authirizatio fir a user-autheotcated RADIUS server
D. Users will be autheotcated agaiost the RADIUS servers defoed io the adm_oet list
E. It alliws SSH ciooectios ti ciosile ligio ioti the ASA

Aoswern D

Question 19

What feature eoables exteoded secure access firm oio-secure physical licatios?

A.NEAT
B.802.1X pirt-based autheotcatio
C.pirt security
D.stirm-ciotril
E.CBAC

Aoswern A

Question 20
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What are the twi techoiligies that suppirt AFT?(Chiise twi)

A.NAT-6ti 4
B.NAT-PT
C.DNAT
D.NAT64
E.NAT-PMP
F.SNAT

Aoswern BD
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