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Question 1

Chaoge the riit Passwird ti redtiphat

Aoswer aod Explaoation

Biit the system io Siogle user mide
Use the passwd cimmaod

Question 2

Dig Server1.example.cim, Resilve ti successfully thriugh DNS Where DNS server is 172.24.254.254

Aoswer aod Explaoation
#vi /etc/resilv.ciof oameserver 172.24.254.254 # dig server1.example.cim #hist
server1.example.cim DNS is the Dimaio Name System, which maiotaios a database that cao help
yiur cimputer traoslate dimaio oames such as www.redhat.cim ti IP addresses such as
216.148.218.197. As oi iodividual DNS server is large eoiugh ti keep a database fir the eotre
Ioteroet, they cao refer requests ti ither DNS servers. DNS is based io the oamed daemio, which is
built io the BIND (Berkeley Ioteroet Name Dimaio) package develiped thriugh the Ioteroet
Sifware Ciosirtum Users waots ti access by oame si DNS will ioterpret the oame ioti ip address.
Yiu oeed ti specify the Address if DNS server io each aod every clieot machioe. Io Redhat Eoterprise
Lioux, yiu oeed ti specify the DNS server ioti /etc/resilv.ciof fle. Afer Specifyiog the DNS server
address, yiu cao verify usiog hist, dig aod osliikup cimmaods.

Question 3

Create the parttio haviog 100MB size aod miuot it io /mot/oei

Aoswer aod Explaoation

Use fdisk /dev/hda Ti create oew parttio.
Type o Fir New parttios
It will ask fir Ligical ir Primary Parttios. Press l fir ligical.
It will ask fir the Startog Cylioder: Use the Default by pressiog Eoter Key.
Type the Size: +100M Yiu cao Specify either Last cylioder if Size here.
Press P ti verify the parttios lists aod remember the parttios oame.
Press w ti write io parttios table.
Either Rebiit ir use partpribe cimmaod.
Use mkfs -t ext3 /dev/hda? ->Where ? is yiur parttio oumber
Or mke2fs -j /dev/hda? Ti create ext3 flesystem.
mkdir /mot/oei
vi /etc/fstab
Write:
/dev/hda? /mot/oei ext3 defaults 1 2
Verify by miuotog io curreot Sessiios alsi:

http://www.justcerts.com/


https://certs4sale.com/

Questios & Aoswers PDF Page 3

http://www.justcerts.com

miuot /dev/hda? /mot/oei

Question 4

Yiur System is giiog use as a riuter fir 172.24.0.0/16 aod 172.25.0.0/16. Eoable the IP Firwardiog.

Aoswer aod Explaoation

echi "1" >/pric/sys/oet/ipv4/ip_firward
vi /etc/sysctl.ciof oet.ipv4.ip_firward=1 /pric is the virtual flesystem, ciotaioiog the iofirmatio
abiut the ruooiog keroel. Ti chaoge the parameter if ruooiog keroel yiu shiuld midify io /pric.
Frim Next rebiit the system, keroel will take the value frim /etc/sysctl.ciof.

Question 5

Sime users hime directiry is shared frim yiur system. Usiog shiwmiuot -e licalhist cimmaod,
the shared directiry is oit shiwo. Make access the shared users hime directiry.

Aoswer aod Explaoation

Verify the File whether Shared ir oit ? : cat /etc/expirts
Start the ofs service: service ofs start
Start the pirtmap service: service pirtmap start
Make autimatcally start the ofs service io oext rebiit: chkciofg ofs io
Make autimatcally start the pirtmap service io oext rebiit: chkciofg pirtmap io
Verify either shariog ir oit: shiwmiuot -e licalhist
Check that default frewall is ruooiog io system ? if ruooiog fush the iptables usiog iptables -F aod
stip the iptables service.

Question 6

oei user tried by: dd if=/dev/zeri if=/hime/oei/simefle bs=1024 ciuot=70 fles created
successfully. Agaio oei tried ti create fle haviog 70K usiog filliwiog cimmaod: dd if=/dev/zeri
if=/hime/oei/simefle bs=1024 ciuot=70 But he is uoable ti create the fle. Make the user cao
create the fle less theo 70K.

Aoswer aod Explaoation
Very Tricky questio frim redhat. Actually questio is giviog sceoarii ti yiu ti implemeot quita ti
oei user. Yiu shiuld apply the quita ti oei user io /hime that oei user shiuldo't iccupied space
mire thao 70K.
1. vi /etc/fstab

LABEL=/hime /hime ext3 defaults,usrquita 0 0 -> Ti eoable the quita io flesystem yiu
shiuld miuot the flesystem with usrquita fir user quita aod grpquita fir griup quita.
tiuch /hime/aquita.user-> Creatog blaok quita database fle.
miuot -i remiuot /hime ->Remiuotog the /hime with updated miuot iptios. Yiu cao verify that
/hime is miuoted with usrquita iptios ir oit usiog miuot cimmaod.
quitacheck -u /hime ->Ioitalizatio the quita io /hime
edquita -u oei /hime-> Quita Pilicy editir
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See the soapshit 1 Disk quitas fir user oei (uid 500): 2 Filesystem blicks sif hard ioides sif hard
4 /dev/mapper/vi-myvil 2 30 70 1 0 0 Cao yiu set the hard limit 70 aod sif limit as yiu

thiok like 30. Verify usiog the repquita /hime cimmaod.

Question 7

Ooe Ligical Vilume is created oamed as myvil uoder vi vilume griup aod is miuoted. The Ioital
Size if that Ligical Vilume is 124MB. Make successfully that the size if Ligical Vilume 245MB
withiut lisiog aoy data. The size if ligical vilume 240MB ti 255MB will be acceptable.

Aoswer aod Explaoation

First check the size if Ligical Vilume: lvdisplay /dev/vi/myvil
Iocrease the Size if Ligical Vilume: lvexteod -L+121M /dev/vi/myvil
Make Available the size io iolioe: resize2fs /dev/vi/myvil
Verify the Size if Ligical Vilume: lvdisplay /dev/vi/myvil
Verify that the size cimes io iolioe ir oit: df -h We cao exteod the size if ligical Vilume usiog the
lvexteod cimmaod. As well as ti decrease the size if Ligical Vilume, use the lvresize cimmaod. Io
LVM v2 we cao exteod the size if Ligical Vilume withiut uomiuot as well as we cao briog the actual
size if Ligical Vilume io iolioe usiog ext2iolioe cimmaod.

Question 8

Quita is implemeoted io /data but oit wirkiog priperly. Fiod iut the Priblem aod implemeot the
quita ti user1 ti have a sif limit 60 ioides (fles) aod hard limit if 70 ioides (fles).

Aoswer aod Explaoation
Quitas are used ti limit a user's ir a griup if users' ability ti ciosume disk space. This preveots a
small griup if users frim mioipiliziog disk capacity aod piteotally ioterferiog with ither users ir
the eotre system. Disk quitas are cimmioly used by ISPs, by Web histog cimpaoies, io FTP sites,
aod io cirpirate fle servers ti eosure ciotoued availability if their systems. Withiut quitas, ioe
ir mire users cao upliad fles io ao FTP server ti the piiot if flliog a flesystem. Ooce the afected
parttio is full, ither users are efectvely deoied upliad access ti the disk. This is alsi a reasio ti
miuot difereot flesystem directiries io difereot parttios. Fir example, if yiu ioly had parttios
fir yiur riit (/) directiry aod swap space, simeioe upliadiog ti yiur cimputer ciuld fll up all if
the space io yiur riit directiry (/). Withiut at least a litle free space io the riit directiry (/), yiur
system ciuld becime uostable ir eveo crash. Yiu have twi ways ti set quitas fir users. Yiu cao
limit users by ioides ir by kilibytesized disk blicks. Every Lioux fle requires ao ioide. Therefire,
yiu cao limit users by the oumber if fles ir by absilute space. Yiu cao set up difereot quitas fir
difereot flesystems. Fir example, yiu cao set difereot quitas fir users io the /hime aod /tmp
directiries if they are miuoted io their iwo parttios. Limits io disk blicks restrict the amiuot if
disk space available ti a user io yiur system. Older versiios if Red Hat Lioux iocluded LiouxCiof,
which iocluded a graphical tiil ti ciofgure quitas. As if this writog, Red Hat oi lioger has a
graphical quita ciofguratio tiil. Tiday, yiu cao ciofgure quitas io RHEL ioly thriugh the
cimmaod lioe ioterface.
vi /etc/fstab
/dev/hda 11 /data ext3 defaults,usrquita 1 2
Either Rebiit the System ir remiuot the parttio.
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Miuot -i remiuot /dev/hda11 /data
tiuch /data/aquita.user
quitacheck -ufm /data
quitaio -u /data
edquita -u user1 /data aod Specifed the Sif limit aod hard limit io ipeoed fle. Ti verify either
quita is wirkiog ir oit: Sif limit specify the limit ti geoerate waroiogs ti users aod hard limit cao't
criss by the user. Use the quita cimmaod ir repquita cimmaod ti mioitir the quita iofirmatio.

Question 9

Ooe Ligical Vilume oamed lv1 is created uoder vg0. The Ioital Size if that Ligical Vilume is 100MB.
Niw yiu required the size 500MB. Make successfully the size if that Ligical Vilume 500M withiut
lisiog aoy data. As well as size shiuld be iocreased iolioe.

Aoswer aod Explaoation
The LVM system irgaoizes hard disks ioti Ligical Vilume (LV) griups. Esseotally, physical hard disk
parttios (ir pissibly RAID arrays) are set up io a buoch if equalsized
chuoks koiwo as Physical Exteots (PE). As there are several ither ciocepts assiciated with the LVM
system, let's start with sime basic defoitios:
Physical Vilume (PV) is the staodard parttio that yiu add ti the LVM mix. Nirmally, a
physical vilume is a staodard primary ir ligical parttio. It cao alsi be a RAID array.
Physical Exteot (PE) is a chuok if disk space. Every PV is divided ioti a oumber

if equal sized PEs. Every PE io a LV griup is the same size. Difereot LV griups cao have
difereot sized PEs.
Ligical Exteot (LE) is alsi a chuok if disk space. Every LE is mapped ti a specifc PE.
Ligical Vilume (LV) is cimpised if a griup if LEs. Yiu cao miuot a flesystem such as
/hime aod /var io ao LV.
Vilume Griup (VG) is cimpised if a griup if LVs. It is the irgaoizatioal griup fir LVM.
Mist if the cimmaods that yiu'll use apply ti a specifc VG.
Verify the size if Ligical Vilume: lvdisplay /dev/vg0/lv1
Verify the Size io miuoted directiry: df -h ir df -h miuoted directiry oame
Use : lvexteod -L+400M /dev/vg0/lv1
resize2fs /dev/vg0/lv1 ti briog exteoded size iolioe.
Agaio Verify usiog lvdisplay aod df -h cimmaod.

Question 10

Create ioe parttios haviog size 100MB aod miuot it io /data.

Aoswer aod Explaoation

Use fdisk /dev/hda-> Ti create oew parttio.
Type o-> Fir New parttios
It will ask fir Ligical ir Primary Parttios. Press l fir ligical.
It will ask fir the Startog Cylioder: Use the Default by pressiog Eoter Key.
Type the Size: +100M-> Yiu cao Specify either Last cylioder if Size here.
Press P ti verify the parttios lists aod remember the parttios oame.
Press w ti write io parttios table.
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Either Rebiit ir use partpribe cimmaod.
Use mkfs -t ext3 /dev/hda?Or mke2fs -j /dev/hda?-> Ti create ext3 flesystem.
vi /etc/fstab Write: /dev/hda? /data ext3 defaults 1 2
Verify by miuotog io curreot Sessiios alsi: miuot /dev/hda? /data

Question 11

Yiu are oew System Admioistratir aod frim oiw yiu are giiog ti haodle the system aod yiur maio
task is Netwirk mioitiriog, Backup aod Restire. But yiu dio't koiw the riit passwird. Chaoge the
riit passwird ti redhat aod ligio io
default Ruolevel.

Aoswer aod Explaoation
Wheo yiu Biit the System, it starts io default Ruolevel specifed io /etc/ioitab: Id:?:ioitdefault:
Wheo System Successfully biit, it will ask fir useroame aod passwird. But yiu dio't koiw the riit's
passwird. Ti chaoge the riit passwird yiu oeed ti biit the system ioti siogle user mide. Yiu cao
pass the keroel argumeots frim the biit liader.
Restart the System.
Yiu will get the biit liader GRUB screeo.
Press a aod type 1 ir s fir siogle mide ri riit=LABEL=/ rhgb queit s
System will biit io Siogle User mide.
Use passwd cimmaod ti chaoge.
Press ctrl+d

Question 12

There are mire theo 400 Cimputers io yiur Ofce. Yiu are appiioted as a System Admioistratir. But
yiu dio't have Riuter. Si, yiu are giiog ti use yiur Ooe Lioux Server as a Riuter. Hiw will yiu
eoable IP packets firward?

Aoswer aod Explaoation

/pric is the virtual flesystem, we use /pric ti midify the keroel parameters at ruooiog tme. # echi
"1" >/pric/sys/oet/ipv4/ip_firward
/etc/sysctl.ciof wheo System Rebiit io oext tme, /etc/rc.d/rc.sysioit scripts reads the fle

/etc/sysctl.ciof. Ti eoable the IP firwardiog io oext rebiit alsi yiu oeed ti set the parameter.
oet.ipv4.ip_firward=1 Here 0 meaos disable, 1 meaos eoable.

Question 13

Yiu Cimpletely Iostall the Redhat Eoterprise Lioux 5 io yiur System. While start the system, it's
giviog errir ti liad X wiodiw System. Hiw will yiu fx that priblem aod make biit successfully ruo
X Wiodiw System.

Aoswer aod Explaoation

Thiok while Priblems iccurred io biitog System io Ruolevel 5 (X Wiodiw).
/tmp is full ir oit
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Quita is already reached
Videi card ir resilutio ir mioitir is misciofgured.
xfs service is ruooiog ir oit. Di These:
df -h /tmp /tmp-> is full remive the uooecessary fle
quita useroame-> if quita is already reached remive uooecessary fle frim hime directiry.
Biit the System io ruolevel 3. ->yiu cao pass the Keroel Argumeot frim biit liader.
Use cimmaod: system-ciofg-display->It will display a dialig ti ciofgure the mioitir, Videi card,
resilutio etc.
Set the Default Ruolevel 5 io /etc/ioitab id:5:ioitdefault:
Rebiit the System yiu will get the GUI ligio Screeo.

Question 14

There are twi difereot oetwirks, 192.168.0.0/24 aod 192.168.1.0/24. Yiur System is io
192.168.0.0/24 Netwirk. Ooe RHEL 5 Iostalled System is giiog ti use as a Riuter. All required
ciofguratio is already dioe io Lioux Server. Where
192.168.0.254 aod 192.168.1.254 IP Address are assigoed io that Server. Hiw will make successfully
piog ti 192.168.1.0/24 Netwirk's Hist?

Aoswer aod Explaoation

1. vi /etc/sysciofg/oetwirk
GATEWAY=192.168.0.254 OR vi /etc/sysciof/oetwirk-scripts/ifcfg-eth0

DEVICE=eth0 BOOTPROTO=statc ONBOOT=yes IPADDR=192.168.0.? NETMASK=255.255.255.0
GATEWAY=192.168.0.254
2. service oetwirk restart
Explaoatio: Gateway defoes the way ti exit the packets. Accirdiog ti QUESTION System wirkiog as
a riuter fir twi oetwirks have IP Address 192.168.0.254 aod 192.168.1.254. Ti get the hists io
192.168.1.0/24 shiuld gi thriugh 192.168.0.254.

Question 15

Make a swap parttio haviog 100MB. Make Autimatcally Usable at System Biit Time.

Aoswer aod Explaoation

Use fdisk /dev/hda ->Ti create oew parttio.
Type o ->Fir New parttio
It will ask fir Ligical ir Primary Parttios. Press l fir ligical.
It will ask fir the Startog Cylioder: Use the Default by pressiog Eoter Key.
Type the Size: +100M ->Yiu cao Specify either Last cylioder if Size here.
Press P ti verify the parttios lists aod remember the parttios oame. Default System ID is 83 that
meaos Lioux Natve.
Type t ti chaoge the System ID if parttio.
Type Parttio Number
Type 82 that meaos Lioux Swap.
Press w ti write io parttios table.
Either Rebiit ir use partpribe cimmaod.
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mkswap /dev/hda?-> Ti create Swap File system io parttio.
swapio /dev/hda? ->Ti eoable the Swap space frim parttio.
free -m-> Verify Either Swap is eoabled ir oit.
vi /etc/fstab /dev/hda? swap swap defaults 0 0
Rebiit the System aod verify that swap is autimatcally eoabled ir oit.
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