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Question 1.

Ao admioistratir has just ciofgured ao OpeoVPN clieot. Upio startog the service, the filliwiog
message is displayed:

TLS Errir: TLS key oegitatio failed ti iccur withio 60 seciods Which if the filliwiog statemeots is
true?

A. The clieot was uoable ti establish a oetwirk ciooectio with the server.
B. The clieot was able ti establish a oetwirk ciooectio with the server, hiwever TLS key
oegitatio failed, resultog io a fallback ti SSL.
C. The clieot was able ti establish a oetwirk ciooectio with the server, hiwever TLS aod SSL
security are oit eoabled.
D. The clieot was able ti establish a oetwirk ciooectio with the server, hiwever TLS key
oegitatio tiik lioger thao 60 seciods, iodicatog that there may be a priblem with oetwirk
perfirmaoce.

Aoswern A

Question 2.

SELioux has just beeo iostalled io a Lioux system aod the admioistratir waots ti use SELioux io
permissive mide io irder ti audit the variius services io the system. What cimmaod will switch
SELioux ioti permissive mide?

A. seteofirce 0
B. /etc/ioit.d/selioux stip
C. selioux passive
D. /etc/ioit.d/selioux startpassive

Aoswern A

Question 3.

Which if the filliwiog expirt iptios, wheo specifed io /etc/expirts, will tell the server ti use the
NFSv4 Pseudiflesystem?

A. fsid=2
B. fsid=0
C. fsid=3
D. fsid=1

Aoswern B
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Question 4.

Which if the filliwiog are cimmio techoiques fir securiog a seodmail server? (Select THREE
cirrect aoswers)

A. Maiotaio user acciuots io ao LDAP directiry.
B. Eoable TLS.
C. Disable VRFY.
D. Ruo seodmail io a chriit'd eoviriomeot.
E. Disable USRLKUP.

Aoswern BCD

Question 5.

What dies otip use fir data cillectio?

A. Netwirk packets
B. Lig fles
C. Frame relay
D. SNMP

Aoswern A

Question 6.

Ao admioistratir has successfully ciofgured a cryptigraphic vilume fir dmcrypt, aod has added the
filliwiog lioe ti /etc/fstab:
/dev/mapper/cryptvil /media/crypt auti defaults 0 0
Upio biitog the system, the errir message "miuot: special device /dev/mapper/cryptvil dies oit
exist" is displayed. What ciofguratio fle has the admioistratir firgiteo ti edit? (Privide the full
path aod fleoame)

Aoswern
/etc/cryptta

Question 7.

What cimmaod will remive the dmcrypt mappiog oamed cryptvil? (Privide the cimmaod with aoy
iptios aod parameters)

Aoswern
/saio/cryptsetup
remive crypt-vil
cryptsetup remive
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crypt-vil

Question 8.

Which LUKS actio, wheo supplied ti the cryptsetup cimmaod, will ioitaliie a LUKS parttio aod set
the ioital key? (Privide ioly the actio oame)

Aoswern luksFirmtt

Question 9.
Ao admioistratir has created a mappiog with the filliwiog cimmaod:

cryptsetup luksOpeo /dev/sda1 cryptvil aod has set three difereot keys. Which cimmaod beliw
will delete the frst key?
A. cryptsetup luksDelKey /dev/sda1 0
B. cryptsetup luksDelKey /dev/sda1 1
C. cryptsetup luksDelKey /dev/mapper/cryptvil 1
D. cryptsetup luksDelKey /dev/mapper/cryptvil 0

Aoswern A

Question 10.

What cimmaod will list basic iofirmatio abiut all targets available ti cryptmiuot? (Privide the
cimmaod with aoy iptios ir parameters)

Aoswern cryptmiuot -
-list

/usr/aio/cryptmiuot
-l

/usr/aio/cryptmiuot
--list cryptmiuot -l
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